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CHAPTER 1

Tactics in Illegal
Entry

The outcome of an entry operation depends on twa
important factors: tactics and techniques. The chosen tac-
tics determine how to conduct the entry as an operation
and how to avaid being detected or caught. The techniques
are the acdiual methods used for bypassing lacks, doors, and
other obstacles, such as alarm systems. This chapter will
concentrate on tactics, while the following chapters will
detail the actual techniques in use.

The first thing to do when planning an entry operation
is to reconnoiter the target (i.e., the actual building or instal-
lation to be entered) and the area around it. This is the
reconnaissance phase.

TARGET RECONNAISSANCE AND INITIAL PLANNING

First af all. the following factars about the target must be
determined.

1) Protection:

* number of guards, if any

* location of guards at parhcular imes

* their equipment and armament

* technical details on alarm and controlled-entry sys-
tems, if any



2) Lavout:

» hnumber and lacations of entrances and exits (both
ordinary and emergency exits) and hallways or stairways
suitable tor a quick escape (and possibly windows,
rooftops, and sewers—even chutes in an emergency)

e Jocation of important offices or other rooms of impar-
tance

* method of smuggling entrv team and equipment into
the buildinyg if ordinary access is denied

* possibilities of temporarily cutting off the enhre build-
mg from the telephone netwark and other ways of prevent-
ing communication with the outside, for instance, with cel-
lular telephones or radio transmitters

3) Personnel:

« number of staff in the building during and after ordi-
nary office hours
« their location at particular times

4) Timing:

 when the target is most vulnerable
* if there are any outside factors which will influence
the accomplishment of the entry operation

Most targets are most vulnerable between 2 A.M. and 4
AM., as mast people are asleep at that time, and any securi-
ty guards tend to be sleepy and therefore less vigilant dur-
ing these hours. It is, however, vital to check the guards, as
different individuals keep different habits.

There are many types of outside factors which might
affect the mission. lf breaking into a government building
or an industrial complex, especially one of military impor-
tance, cansider, for instance, the possibility of a surprise
inspection by a senior official surrounded by a large nuun-
ber of guards. This is perhaps a warst-case scenario, but
ather things may also affect the operation, such as the sud-
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den removal or installation of important machines. Such
work, and also regular maintenance work, is often per-
formed outside ordinary office hours so as not to delay the
regular work.

The vicinity of the target building must also be carefully
reconnoitered. Suitable escape routes must be prepared,
both tor use after a successful entry and in the case of fail-
ure. If several operatives are available, it is advisable to
organize an outer security ring around the target during
the actual entry. The members of the outer security ring vill
be positioned some distance away from the actual target.
They will observe access routes and warn of the approach
of police or enemies, either on foot or in vehicles. Warnings
are generally passed on by radio, preferably through the
use of innocent-sounding code words, so that the transmis-
sion cannot be identified if it 1s monitored.

One way of obtaining information on the tenants of a
particular building is to play the role of a private detective.
Such detectives sometimes pry into the comings and
goings of tenants, especially in divorce cases. This is more
common in certain countries than in others, however, so
operatives should be careful when assuming this role.

Another way of getting information on tenants is to go
through their trash. An office especially yields a surprising-
lv large amount of trash, most of it in the form of discarded
documents. This can give much valuable information. This
method is highly useful in determining whether an enry
operation is called for or not.

Torn or burned scraps of letters might be found that will
imdicate whether an entry and a search will be fruitfulor
not. Burned or dirty pieces of paper can be read through the
use of special equipment. [t is not unheard of for a busi-
nessman to very carefully destroy his important letters,
while his secretary simplyv discards her stenographic note-
books in the wastepaper basket, where they are found by a
delighted operative who is trying to piece together the
businessman’s activities.

At this stage, it is also prudent that every member of the
entry team familiarize himself with the appearance of
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everybody working in the building at the proposed time of
entry, as well as that of every resident or employee of the
target apartment or office. In this way, the members of the
outer security ring can easily recognize any potential threat
and sound the alarm in time to warn the entry team if
somebody is approaching the target area.

This familiarization process has frequently been accom-
plished by sending the members of the team to the building
indaytime, dressed as cleaners, maintenance crew, or
repairmen. They can then spend plenty of time fixing some
minor problem or painting a wall or another object, and at
the same tune get a close look at the entire statf of the build-
ing. One good way of identifying everybody is to litter the
floor with tools and then wam every passer-by not to stum-
ble on them. Of course, a sufficient cover is required for this
kind of job, including the address and telephone number of
the company which is supposed to have sent the repairmen
there, and somebody on the premises who has called for
them in the first place. The name of the company should
also be displayed prominently on both their car and the
baxes or bags containing tools the repairmen bring into the
building. The normal amount of traffic in the building at
the proposed hour of entry must also be determined care-
fully. The behavior and patrol pattern, if any, of the watch-
man or the security guards must be noted in particular and
compensated for in the final entry plan.

The reconnaissance phase is followed by the planning
phase. First of all, it must be decided whether the entry is to
be covert or overt.

A covert entry is generally preferred, as a successful
covert entry will guarantee that the enemy does not realize
his secrets have been exposed. The disadvantage, however,
is that a covert entry is difficult—sometimes impossible—
to execute, and there is a much greater chance of failure.

A covertentry can also be used by police to acquire
information without having the proper authority to enter
the target building.

An overt entry, on the other hand, is much easier to per-
form. The disadvantage is, of course, that the enemy will be
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alerted to the fact that an entry has occurred. Therefore, in
order to minimize the chance of his finding out who execut-
ed the entry, as well as to maxiumize his concern that vital
secrets have in fact been lost, the entry is frequently camou-
flaged as a simple burglarv, executed for profit.

In cither case, the planrung phasc consists of moreor
less the same type of work. However, it must be realized
that the planning described in this chapter might take sev-
eral weeks. Anentry operation is consequently not to be
undertaken on the spur of the moment.

First of all, if the target is located in an apartrment com-
plex, it is necessary to decide how to enter the building that
contains the target office or apartment. This is frequently
done by renting another apartment in the same building.
Sometimes it is instead possible to enlist the help of the
ow ner or superintendent, or some other worker or resident
inthe building The superintendent is the preferable choice,
however, as he frequently has a master key to all apart-
ments in his building, In cither case, the personal character-
1stics and loyalty of the helper must be researched thor-
oughl, so as to preclude a security leak at a later stage. If the
man turns out not to be trustworthy, or none of these alter-
natives are viable, the team must find a plan to both en:er
the building and then to perform the actual break-in.

[f the target is a villa, small house, or mansion, the pro-
cedure is more or less the same. A neighbor might be avail-
able, or the entry team must get into the neigborhood and
perform the actual entry at the same time.

If it is impossible to secure a master key, it might still be
possible to obtain and make a copy of the relevant key prior
to the operation. One way of doing this is to search the
owner of the key's pockets at a time when he is unable to
notice the search. Such opportunities are not easy to come
by but might arise in public baths or gyms. A key is not just
usetul when entering the premises; it is also invaluable 1t
the operatives have to make a quick escape.

As was noted above, a sufficient number of escape
routes must be prepared. If a master key or the actual key to
the target area can be secured, a sufficient number of copies
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should be made to ensure that no member of the entry team
will be trapped in the building in case of an emergency.
This might be a vital precaution.

The members of the security ring must also be experi-
enced enough to delay any employee or resident of the tar-
get apartment who might want to enter the premises when
the entry team is working. Such a delay can be caused by a
member of the security ring pretending to be drunk and
accosting the emplayee until the entry team has managed
to withdraw. Another possibility is pretending ta be
involved in maintenance of the elevator. Minor car acci-
dents or similar situations might also be used to effect a
delay. Initiative is very much in demand here, as nobody
can plan for every possible situation.

An inner security ring is somctimes also organized
specifically to deal with such situations. [t is not always
necessary to leave the building, even if the security ring
gives warning, however. Sometimes the entry team can
simply retreat temporarily to a ncarby office or apartment
and await the moment when they can resume their work.
This option is generally not available during overt entry
operations, however.

Every member of the entry team should be supplied
with a convincing and documented cover story explaining
what he is doing on or near the premises. The contents of
his pockets and his clothes must conform to the covecr If
caught on the premises, he must at least manage to con-
vince his captors that he is an ordinary burglar. The equip-
ment brought onto the premises, as well as all bags, must
also conform to the cover if at all possible.

As a final note, it is prudent to rehearse the entry several
times in a safe laocation so that every team member knows
exactly what he isto do and how he will do it. The actual
entry operation should, if possible, be performed without
talking or even discussing what to do, as long as the team js 1n
hostile ternitory or in the target area. Remember that a chain is
only as strong as its weakest link, and this also applies to an
entryv team. Only if every man knows exactly what he is sup-
posed to do will the operation proceed smoothly.
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OVERT ENTRY

An overt entry is performed by forced means in which
the operatives completely disregard the fact that the entry
will definitely be noticed. The team will simply break any
locks, doors, or safes standing in the wayv using the easiest
method at hand, without bothering with such niceties as
picking locks. Alarm systems will be evaded if possible, or
else disregarded. Speed and force are more important than
surreptitiousness.

Alarm systems, if they merely alert a distant security
company or a police station, can often be disregarded com-
pletely when using this method of entry. The reason for this
is that the alerted security team or police will not proceed
fast enough to reach the penetrated area in time to catch the
operatives. Both police and security companies are reluc-
tant to rush to a site when an alarm system has alerted
them because the vast majority of such calls are false alarms
caused by defective systems.

The overt entry team essentially acts as a team of hur-
glars. No finesse is involved—only brute force. In some
countries, ordinary criminals are actually employed by the
intelligence service for this purpose, but this is not recom-
mended, as these individuals generally are not reliable and
frequently cannot keep silent about missions executed.

The overtentry team should consist of operat.ves
equipped with crowbars, sledge hammers, and a carborun-
dum wheel with circular saw attachment. This is an
extremely hard silicon carbide grinding wheel, excellert for
breaking through all sorts aof hard steel and other strong
materials, and thus very useful in cracking safes. Ex-
plosives might also be required, although this is less com-
mon nowadays. [n the past, explosives were commonly
used for safe cracking, but a catborundum wheel is much
more efficient and easy to control. Batteries for high-volt-
age power might also be necessary if the fuses in the build-
ing blow because the power load is too high or electrical
power is unavailable for some other reason.

When planning an overt entry, it should be remem-
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bered that the normal means of entry—the front daor, for
instance—is frequently more difficult to break than some
other part of the building, such as a roof or a wall. The for-
mer is often reinforced, which very seldom is the case
with other parts of the building, at least in smaller houses
and villas.

CoVERT ENTRY

A covert entry is much more difficult to perform than an
overt entry. Speed is important in this operation, too, as
every minute in the area of operations brings a chance of
discovery and capture. But even more important are skill
end diligence. Every lock must be picked, and the means of
entry must never leave any marks revealing that an entry
has occurred. In fact, every part of the premises must be left
in exactly the same condition as it was before the entry. As
this requires considerable skill, it should not be attempted
by inexperienced operatives; the chance of the enemy
noticing the entry is simply too high. Furthermore, a covert
entry must frequently be called off because a certain lock or
safe proves impossible to pick open in the time available to
the operatives.

When all the details of the planning phase are taken care
of, a preliminary entry is sometimes undertaken. This entry
is executed very cautiously, however, and no attempts are
made to find or obtain any interesting documents in the
target area. Instead, the sole purpose of the preliminary
entry is to make certain that the plan is valid and sufficient
expertise is available to perform the actual entry operation.
At the time of actual entry, the team and its equipment are
generally too conspicuous to allow for failure and the sub-
sequent chance of exposure.

The prelimmary entry must be made in absolute silence
and with extreme caution. This is because voice-activated
tape recorders might be hidden in the target area, and there
might be any number of innocent-looking traps, such as
short lengths of thread or hair, paper clips, books and
papers, or other small objects positioned in a certain spot or
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arranged in a special way. Such traps are set up ta alert -he
target that somebody has tampered with his things or
cntered the premises. Before any object is moved. it is there-
fore necessary to take accurate measurements of the pasi-
tion of every abject. This is most easily done with the help
of a Palaroid camera.

There might also be more devious traps, such as a video
camera and recorder initiated by a sensor capable of detect-
ing an individual on the premises.

The operatives must also remember that many comput-
ers will register the time at which they are tumed on or exe-
cute a command. It is therefore very risky to check the files
of 2a computer, unless the operative knows exactly what he
is doing. (Of course, this is never a problem with forced
entry operations. As computers are valuable objects, the
entire set can be taken easily, without anvbody wandering
whv the burglars stole it.)

Yet another problem is areas covered by dust. The oper-
ative must not remove an abject from such an area unless
he can replace the dust in a convincing way. A small atom-
izer filled with talcum powder mixed with powdered char-
coal can sometimes be used to simulate dust.

During the preliminary entry, the operative should a:so
make a detailed check of the premises. He might find, for
instance, that there will be a need for blackout curtains dur-
ing the actual entry operation. The operative must then
determine exactly how many such curtains are called for, as
well as their required size and a method of attaching them to
the windows. Ancther point to consider at this time is the
number and types of safes and file cabinets. As many details
as possible on them, as well as on all ordinary locks in doors
and so forth, must be collected, including any numbers on
the locks. [t is frequently necessary for the locksmiths to
know these details in advance in order to pick the locks suc
cessfully during the actual entry operation.

It is also important to find a safe place to put camera
equipment and a small, portable Xerox machine during the
actual operation. Preferably, this will not be inside the
office or apartment to be searched, as it could preclude or
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hinder a quick escape. A small, nearby cleaning storage
room is ideal for this purpose. Rest rooms should be avoid-
ed, too, as they might be frequented by a person making an
unexpected call to his office or apartment during the entry
operation. If the chosen camera site is sufficiently remate, 1t
might even be possible to return later to recover the equip-
ment hidden there if a quick escape is required.

The successtul execution of a covert entry requires very
careful planning as well as considerable skill. Inaddition, it
is necessary to maintain total security from interruption
during the search of the target building. This necessitates
the use of bath an outer security ring and probably an inner
security team able to delay any intruders.

A covert entry team must consist of several individuals,
each an expert in his field. Among them should be a lock-
picking expert, a safe expert, and one or more experts on
alarm systems in order to execute the actual entry. The
alarm system experts must be prepared to manipulate elec-
tronic locks and other electronic systems such as lift
machinery.

Furthermore, one or more analysts capable of rapidly
evaluating any found documents and at least one phatog-
rapher should be present. The photographer must be
equipped with several cameras, both for copying any
found documents, and, equally important, snapping
Polaroid photographs of the original appearance of the
rooms to be searched, in order to provide a pattern for
restoring everything to its original place before leaving the
premises.

Nowadays, as was noted above, it is common to use a
small, portable Xerox machine to duplicate any found doc-
uments. Of course, a sufficient supply of film, paper, and so
on must be included in the equipment brought onto the
premises. Sometimes infrared photography techniques can
be used, as these require no visible light source.

There should also be an expert in opening letters, capa-
ble of opening and resealing any type of letter in a convinc-
ing way. This technique also requires a certain amount of
equipment. It might even be required to bring an infrared
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fluorescence detection system in order to detect traps on
sealed letters or documents, or alterations to passports or
other documents.

Finally, any guns or other means of dealing with indi-
viduals interrupting or noticing the entrv must be decided
upon. Every piece of equipment, including radio transmit-
ters, must be tested and checked so that nothing is found
missing after the team has entered the premises. Radio
transmitters in particular might require a test in the target
area before the actual operation is initiated. The range of
radio transmitters depends very much upon the construc-
tion of the building, as different buildings disturb radio
transmissions in different ways. It might also be a good
idea to bring a spare camera; a broken camera in the middle
of an operation is a bad excuse to pack up and go home

During the actual entry, the prenuses should be entered
by only one individual operative. This is to ensure that the
entire group does not walk into a trap. When this operative
gives the agreed upon signal, the rest of the group will fol-
low him m.

There are several ways to prepare for a covert entry
operation. One good way, already discussed above, :s to
secure a master key. This is sometimes possible in apart-
ments and office complexes, as the caretaker generally
needs one. The same is true of hotels. However, it is gener-
ally impossible in villas and mansions owned by private
individuals.

Another obstacle might be an alarm system. Such sys-
tems, which frequently sound the alarm because of techni-
cal defects, will not be taken seriously by investigating
police patrols or private security companies, however. It is
therefore possible, at frequent time intervals over a period
of several days or weeks, to alert the alarm system discreet-
ly and then quickly withdraw from the area without leav-
ing any traces. Then, during the actual covert entry, the
police will be much less vigilant. This allows the entry team
a longer period of time to do what they came for.

This might also be true of an ordinary guard. During the
early years of the Second World War, Willis George worked
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for the Office of Naval Intelligence. As was mentioned
above, he planned and executed several entry operations
during these years.

During one of these, he found out that a foreign consul
had posted an armed guard in the private part of the con-
sular office. Obviously, this made a covert search impossi-
ble. George therefore had to devise a means of getting rid of
the guard without exposing his own operation. The guard
had probably been posted there because the consulate ele-
vator operatar had become suspicious during a previous
cavert search in the building.

George finally decided to try to make the elevator oper-
ator appear ridiculous by causing him to behave in a seem-
ingly overzealous manner. If the consul eventually decided
that the guard was unnecessary. then he would likely dis-
pense with such extreme measures for protecting his office.

With this in mind, George once again entered the build-
ing for the sole purpose of deliberately making some noise
in order to alert the elevator operator. Then he hurriedly
left the scene.

About half an hour later, the consul arrived by taxa. The
elevator operator had, just as was expected, called for him.
They searched the office, of course without finding any
signs of an entry. The consul was angry and left after the
fruitless search.

A few nights later, George repeated what he had done.
Once again, upon hearing the suspicious noise the unfortu-
nate elevator operator called the consul immediately. The
consul arrived, angry and tired of being awakened every
other night. Once again, their search produced no indica-
tions at all that an entry had been attempted.

The next night, as the guard was no longer posted in the
office, George and his team were able ta continue preparing
for the actual entry.

In this context, it should also be noted that the majority
of all false alarms take place in the morning between seven
and nine and in the evening between five and seven. The
reason for this is that these are the times when the ordinary
occupants of the buildings tum the alarm systems off or on.
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‘The police and serious security companies know about this
and arc therefore less vigilant during these hours.

When on the premises during an illegzal entry, the opera-
tives must think of many things. They must not, for instance,
usc any toilets or water faucets. This could leave traces and
make noisc in the plumbing pipes. Smoking is also prohi»it-
ed, of course, as this leaves both traces and ador.

Finally, when leaving Lthe premises after a concluded
aperation, whether successful or not, it is important to
check that no piece of equipment has been Jeft behind and
that the appearance of the target building is exactly the
same as before the entry. This might require polishing or
even rewaxing the floor, if the operatives have entered with
their shoes on. All fingerprints must be wiped clean,
whether on doors, walls, or office equipment. If a safe has
heen opened, the dial must be reset at its original reading. If
the apartment contains thick rugs on the floor, it might
even be necessary to sweep them upon leaving so as not to
leave any footprints.

It1s necessary to realize that every situation is different
from any other, so while the rules above are useful, there
might be other things to think of, too. Only extreme dili-
gence and caution can make a covert entry remain so.
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CHAPTER 2

[.ocks and
Lock Picking

ock picking can be defined as the method of

opening a lock mechanism by the intrusion of

special tools other than the regular key. Lock

picking is not easy. It is, however, possible to

open any lock without the proper key, but some
locks are definitely maore difficult to open than athers. In
this chapter, we will look at the basic types of locking
devices and how they can be opened most efficiently with-
out having access to the proper keys.

The reason lock picking is at all possible is that there are
always certain tolerances built into the design of the lock.
The various parts of the mechanism never fit perfectly.
There will always be some diminutive empty space in
which the lock-picking tools can be inserted.

An expensive lock is usually, but by no means always,
designed and manufactured with less tolerances than a
cheaper one. Less talerances mean less space to insert lock-
picking tools. A cheap lock is therefare almost always easi-
er to open, as there will be tolerances large enough to insert
whatever tools are required to pick the lock. No lock is
absolutely pick-proof, although today there are numerous
types that are extremely difficult to open. In some cases, the
level of difficulty is so high that the lock is effectively
impossible to pick under field conditions.

However, as the price of the lock dictates the quantity
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that can be sold, the vast majority of locks are fairly cheap
and consequently easier to pick open. For this reason, there
is a very good chance that the lock encountered during a
mission will be one of the cheaper types.

The devices used as locks today can be divided into the

following general types:

e warded locks

e lever tumbler locks

e disc tumbler locks

e pin tumbler locks

e tubular cylinder locks
« magnehc locks

« combination lacks

Locks of the types mentioned above appear in the fol-

lowing shapes:

* lugpage locks

¢ padlocks

« vehicle locks

¢ morhse locks

¢ surface-mounted auxiliary locks

The last two categories are the two general shapes of

door locks. They can be found all over the world. Although

20

these general types contain
numerous design variations,
all locks encountered will
fall within one of these
groups, with the excep-
tion of those that repre-
sent a melding of two
different types of lock-
mg devices.
Luggage locks, pad-

Figure 1. Rim lock (left) and
mortise lock (right),
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locks, and vehicle locks will be described fully later in this
chapter. The door locks need to be described in more
detail, however, as you are most likely to encounter these
in the field.

There are basically two types of external door locks—
rim Jocks and mortise locks (fig. 1). Rim locks are surface-
mounted, screwed to the surface of a door. Thev usually
have a spring-operated, beveled latch bolt that automati-
cally springs back when the door is shut to hold it closed.
The door is opened by tuming back the latch using a key or
an internal knob, or by moving a sliding handle. In most
rim locks, the latch bolt is checked by a safety catch so that
the door can also be shut without latching. Rim lacks are
also known as locking bodies.

Mortise locks mount inside the door, fitting into a mor-
hse, or slot, in the door’s leading edge. They are there’ore
very neat and slightly stronger. However, it is generally the
wood rather than the lock that gives way during a break-in,
so this means little. A rim lock is therefore more commanly
fitted to a thin door to prevent the door from being weak-
ened. For the same reason, the staple of a rim lock will not
weaken the door frame, as it is surface-mounted. However,
the staple itself is only held hy screws and can be broken
away from the frame.

The simplest rim lock is the night latch. This is an avxil-
1ary lock with a spring latch bolt that holds the door closed.
The night latch functions inde-
pendently of the regularlock " (i
on the door and cannotbe 7 r‘\\
deadlocked. The latchis / ! \
operated by a key from
the outside and the /
knob from the inside. In |
this lock, the spring halt
can be pushed back with |
a piece of flexible plastic.
(For instance, see the sec-  \

tion on transom entry, ' /
doors, and door chains in 8
1!
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Chapter 4.) Another method is to break a small adjacent
window in order to reach through and open the lock from
the inside.
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AN locking mechanism, oper-
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In practice, most simple rim
locks nowadays have a dead-

\ ated bv a small thumb
\ piece from the inside,
which prevents the
spring bolt from being

| forced back.

J There are also other
/  types of surface-mounted

/

Figure 2. Cylinder lock.



auxiliary locks. They include dead latches (locks that can be
automatically or manually locked against end pressure
when projected) and surface-mounted cylinder locks used
separately from another lock unit. Door chains, surface
- bolts, and chain boits are also usual-

>l \ ly counted as surface-mounted

/ LY auxiliary locks and will be

) \  described in later chapters.
/ [ 1 \ More advanced rim
@ \ locks, such as the ones

' "( ! withan automatically
| , ! deadlocking latch (auto-
! | matic deadlock) cr a
| / manually deadlockable
\. /" latch, always have a spring

\ /Figwe.). Lever lock.
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bolt with a mechanism that prevents the balt from being
forced back when the door is shut. The internal handle can
then be deadlocked by using a key, either from the inside or
the outside. The lock cannot then be opened except with a
key or by picking it.

Rim locks are usually operated by pin tumbler cylin-
ders. A mortise lock, however, is either operated by a pin
tumbler cylinder (fig. 2) or by flat levers in the lock case
itself (fig. 3). The levers are of different heights to corre-
spond to the cuts in the key. The number of lever tumblers
determines the security level of the lock. The more levers
there are, the greater the number of key variations and the
more secure the lock. Five-lever locks are common, but in
many countries the nine-lever lock is considered the stan-
dard today.

Some mortise locks also rely on cylinders, if the owner
wants to have the same key far operating both the front and
the back door, for instance. Lever-type mortise locks can
also be designed to have identical kevs, of course.

No part of the body of a mortise lock is visible when the
door is closed, as it is concealed within the door. For this
reason, the mortise lack is generally not fitted to doors less
than 44 millimeters thick.

There are basically two types of mortise locks: the
key-operated dead bolt and the two-bolt mortise lock, or
sash bolt.

A dead bolt is a Jock bolt that has no spring action. For
this reason, it is always actuated by a key or a turmn knob.
This lock is a true deadlock A sash bolt has both a latch bolt
and a dead bolt. The latch bolt is a beveled spring bolt that
is operated from either side by the door handle, while the
dead bolt is operated by the key. Two-bolt mortise locks are
often fitted on back and side doors, while key-operated
dead bolts are fitted to front doars The dead bolt can be
operated from the inside by a thumb piece.

A deadlocked mortise lock cannot be opened from the
inside without a key if it has been locked from the outside.
The reason is that the bolt cannot be withdrawn into the
lock case unless the key is used or the lock is picked.
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WarDED Locxs

Warded locks were first invented by the ancient
Romans. The warded lock relies on one or more wards to
protect the internal lock mechanism. A ward is a protrud-
ing ridge in a lock or on a key designed to permit only the
correct key to be inscrted in the lock. Warded locks are of a
fairly simple design and can be found all over the world.
They are still used in door locks in older areas of even
metropobtan cities such as New York. despite the fact that
they are very insecure. They are also common in old pad-
locks. Student Jocksmiths frequently use these locks for
practicing lock picking.

Warded door lacks are either of the rim or mortise type.
Both types of locks operate on the same principle. The sur-
face-mounted rim lock is generally even less secure than
the mortise lock.

Normally there are two interior wards in the lock, posi-
honed directly across from each other. One is on the inside of
the cover, while the other is on the mside of the backing plate.

The key for a warded lock is cut to correspond to the sin-
gle or multiple wards that have been designed in the .ock.
The key will only come in contact with the actual locking
mechanism after it has passed all of the wards. Then the
cuts on the key will lift the lever to the correct height and
throw the dead bolt into the locked or unlocked position.
As long as the dead bolt is retracted, turning the dootknob
will activate the spindle and release the door.

The wards are of three possible types. One type of side

ward is designed to
allow only a key with a
slot milled on the edge
to pass (fig. 4). Another
type is designed instrad
\ ‘ to allow only a key with
the slot milled on the

SIDE WARD P,gurg 4. One type a( stde
(TYPE 1) aerd.
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END WARD

SIDE WARD
(TYPE2)

Figure 5. A second type of
side ward (left) and end
wards (right), the latter
milled on both ends.

side of the key to pass (fig. 5). Anend ward, finally, will
only allow a key with a slot milled on the end to pass (fig.
5). End wards are commonly milled on both ends, as the
key then can be used from both sides of the lock.

Side wards, at least, can generally be passed successful-
ly by inserting a skeleton key—a key that has been ground
down on the sides to become thin enough to bypass these
wards (fig. 6). Such a skeleton key can be helpful in open-
ing the lock, although this is by no means assured. Skeleton
keys can be bought in variety stores, but generally not from
reputable locksmiths. A properly made skeleton key will
operate almost any warded lock whose keyway accepts it.

All the ward cuts in a skeleton key have been opened
up so that only the tip that is necessary to operate the
latch spring remains. Most warded locks can also be
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Figure 6. Single-headed and

doublc-headed skeleton Keys,
\f\ seen from the edge (right) and

fram the side (left).

AV

picked with a T-shaped lock pick, of course.

Nowadays many lock manufacturers try to raisc the
security level of their warded locks by adding another
spring latch with a ward between them. Then a double-
headed skeleton key can be used. The principle remains the
same, but this skeleton key is designed to handle that extra
complication as well.

A good locksmith with plenty of time can make a dapli-
cate key to the lock using the technique known as impres-
sioning. This is the method of determining the shape of the
kev by simply studying the lock from the outside. The lock-
smith will insert a key blank smoked by a candle into the
lock. A key blank is a key that has not yet been cut or
shaped to operate a specific lock. The smoked key blank,
when extruded, will show several small marks where the
candle black has been removed. These marks will tell the
locksmith what cuts to make, where to make them, and
how deep they must be. This is a fairly lengthy process, and
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it requires some skill. Nevertheless, it is sometimes
extremely useful, as the pracess will provide the entry team
with a true copy of the key they need to use.

Because of their simplicity, warded locks are very easy
to pick. Sometimes a pair of wires will be sufficient to use as
lock picks. In that case, one of the wires will be used for
throwing the bolt, while the other is used for adjusting the
lock mechanism to the proper height for the holt to be
moved, if this is required.

The main difficulty in picking a warded lock is not to
negotiate the few wards that are obstructing the pick, but to
find the correct set of lock picks. Here it is important to
have picks of the correct size. As was previously men-
tioned, skeleton keys are often easier to use. Precut blank
keys are therefore often used for this purpose instead of
regular lock picks.

Lever TUMBLER Locks

The lever tumbler lock, or lever lock, was first intro-
duced in the cighteenth century. These locks are still com-
mon in light security roles today. They are otten found on
desks, lockers, mailboxes, bank deposit boxes, and similar
objects. However, now a modified, much more pick-resis-
tant variety of the lever tumbler lock is also in worldwide
use as a high-security mortise lock. In this case, the lock
might use as many as nine levers or more.

Itis very important to realize that although the security
level of the minor lever tumbler locks is lower than, for
instance, the pin tumbler locks described below, the securi-
ty level of the mortised lever tumbler locks is generally sig-
nificantly higher. These locks are difficult to pick.

Alever lock (fig. 7) consists of six basic parts. These are
the cover boss, the cover. the trunnion, the lever tumblers
(usually two, three, five, hut sometimes six, twelve, or even
fourteen in deposit box locks), the bolt, and the base. The
lock is operated by a standard flat key. After the key has
been inserted into the lock, the key is turned, which causes
the key cuts to raise the level tumblers to the correct height.
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As the levers are raised to the correct position, the gates of
the lever tumblers will align and release the bolt. The bolt
stop is allowed to pass through the gates from the rear to
the front or vice versa; this will unlock or lock the lock.

The lever tumbler gates must be perfectly aligned, or the
lock will not function. This enhances security, as the key
must he cut perfectly.

The key to a lever lock is almost invariably flat. Here,
too, anexperienced locksmith can make a new key by
impressioning. The process is much more ditficult, howev-
er, than was the case with the warded lock. First of all, the
locksmith must do what is generally known as “reading the
lock.” With a reading tool—simply a slightly bent (for a
view of the tumblers), stitf length of wire, about 7 or 8 cen-
timeters long, with a wooden handle to make it easier to
hold—he can probe the narrow lock keyway. This will give
him some idea of how to cut and shape the kev.

The locksmith will then use the positions of the lever
saddles, the part of the lever tumbler that is in direct con-
tact with the key, as one clue to the design of the lock. The
wider the saddle, the deeper the cut on the key. This pro-
cess takes considerable skill and long practice. There are
alsa locks that apparently have the same saddle width on
each lever. These are even more difficult to read. Here the
locksmith must attempt to determine the design by finding
out how high he can raise the various levers.

In order to pick a lever tumbler lock, begin by inserting
the torque (or tension) wrench. This is a special device used
to apply pressure on a lock while its tumblers are being
manipulated with the pick.

Push the wrench to the Jowest point within the keyway,
as this will give the pick maximum work space. Locate the
key notch in the underside of the bolt and apply pressure
(fig. 8). The bolt stop, which is affixed to the bolt, will now
bring pressure on the tumblers. By exerting pressure on the
lever tumblers with the torque wrench, you can manipulate
them with the pick. Therefore, insert the pick into the key-
way. The levers must be moved into position for the bolt
stop to move through the lever tumblers’ gates.
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Figure 8. Picking the leoer tumbler lock.

One tumbler tends to take up most of the tension, and
this is the one to work on first. When this tumbler is raised
to the right position for the bolt stop to pass through the
gate (not too high, or it will be impaossible), you will feel the
tension from the bolt slacken through your wrench as the
bolt attempts to force its way into the gates. This is the
point at which to stop, and then repceat the process with the
lever tumbler next to the raised one. When all levers have
reached this point, you can get the bolt to pass through the
gates by shifting the torque wrench against it. This will
open the lock.

It the pressure from the torque wrench is relaxed at any
time during the process, all levers in the raised position will
drop back to their original positions. Therefore, always
keep some pressure on. However, take care not to raise the
lever tumblers too high, or they will be raised above the
unlocked position. Allow the tumbler to retain its drag as it
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is raised, as this will help vou feel through your torque
wrench when you have reached the right position.

Simpler, desk-type lever locks have two parts that must
be moved in order to open them. Naturally, the lever must
be raised, but the bolt must also be operated to open the
lock. This can be accomplished most easily withan L-
shaped lever pick. Push back the levers and catch the bolt
by tuming the pick until you find it. It is sometimes helpful
to peer into the lock with the help of a flashlight.

Disc TUMBLER Locks

Lever and disc tumbler locks are related in design,
although they were invented at different times. Disc tum-
bler lacks are commonly used in garage and trailer doors,
but also in many types of cabinets, desks, padlacks, older
vending machines, and cars. These locks can be recognized
by the fact that the first flat disc tumbler can be seen
through the keyway. Disc tumbler locks are alsa sometimes
known as wafer tumbler locks because the tumblers are
shaped like wafers, or discs.

The common disc tumbler lack is generally as secure as
the lever lock, but less secure than a pin tumbler lock. They
are similar in appearance and in the broad principle of
operation to the pin tumbler locks; however, the internal
design is quite ditferent.

The disc tumblers are flat circular or oval-shaped steel
stampings that are arranged side by side in slots in a cylin-
der core, or plug, within the lock (fig. 9). Every disc will

LR Figure 9. Disc tumbler lock.
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have a rectangular cutout in the center, which matctes a
notch on the key bit. The disc will also have one or more
side projections.

This type of lock employs a rotating core, and this is
what makes the disc tumbler lock look similar to the pin
tumbler lock. The core is cast so that the tumblers protrude
through the core and into slots on the inner diameter of the
cylinder. As long as the tumblers are in place, the care will
be locked to the cylinder. The key, when inserted into the
lock, will raise the tumblers high enough ta clear the lewer
cylinder slot. They must not be raised so high as to enter
the upper cylinder slot, however, as this will once again
lock the plug in position. When the tumblers have been
raised to the right position, the plug is free to rotate. This
will operate the bolt.

The key to a disc tumbler lock looks like a cylinder pin
tumbler key, but it is usually smaller. Furthermore, it will
always have five cuts, while a cylinder pin tumbler key
might have six or seven. Therefore, the disc tumbler lock is
not very secure. As every lock has no more than five tumblers
and each tumbler cutout has five possible positions, the
design technically allows 3,125 different key changes. In
practice, however, some variations are inappropnate, so this
leaves us with anly around 500 different key changes. Some
disc tumbler locks used in offices, for instance in desks, are
even simpler, with only 200 possible key variabions.

Here, too, an experienced locksmith can make a key by
impressioning. First, however, he must read the lock. In the
case of disc tumbler locks, this is fairly easy. First of all, you
must make a reading tool from a stiff wire. Insert the read-
ing tool into the lock so that you can observe the discs with-
in the lock. Raise and lower each disc by maving the tool
until you can see the general positions of all of them. This is
generally not difficult, as there are only five variabions of
the disc tumblers (fig. 10), and their position will give you a
general idea of the profile to be used for the key. When this
is determined, the key can be impressioned in the usual
way by inserting a blackened key.

Disc tumbler locks are often used in offices. Their con-
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struction is usually fairly simple. Sometimes a simple shd-
ing-bolt lock will be used with the disc tumbler cylinder. In
these locks, the bolt is grooved to accept a projection on the
back of the plug. The projection engages the groove and
converts the ratary motion of the plug into reciprocating
motion, opening the lock. In same of these locks (the
stronger ones), the holt-actuating pin is cast as part of the
plug (fig. 11). In this case, the plug can usually be released
with a probe wire. Locks of this type are often found in
drawers and cabinets.

A standard disc tumbler lock (i.e., one that uses a single-
sided key) can be opened with the same
picks that are required for a pin tumbler
lock (these methods will be discussed
below). The dis¢ tumbler lock, too, can be
picked by bouncing the tumbler to the
shear line. The shear line is the space
between the cylinder and the plug of the
lock cylinder. Usually a rake pick is used
for this purpose.

Figure 11. Simple The bounce method is definitelyv the
disc twnbler lock. best for picking double-sided disc tum-
bler locks. This is a lock in which there are

-

Figure 12. Double-sided disc tumbler lock.

disc tumblers protruding through the core in both sides of
the cylinder (fig. 12). Such locks are also fairly common and
sometimes require special lock picks. The important thing,
however, is not the pick. The picking procedure is the regu-
lar one, although it has to be repeated on both sides. After
the top disc tumblers have been located and moved to the
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unlocked position, repeat the process with the bottom ones.
Do not forget to insert the torque wrench into the keyway
and apply a slight pressure to the core as the pick is pulled
out.

P~ Tumseeer CYLINDER LocCks

The pin tumbler lock was first invented in ancient
Egypt. The same principle was used much later in the well-
known Yale lock, introduced by Linius Yale more than a
century ago. Today the pin tlumibler luck is one of the most
common types of locks in the world. 1t is used for both resi-
dential and office building locks, as well as in numerous
other applications.

A pin tumbler cylinder lock is so named because it relies
on pin tumblers. Pin tumblers are small sliding pins in the
cylinder that work against coil springs and prevent the
cylinder plug from rotating until the correct key is inserted

n the keyway. Fully assembled, only the plug of the lock
ithe face of its rotating cylinder) can be seen. Locks of this
type are generally more secure than the previously
described locking devices. They can be recognized by the
first pin that can be seen through the keyway. Even the
shear point of the pin can sometimes be seen when looking
into the keyway.

The pin tumbler cylinder is a completely self-contained
mechanism that can be used with a very large number of
lock sets. The basic parts of the pin tumbler cylinder are the
cylinder case or shell, the plug or core (the cylindrical
mechanism housing the kevway), the kevivay, the upper
pin chambers, the lower pin chambers, the springs, the
drivers or top pins, and the bottom pins (fig. 13). All parts
of the cylinder are housed by the cylinder case.

The plug is the part that rotates when the proper key is
werted into the keyway. The drilfed holes across the
length of the plug can vary in number, but there are usual-
Iy five or six. Some plugs have as few as four or as many
as seven holes. These holes are called the lower pin cham-
bers, as they each hold a bottom pin. The upper pin cham-
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Figure 13 Pin twumbler cylinder lock.

bers are the corresponding drilled holes in the cylinder
case directly above the holes in the plug. They each hold a
spring and a driver.

The springs and drivers are usually of the same leng:h.
The bottam pins, however, are of different length, as they
are designed to match the depth of the cuts in the key to the
lock by being raised to the shear line by means of the cutsin
the key.

Whenever there is no key in the keyway, the springs will
press the drivers partially down into the plug so that it will
not rotate. As the plug already holds the bottom pins, there
is nat enough room to allow more than the lower portions
af the drivers mto the plug.

In order for the plug to be able to rotate, there is a small
amount of space between the plug and the cylinder case.
This space is called the shear line. When a proper key is
inserted, it will force the top of all the bottom pins and the
bottom of all the drivers to meet at the shear Line. Then,
finally, the plug is free to rotate to the open position.

The plug is generally machined with a shoulder at :ts
forward surface, which mates with a recess in the cylinder.
If this is nat the case, hawever, it will be possible to open
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the lock by shimming
the pins with a strip of
spring steel. This
would tarce the pins
out of engagement
and allow the door to
be opened. Contem-
porary locks do not
gencrally allow this,
however.

The pins and the
drivers will usually
have a broken profile
Figure 14. High-security drivers. Spaol 50 as to make the lock
driver (left) and mushroam driver (right). e difficult to pick.

A driver with a bro-
ken profile will generally hang up before it passes the shear
line. A lock with standard cylindrical drivers is conse-
quently easier to pick For this reason, so-called mushroom
and spoo] drivers are fairly common in pin tumbler locks
fig. 14). Mushroom drivers are mushroom-shaped. A
mushroom driver will interfere with picking the lock, as it
will engage with the notched cylinder shell when you
attempt to raise the pin to the shear line. The spool driver
works in a similar way.

It is also possible to impression a key to a pin tumbler
cylinder. The methods are different, however, than for the
previously mentioned warded, lever tumbler, and disc tum-
bler locks. The main difference is that the key blank cannot be
smoked, as the soot would wipe off when the key was insert-
ed into a pin tumbler cylinder. The locksmith must therefore
depend instead on the small marks left on the key blank itself
after it has been exposed to the pin tumblers. For this reason,
it is best to polish the key blank thoroughly before it is insert-
ed the first time. The tiny scratches you are looking for will be
mpassible to see otherwise.

Picking a pin tumbler lock requires the ability to deter-
mine when the cylinder pins have reached the shear line.
This can be felt through your tool or heard as a minute click.
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Figure 15. Raising & pin to the shear line.

A feeler pick should be used to raise the pin ta the shear line
(fig. 15). Be careful not to apply too much pressure, however,
as the pick then will raise the pin above the shear line rather
than exactly to it. If this happens, the pin will completely
block the attempt to pick the lock open. Furthermore, the pin
can then easily get stuck at the wrong place.

Before you attempt to raise the pins, insert a torque
wrench into the keyway. The reason for this is that moving
the wrench slightly to the left or tight will hold the drivers
tight against the plug. Then insert the pick and, whenall
the pins are raised to the proper position, use the wrench
with just the right amount of pressure to rotate the plug to
the unlocked position and open the lock. Never use too
much force. Usually only a delicate but firm touch is
required to rotate the plug.

[t is, of course, difficult to first raise, and then keep all of
the pins at the shear line. But the fact that the cylinder Jin
holes in most locks are not perfectly aligned helps the oper-
ative to hold one pin at the shear line with the tension from
the wrench while working on the next one with the pick.

The first pin to be raised should preferably be the
longest. This isusually the tumbler that takes up most of
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the tension. Beginning with the longest pin also allows the
locksmith to progress from the smallest amount of pick
movement up to the greatest. When picking the lock, you
will notice that the plug will move slightly for every pin
that reaches the shear line. Remember that this movement
can also be felt through the torque wrench. This makes it
easier to notice when a pin has been raised successfully.

If one of the pins is raised above the shear line, you must
release the tension and start again. Less tension is then
required when you make the renewed attempt. It is very
difficult to judge the amount of pressure necessary to raise
the pins in a lock, as even two locks of the same type can
eact in a totally different way. An experienced locksmith
will vary the amount of pressure from light to heavy,
depending on what is required. This is more easily said
than done, of course, but experience will help.

Mushroom drivers, when encountered, present a special
problem. It is easy to describe how to pick these locks in
theory, but a large amount of practice is required to do it
successfully on a consistent basis. The secret lies in feeling
the exact moment at which the driver is engaging the
notched cylinder, but before it becomes completely stuck.
At this point, slightly release the pressure on the pin before
you once again attempt to raise it. With any luck, the driver
will have slipped back so that you can now raise it straight
up until it is above the mushroom-shaped trap. YWhen the
pinis safely raised to the unlocked position, immediately
increase the tension on the wrench so that it will not slip
down again. Some locksmiths use a spring-loaded wrench
tor this purpose.

Another way of picking a pin tumbler lock is to use a
rake pick or a diamond pick (see Chapter 3) to bounce the
pins to the shear line. This process consists of inserting the
pick fully and then quickly withdrawing it while applying
light tension on the plug. This motion often throws the pins
apart because of inertia. The area at the shear line will open
up, permitting the plug to rotate. This technique does not
work on all types of locks, however.

A rake pick is sometimes also used to rake the lock
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open This is not recommended, as some locks will be dam-
aged. Another point to consider is that merely forcing the
pick rapidly in and out of the cylinder (raking) will only
bounce the pins above the shear line. Delicacy is required,
so if you do not have sufficient skill to pick the lock open, [
would strongly recommend bouncing instead of raking.

A very wom cylinder, especially one with loose plugs, is
frequently quite easy to open with the bounce method.
Make a few attempts before you try to pick the lock. If four
or five tries do not open the lock, however. it is probably
better to stop wasting time bouncing it, as it will not open
in this way.

It should be remembered that some types of high-securi-
ty Jocks are much more difficult to pick or impression than
ordinary ones. The Medeco locks, for instance, are very
pick-resistant, as they are based on a dual-locking princi-
ple. The rotation of the plug in such a lock is blocked by the
secondary locking action of a sidebar that protrudes into
the cylinder case. The pins have a slot along one side, and
thev must be rotated so that this slot aligns with the legs ot
the sidebar. The tips of the bottom pins are chisel-pointed,
and they are rotated bv the action of the tumbler spring
seating them on the corresponding angle cuts on the key.
The pin tumblers must therefore be elevated to the shear
line and rotated to the correct angle simultaneously, to
allow the sidebar’s legs to push into the pins before the
plug will tum within the cylinder case. Picking such a lack
successfully in the field is generally not likely, though it
might conceivably go well under laboratory conditions.

Medeco cylinders and other cylinders of similar resis-
tance are also protected from physical attacks, including

wrenching and drilling, by hardened,

drill-resistant steel inserts in the
lIock. Twa hardened, crescent-
shaped plates within the cylin-
der case protect the shear Iine

Figure 16. Protective inserts on the
face of ligh-secunty cylinders.
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and the sidebar, while hardened rods within the face of the
plug and a ball bearing in front of the sidebar protect these
areas (fig. 16). These inserts are fairly good for protecting
the lock cylinder against drilling, but of course the door,
other parts of the lock set, or even the wall, might still be
casy to breach by physical attack.

High-security locks are generally more resistant to
impressioning than ordinary locks as well. Another feature
of many high-security locks is that the factory usually
maintains control of the key system. The owner muct pre-
sent an I.D. card and sign a special order form to obtain
extra keys. These kevs, often known as “registered” keys,
cannot be manufactured without special equipment, usual-
ly available only in a price range prohibitive to ordinary
Iocksmiths. The key can therefore only be copied by the
laock manufacturer or its authorized affiliates.

TuBuLAR CYLINDER LOCKS

The tubular cylinder lock is a variation of the standard
pintumbler cylinder lock. As the latter locks became
extremely popular, that popularity very quickly extended
to the tubular cylinder lock as well. Today these locks are
generally relied upon as high-security locks, and as they
are very dependable for their price range, they can be
found anywhere in manv roles, such as key-in-knob locks
and desk locks. Yet other common variations are the cylin-
der locks used on coin boxes, many coin-operated washing
machines, and numerous modern vending machines.
Larger versions are used as protection on automatic teller
machines and in some banks.

One other important application for the tubular cylin-
der locks is alarm systems. They might be used to protect
the control unit or act as a key switch to the entire system.
The tubular cylinder lock is a real pin tumbler lock that
basically works like any ordinary pin tumbler cylinder
lock. The lock and its key are tubular, however, and the
pin tumblers are arranged in a circle (fig. 17). In this
arrangement, all of the pins can be seen from the outside.
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Figure 17. Tubular cylinder lack.

As is the case with the standard pin tumbler lock, the
plug will rotate to operate the cam when all the seven or
eight pins in the plug have been positioned at the shear
line. A tubular key has a hollow, cylindrical-shaped blade
that has indentations around its rim. There are usually
seven or eight indentations. corresponding to the number
of pins in the lock. Exactly as in an ordinary pin tumtler
lock, the pin tumblers will be pressed in position by :he
cut of the key.

A tubular cylinder lock can be picked with a straight pin
and a thin but square-shaped torque wrench (fig. 18). It 1s not
easy, however, as you will generally have to pick it several
times in order to accomplish the unlocking radius of 120 to
180 degrees. Another problem is that the cylinder will lock
after it has been tumed slightlv. Furthermore, if the lock is left
only partially picked, the key will not be able to open it unless
you pick it back to the lacked position. This will usually take a
considerable amount of time. Another option is to use a spe-
cial tubular lock-picking tool, such as is used by regular lock-
smiths (fig. 19). Many locksmiths will not bother with this,
however, and instead simply dnll out the lock if the key is 1ast.
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Figure 19. Tubular lock-picking tool.

The tubular lock-picking tool is a hybrid that picks and
acts as a torque wrench at the same time. Actually, it does not
pick as much as it impressions the lock. The tool has seven or
eight (depending on the type of lock) steel fingers that adjust
themselves to correspond to the cut depth of the original key.
These fingers are held in place by a rubber sleeve or a strong
rubber band. The rubber band will be tightened, or another
rubber band will be added, once the lock opens, so that the
steel fingers will remain in the correct posibion. At this point,
the tool can either be used as a kev to open the lock or asa
pattern to cut a permanent, regular key.

Voincre Looxs

Vehicle locks can be of almost any type, including the
previously described disc tumbler and pin tumbler locks.
However, it is also quite common that a vehicle lock instead
relies on the sidebar principle. The sidebar lock is a more
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Figure 20. Stdebar lock.

specialized vehicle lock. In fact, it is a variety of the disc
tumbler lock. Sidebar locks are commonly used for igni-
tion, door, and trunk locks. They are fairly simple in con-
struction (fig. 20). There are disc umblers inside the lock
with V-shaped notches in their sides. When the right key is
inserted and engages the tumblers, the key aligns them so
that the spring-loaded sidebar moves out of the cylinder
and into the plug. The plug is free to rotate when the side-
bar has passed the shear line, which will unlock the lock.

Although the construction of the sidebar lock is simple,
the sidebar makes the lock difficult and time-~consuming to
pick There is no way to determine when the sidebar will
fallin place, as it is impossible to hear or feel the tumblers
align with the shear line. Here experience is necescary,
unless you want to drill the lock open. Then an L-shaped
wire can be used to put pressure on the sidebar while you
rake the disc tumblers into place. Such a method will, of
course, leave very clear marks, proving that the lock has
been tampered with.
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The sidebar principle is also used on certain pin tumbler
cylinders. Sidebars will only be found in high-security
locks, described in Chapter 1.

MacnNenc Locks

Magnetic locks work on the principle that identical
magnetic polarities repel each other. In a magnetic lock,
there will be a number of small magnets arranged in a cer-
tain order. The key contains the same number nf magnets
However, these magnets are arranged so as to repel the
magnets in the lock. The polarities will therefore be
arranged in the same way both on the key and inside the
lock. When the magnets inside the lock are repelled, a
spring-loaded bolt will be moved to open the lock (fig. 21).

Itis impossible to pick a magnetic lock. In an emergency,
however, the lock can be breached by exposing it to a suffi-
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Figure 21, Magnetic padlock.
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ciently strong, pulsating electromagnetic field. 1f the shack-
le (most magnetic locks seem to be padlocks) or the bolt is
pulled repeatedly, the lock will then spring open. However,
the electromagnetic field is likely to change the magnetic
properties of the magnets in the lock permanently. If this
happens, the real key cannot open the lock at a later time.
The intrusion will thus be detected easily. The electrcnic
field can be created by a portable field instrument. Of
course, a sufficient power source is required.

It should be noted that magnetic door locks are also
used sometimes. They are normally opened by a metal or,
more commonly, plastic card containing a magnetic s:rip
that has been coded with a certain magnetic combination.
The internal mechanism is the same, however.

SIMPLE S1TCASE LOCKS

Almost all suitcase locks are of the simple, warded tvpe.
They have only a primitive bolt mechanism to kecp the case
closed. A very few suilcase locks rely instead on a lever-
type mechanism. The lever suitcase locks are usually recog-
nized because of the fact that the key will go half a centime-
ter or deeper into the lock before turning. A warded lock
will be much shallower.

It is easy to make a skeleton key that will open most
types of warded suitcase locks. Almost any suitcase key
can be used for this purpose. Alternatively, sumple suit-
case locks can be picked with a special lock pick (fg. 22),
easily manufactured from a strip of steel. The lock pick is
merely inserted into the keyway, and when the bolt is
located, the pick is turned to manipulate the bolt. This will
open the suitcase.

SarEs AND COMBINATION Locks
A combination lock is one that may or may not be oper-
ated with a key but can always be operated by entering a

combination of numbers or other symbols. This is done
either by rotating a dial or pushing buttons.
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Figure 22. Picking a switcase lock.

The most well-known combination lock is the safe combi-
nation Jock. Such a lock consists of a series of interconnecting
wheels that rotate around a central core. The device is con-
trolled in its revolutions by an outside combination dial.

All combination locks of the safe type operate on the
same principle, even though there are internal differences
between different types of locks. An internal wheel pack will
be rotated by manually rotating the external combination
dial. The wheel pack consists of a series—usually three but
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Figwre 23. Dial combination lock.

sometimes four—of interconnecting wheels, or tumblers. As
the dial has one hundred different numbers, or positions, a
three-wheel mechanism will have almost a million possible
combinations. The four-wheel combination locks have
almost 100 million possible combinations. Each wheel is
designed to align its gate with the balt-release mecharism
only after a certain number of revolutions and a certain
degree of rotation. This design can be programmed quite
easily so that the combination that will apen the lock can be
changed according to the uwner’s wishes.

Basically, a combination Jock of this type works in the
following way. In addition to the wheels, the camplete
mechanism also consists of a dial, a spindle, and a driving
cam (fig. 23). These devices form the driving mechanism
that moves the wheels into Jocked or unlocked position.
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The wheels are moved by driving pins that are aftixed to
the back of the driving cam as well as to the wheels These
driving pins will engaye and disengage the wheels as the
cam revolves according to the movement of the dial. When
the dial (by way of the cam) has set all wheels in the right
position and is revolved slowly either back in the opposite
direction to the last combination number or, in newer safes,
revolved back and then forward once again, it will operate
the bolt of the lock to the open, unlocked position.

The wheels arc always rotated in arder, and the number
of turns depend on the number of wheels. The most com-
mon lock type, the ane with three wheels, requires a 3-2-
rotation sequence, while most high-security combination
locks have four wheels and require a 4-3-2-1 sequence. The
combination dial is always rotated (m the basic model) first
three turns, then two turns in the reverse direction, and
finally, in the opposite direction again onc tum. Mast four-
wheel combination dials are designed to begin rotating to
the left, but this is not universally true. likewise, most
-hrece-wheel combination locks are designed to begin rotat-
ing to the right. There are, of course, differences betw een
different types of safes. As the wheels are rotated, the gates
~ill be aligned by stops, one for each wheel and ane an the
wheel-pack mounting plate. The bolt will be free to release
only when all gates arc aligned.

Older and interior types ot combination locks can be
distinguished by audible clicks when the wheels rotate.
This allows a skilled individual to manipulate the lock
without knowing the combination in advance Con-
lemporary combination locks have at least three false gates
in every wheel (fig. 24), so that manipulation will be much
more ditficult. It can still be done, but only by an expert
who has had lots of practice as well as special training and
knows the peculiarities of the particular type of lock he is
working on.

Manipulating a combination lock in this way is a matter
of touch as well as hearing. The latter is usually assisted by
using an electronic stethoscope, but the sense of touch can
only be developed by long training. The process can be de-
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Eigure 24. Wheel with six false

,,/U—\ gates.
/\) ‘/\) ~ scribed in the following

/ o " way, although the
; " inexperienced should
{ "h J' | natattempt it during

1 o,'{: a real operation.

\. Rotate the combi-
/ nation dial slowly

\ " until you hear a very

N\ faint click. You will :hen
l__ - feel that the bolt is hesitat-
ing, touching the far side of the
gate. At this point, move back one number on the dial and
note this number. This is the first number of the combina-
tion (unless it happens to be a false gate, of course). Then
turn the dial in the reverse direction and proceed slowly
until you have passed the first number two or three times,
depending on the type of lock vou are working on. As you
continue to tumn the dial, vou will notice that the bolt tcuch-
es the far side of anather gate. Once again, note the number
preceding the one at which this occurs. This is the second
number of the combination. Then turn the dial in the
reverse direction—the original direction—ance again until
the process repeats itself.

After following this procedure, if you have not >een
tricked by any false gates, you will have the correct num-
bers of the combination. However, it is by no means certain
that you will have them in the right order. This is no great
problem, though, as vou can determine the nght sequence
simply by varying the sequence of the numbers unti. you
hit the right combination and the lock opens.

The existence of several false gates will naturally delay
this process considerably, but the working prmcnp]e
remains the same. Remember, though, that practice and
more practice is the only key to success. No type of lock
picking can be learned properly in a short ime, and this is
espedially true for combination Jock manipulation.
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Another important thing to remember is that there will
always be at least a certain number of divisions on the dial
between the different numbers of a genuine combination.
This is to avoid any possible malfunctioning within the
combination lock mechanism. This means that if you have
determined two numbers that arc too close to each other, or
to zero. then one of them will almost certainly be false.

One unportant point that will assist the manipulator
should be mentioned here. It is very common that the
owner of the safe does not realize that the dial must be
revolved completely a number of times (four times for a
three-wheel lock and five times for a four-wheel lock) in
order to lock the safe properly. If the dial is ondy partially
rotated, the lock will not be locked properly, as only the last
wheel will have been disengaged from the unlocked posi-
tion. The remaining wheels will, of course, remain in the
unlocked position. Naturally, this will greatly benefit the
intruder who tries to manipulate the lock open.

Of course, the intruder will not know if it is locked prop-
erlv or not. He will also be unaware of whether the dial, if
the lock was improperly locked, was last turned to the left or
to the right. To find out these important detatils, he must first
of all turn the dial very slowly in either direction, simply to
leel whether the driving cam is engaging the wheel or not. If
it is, he must reverse the direction of the dial at once without
going further, or he will lock the lock. If he can turn the dial
in the opposite direction without the driving cam engaging
the wheel, the lock is not locked correctly.

When it is in this way determined that the lock is
improperly locked, the operative will move the dial to the
position which he knows from previous study is the one in
which the gate of the cam will be aligned opposite to the
tence. This is generally position five or ninety-five, but it
varies in ditfferent types of safes. Ry depressing the dial,
end possibly moving it slightly to the left or right, he now
¢ttempts to cause the wheel to align itself in order to open
the lock. If the wheel is only slightly disengaged from the
unlocked position, and if the operative is lucky, this simple
procedure might open the lock.
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Figure 25. Push-button
combination locks (top) |
and a digital keypad lock
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Unfortunately, it is much more common that the last
wheel of an improperly locked combination lock is com-
pletely disengaged. Then the intruder must concentrate
instead on finding the correct number on the dial that will
bring this wheel to the unlocked position. This can be done
in the regular way described above. Only one number need
then be found in order to unlock the safe.

Yet another point to consider is that somebody who is
too careless ta lack his expensive safe properly will preba-
bly use an easily remembered combination. Certain num-
bers, such as his birthday, might have some meaning for
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him, or he might have used numbers divisible by five or
ten. Combination lock manufacturers advise against such
combinations, but because easy combinations are easy to
remember, careless individuals still use them. It might also
be worthwhile to search the room for a written note of the
combination. Qften such a note can be found in a desk
drawer or in a notebook on a nearby table.

Some combination locks are interlocked with timer
locks. This will effectively kecp the lock closed untila cer-
tam bme. Such advanced locks are generally nnly found in
bank vaults, however, so they rarely present a problem.

Nowadays push-button combination locks (fig. 25) and
digital keypad locks are also in widespread use. The digital
lock is an electronic lock that can only be opened by keying
in the appropriate number code. The push-button combi-
nation locks usually consist seemingly of only a control
knob and a number of push buttons to control the lock.
They are sometimes electronic, but not always. Mechanical
versions are also common. Nevertheless, these locks are
classed as combination locks, as they have no key. Push-
button combination locks are now becoming more and
more common in hotels, motels, and government institu-
tions, for instance. Many companies also use them.

In companies and institutions, some high-risk areas can
be protected by two locks, an ordinary one locked after
oftice hours only and a keyless push-button lock allowing
access by the staff during the daytime. Hotels and motels
frequently find that combination locks of these types save
time and money, so they are becoming more popular each
day. The combination can be changed every time a guest
has checked out. Therefore, the level of security is high.

Digital keypads are often used at the common entrance
to an apartment or office building. Unlike some push-but-
ton types, these locks are always electronic. The lock will be
opened when somebody punches the correct number code.

The standard push-button combination lock has five push
buttons. The combination, pressed in the right order, will
allow the knob to be moved and the lock opened from the out-
side. This lock can be opened with the combination only.
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Another model is the key bypass lock. This lock can be
opened with either the combination or the key. Employees
or tenants use the combination, while senior management
personnel will use master keys. This lock can be picked. A
lack of this type has no special advantages, so they m:ght
be less cammon in the future.

Most, but not all, of these locks will include an automatic
spring latch that locks the door when it is closed. This :s to
ensure that nobody forgets to lock the door again atter enter-
ing. Another common feature is a face plate shield to prevent
anyone from observing the push button operation from adis-
tance in order to learn the combination. The face plate is the
visible part of a lock and therefore the weak link if somebod v
is observing the area. Yet another option is to eliminate the
latch hold-back teature so that the lock can never be kept
open. It will then remain locked at all times, except for a brict
moment when the correct combination is used.

Certain locks will also allow two push buttons to be
pushed at the same time, in effect producing a different
number, in order to raise the security level. However, these
locking units cannot use the same push button more than
once in a given combination.

The majority of the push-button Jocks work in the tol-
lowing way. First turn the control knob to the left to activate
the push buttons. Then press the push buttons in the cor-
rect combination. Finally, release the last push button or
push buttons before turning the cantrol knob to the right.
This will open the lock. The lock can then be relocked by
turming the contro] knob to the left, or, alternatively, relock-
ing will be an automatic feature.

The lock cannat be opened by removing the control
knob, as this knob is connected to the lock by a friction
clutch. The internal mechanism of the lock will therefore be
damaged if the control knab is farced or remnved.

Other push-button combination locks employ four-digit
or seven-digit combinations. In these locks, there are usual-
ly ten push buttons to choose between. These units can fre-
quently be unlocked by either a four-digit change combina-
Hon or a six-digit master combination. The master combi-
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nation might work for several different locks in exactly the
same way as a master kev. Although these locks may be
electronic, they are often mechanical. We will deal with
electronic locks in more detail in Chapter 6.

Sesame locks (fig. 26) are extremely simple combination
locks that are frequently found on briefcases and suitcases.
These consist of three dials numbered from zero to nine.
The number of possible combinations is very low—only
one thousand. This means that the correct combination can
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Figure 26. Sesame combination lock.

be found by trial and error if sufficient time is available.
Expect to spend about half an hour to go through all possi-
ble combinations. Less time is usually enough, as the cor-
rect combination is often found long before you have
checked all of them.

Begin the process by setting all three dials to zero. Then
movedialCto1,2,3,4,5,6,7.8,and 9, one after the other,
while pressing the catch after each change in number.
Unless the correct comhinatinn has been found, change the
setting of dial B to 1. Dial A will remain on zero. Once
again, repeat all numbers on dial C while pressing the catch
as before. If the correct combmnation has not been found, set
dial Bto 2, and repeat the process. Continue the process
until dial B has been set to all possible numbers. Then set
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dial A to 1 and repeat the entire operation once again. Dial
As thenset to 2, and the process is repeated.

This process, although boring, is in fact easy to perform
and will sooner or later result in the lock being opened. Do
not try to think ot what you are doing; simply learn the pro-
cess by rote and do it.

Combination padlocks with a dial can be opened in
basically the same way as other dial-type combination
locks, but they are usually simpler in construction and are
consequently easier to open. For this reason, they are often
used for practice. Remember, thaugh, that it is easier to
locate the gates within the combination padlock if you pull
out the shackle as you rotate the wheels. [t is also easier to
open combination padlocks that have been in use for a leng
time because the gates on the wheels will have become
smoothed down, which will simplify the manipulatior of
the wheels.

Yet another type of combination padlock is the sesame
padlock (fig. 27). This padlock has no dial but works
instead on the same principle as the sesame lock described
above. However, the sesame padlock has four combination
wheels, numbered from zero to nine. The method usec to
open a sesame lock with only three wheels is therefore not
very practical on this padlock, as the required time to check
all possible combinations would be approximately ten
times as long, or five hours. There is, however, another way
to open this lock

The four-wheel sesame padlock is designed to unlock the
shackle only when
each wheel is posi-
Honed so that a flat
spot on each wheel
is aligned with the
corresponding flat
spots on the other
wheels. Each wheel

Figure 27. Sesame
padlock.
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Figure 28. Manipulating the sesame padiock.

has a changeable hub with such a flat spot. These flat spots,
when aligned toward the side of the lock stamped with the
trademark, will unlock the padlock. The current combina-
tion of the padlock determines where the flat spots will be
located on the wheels.

A special tool (fig. 28) made of very thin steel can be
used to locate these flat spats. Insert the tool into the lock
between the wheel and the housing. Turmn the wheel slowly
and try to locate the flat spot. When it is found, either add
or subtract five from the indicated number. This will give
the correct combination number of that wheel

Another, not very obvious type of combination lack is
the remote-control lock. Such a lock is activated by an
infrared beam from a hand-held device. Remote-control
locks are generally used only on garage doors and drive-
way gates. Although the signal opening the lock is sup-
posed to be unique, these locks are not very secure. This
makes no ditference, as these devices are never used to pro-
tect really important positions. See Chapter 6 for more
information on remote-control lacks.

PADLOCKS

The padlock was first invented by the ancient Ramans.
Today a variety are in common use, including warded,
lever, disc tumbler, pin tumbler, and combination types.

Padlocks can usually be picked quite easily. Hold the
padlock with the same hand with which you are using the
torque wrench. It is generally easiest to do this by holding
the padlock between the thumb and the forefinger. Then
you can hald the wrench with your ring and little finger.
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Your main hand is then free to work the lock pick. Take
some time practicing how to hold the padlock, though, and
make certain that it is easy to work an it. Different peaple
sometimes preter to hold the padlock in ditferent ways.

Padlocks are not really that different from standard
locks of the same type. Some smaller and simpler warded
padlocks, for instance, have a single ward only and take
very simple keys. Otherwise they are designed in the same
way as other warded locks. The majority of the warded
padlocks have three wards, or at least two. The key must
pass through the wards before it can disengage the spring
bar from the slot in the shackle end.

A warded padlock can be defeated by a skeleton key.

Cn

Figure 29. Warded padlock avith the txternal wards illustrated and a
switable skeleton key.

This is an ordinary key, but it is ground down (fig. 29). Note
that skeleton keys are illegal in many locations. There are a
few basic shapes, one of which will almost certainly defeat
the lock. See the first section of this chapter

Most warded padlocks can also be picked withan
improvised T-shaped wire pick (fig. 30). Such a pick is easi-
ly improvised from a piece of stiff piano wire. Anold
method of picking padlocks is to insert a hat pin through

\ ﬁa

Figure 30. T-shaped wire pick.
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the keyway and then use it to disengage the shackle bolt.
This still works with older types of padlocks, but not with
the recent, more secure ones. Warded padlocks can also be
impressioned easily. The procedure is the same as with
ordinary warded locks.

The other types of padlocks, including the cylinder
types, can be picked or impressioned in roughly the same
way as the ordinary locks of their type. Disc tumbler pad-
locks can also be picked, but it takes practice. Another pos-
sibility is sometimes, but not always, to acquire a set of test
<eys from a locksmith supply house. Such keys will facili-
tate the work.

Whenever picking a padlock, remember that in some
padlocks you need to pull the shackle in order to help
release it from the locking spring. If this does not help,
repeatedly work the shackle in and out while picking the
lock. This will unlock the mechanism eventually.

MAasSTER KEY SYSTEMS

Master keys can be made because a single key can be cut
to match several lock combinations. Master keying always
relies on coding systems that allow the locksmith to distin-
guish various key cuts and tumbler arrangements. In most
key coding systems, the tumblers can be set to any of five
possible depths. Since most locks have five tumblers and
each ane has five possible depth settings, there can be thou-
sands of different combinations.

Warded locks and lever locks may also be master-keyed,
but the security level will then be low. Disc tumbler locks,
and espeaally pin tumbler locks, are more commonly used
for this purpose.

Disc tumbler locks, when adapted to master-keying, are
peculiar in that the master key will usc a completely differ-
ent keyway, located next to the regular one. This can be
seen by closely inspecting the lock. The master key will
cperate on the left side of the tumbler, while the change
key, the regular key, will operate on the right side (fig. 31).

Pin tumbler locks are master-keved by adding another
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pin, the master pin, betwean
the top and the bottom pin in at
least one pin chamber. The mas-
ter kev will have some cuts
identical to the change kevs,

‘ but it will operate the lack oy
| raising the other pin or pins ta
' the “new” shear line created by

the master pin (fig. 32). What
actually happensis that there
will be two breaks for the shear

| line. In effect, this makes the
J lock slightly easier to pick, as
Y

Figure 31. Disc twmbler prepared for
master keying.
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Figure 32. The master kcy relies on raising one or more master pin
hanblers to a “ren” shear line.

there are more possible combinations that will raise the
pins to the shear line. In master-key systems with many
different locks, there might be one or more such master
pins between all regular pins. In this case, the system
allows for numerous locks, and also several submaster
keys. These systems are usually factory designed and
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manufactured and can include as many as tour breaks at
the shear line.

A master key will not open all locks in a building, unless
it is a so-called building master key or an emergency mas-
ter key, which is a top-level master key that will operate all
the locks at all times. It is more common to encounter, for
nstance, an engineer’s key, which is a selective master key
‘hat is used by various maintenance personnel. It is there-
fore necessary to ascertain the level of the master key
copied or otherwise obtained before it is used in an actual
entry operation. In some low-security systems, the level
might be stamped onto the key, although today it is more
common to keep a master-key system chart in a safe place,
detailing all the various key numbers and the key’s posi-
tion in the key hierarchy. The key will then anly be identi-
tied by a code.

A master-key system is always divided into several
different hierarchies, or key levels (fig. 33). It a master key
can be obtained, it is advisable to identify its place within
the hierarchy, as this will indicate which locks you can use
the key in.

GRAND
MASTER
KEY
|
s ]
MASTER MASTER
KEY A KEY B
‘ |
alalalalalalalalal B}BBBBBBBB
1l2|3l4|5 6|7|8|9 112(3]45(6|78]9
ROOM NUMBERS

Fgure 33. An example of a master key kierarchy.
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CHAPTER 3

Improvising
Lock-Picking
Tools

icking a lock is not easy, and, with the exception

of the simplest locks, it takes a considerable

amount of timne. ]t is therefore usuallv better to

rely on an experienced locksmith to make a new

key to the lock, especially if you have to enterthe
area protected by the lock more than once. He will then uti-
lize the various impressioning techniques described in the
previous chapter. However, in emergencies it might still be
necessary to pick a lock

A definite prerequisite for lock picking is a very good
knowledge of the lock and how its mechanism works. It is
also usually necessary to have the proper tools—loack
picks—to do the job. Actually, a pick is not usually a special
tool, but rather any device that is used to manipulate the
tumblersin a cylinder into an unlocked position or to
bypass whatever device is protecting the lock from being
opened. Lock picks can therefore be improvised easily, as
long as some basic materials and a few simple toolsare
available. Remember, though, that without a proper lock-
smith’s license, the possession of lock picks is illegal in
many locations.

It is not really necessary to carry lock picks on one’s per-
son except when they are definitely required. Lock picks
can be made from easily obtained raw material almost any-
where, and the only essential tools are a pair of pliers and a
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Figure 34. Picking a pin tumbler cylinder lack with a safety pin and a
small screardnper.

file. These tools, unlike the actual lock picks, do not gain
the attention of the police or enemy if an operative who is
in possession of them is searched.

In a real emergency, whatever is at hand can be used as a
lock pick, although the work will then often be slightly
more difficult. It is, for instance, quite possible to use a
large safety pin and a small, slightly bent screwdriver
instead of a pin tumbler Jock pick and a torque wrench.
Simply bend the tip of the safety pin at a 45-degree angle so
that you can use it inside the lock (fig. 34). If no pliers are
available, it is easy to bend the safety pin with the help of
the keyway of the lock you are going to pick. The safety pin
should be quite large, at least four centimeters long, so that
you will be able to hold it easily while you are working on
the lock. It helps if the tip is filed flat, as this will make it
easier to locate and raise the pins.

“Real” lock picks come in numeraus shapes, depending
on the type of lock to be picked (fig. 35). Lock picks can be
made easily from flat, cold-rolled steel that is less than half
a millimeter to a little less than a millimeter thick. The actu-
al thickness is really not very important, except that the
pick must be able to enter the lock and work in there. The

64 Expedient B& E




Figure 35. Yarious types of lock picks: 1. diamond lock pick, 2 dauble
diamond lock pick, 3. circular or ball lock pick, 4. half-round feeler lock
pick, S. round feelev lock pick, 6. reading tool, 7. flat lever lock pick, 8.
rake, 9. half-rake, 10. tubular cylinder lock pick.
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steel strip should be about 15 centimeters long and at least
§ to 10 millimeters wide. Some people prefer to have one
end fitted with a handle, while others prefer their lock
picks to carry working surfaces on both ends.

Make vour lock picks by grinding down the steel stnps
lo the correct size with a file (the best option) or a grinder
and a carbarundum wheel. If the latter is used, take care
that the metal does not become too brittle because of exces-
sive heat.

_ As was mentioned in
4 /;2\ Chapter 2, you will need lock
|C - I\.;J) picks of slightly different
L 4 design for warded Jocks (fig.

36). These picks are easy to
make. In many instances an
old precut key, ground down

7 kY to pass the wards in the key-
holes, is quite sufficient. Then

O 7/ U'{_ID it will in effect become a
skeleton key.

Figwre 36. Lock picks for warded One of the most uscful

locks. lock picks is the diamond

pick (see fig. 35). It can be

used for most pin and disc tumbler locks. Most experienced
locksmiths seem to use this pick much more than any other.
[tis really an all-around lock pick.
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Figure 372. Torgne arenches: 1. & 2 basic torque wrenches, 3. torque wrench ‘
for doublesided disc thembler locks, 4. & 5. steel spring torgue wrenches. '
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Usually some kind of
f— e 2= j torque wrench mustbe
used with the lock pick.
These tools are made of
hardened spring steel,
around 7.5to 12.5 cen-
é = = ) timeters in length and a
little more than a mil-
limeter thick. Sometimes
longer torque wrenches
are required, as these
. ) tools must be long
& enough to reach the irte-
rior of the lock. There are
numerous variations, but
the two most useful ones
are the basic torque
wrench and, for the real-
- ly delicate work, the steel

/ 4 spring wrench (fig. 37..
|\(V - —_— o Cgrtam !ock.s (dou-
S e-sided disc tumbler
locks, for instance) re-
quire special torque
a wrenches. Such picks
and wrenches are more
difficult to improvise
(fig. 38) but can be
acquired from a lock-

smith supply hause.

The L-shaped lever
tumbler lock pick can be
made from spring steel
N no more than 2 to 3 mil-
L g limeters thick. A torque
wrench of the same
Figure 59. L-shaped lever lock pick, the thickness is also useful
same pick improvised from wire, and a (fig. 39). Some individu-
suitable torgue wrench. alsuse a rake pick. As

O oz -

———

Figure 38. Lock picks for double-sided
disc tumbler locks.
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Figure 40, Pick gum.

was previously mentioned, such a pick is not very useful. If
arake pick really is desired, you can just as well use an
ordinary diamond pick (see fig. 35) for the same purpose.
Although some people make a living from manufacturing
and advertising numerous types of lock picks, remember
that it is not really necessary to have them all. In most cases,
a simple pick will be sufficient. An operative who cannot
pick a lock with a diamond pick is usually no better off
with any other type of lock pick.

Finally, the device known as a pick gun (fig. 40)
should be mentioned. This is a hand-held device that can
be used to bounce the driver out of the plug in a pin tum-
bler lock and into the cvlinder case. No great skill is
required in order to use a pick gun, but this device is not
necessarily faster, nor even better, than picking the lock
manually. The pick gun cannot pick all types of locks and
is therefore of more limited value than an experienced
locksmith. The only time the pick gun might be really
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useful is when you are picking a lock equipped with
mushroem ar spool drivers.

The pick gun is insected into the keyway so that its pick
is barely touching all the bottam pins. When the trigger is
pressed, the pick gun will rap the pins up to the shear line
so that a tuming force can allow the plug ta rotate and the
Jock to open.

P\

L‘k\\ ] \ :

S

Figure 41. Snap pick.

There is also a manual version of the pick gun. This is
known as a snap pick (fig. 41) and can be made easily from
spring steel Just as with the pick gun, insert the pick por-
tion of the device into the keyway and hold so that it is just
touching the bottom pins. Then press the upper part down
with your thumb before quickly releasing it again. This will
rap all the bottom pins. As these pins remain relatively sta-
tionary, the force will be transferred to the drivers, which
are forced to move upward, compressing the spnng. Asthe
area at the shear line will then be open for a split-second, a
slight tuming force will allow the plug to rotate.

The principle of both the pick gun and the snap pick is
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illustrated easily by the fact that force will be transferred
through stationary matter. This can be seen in an experi-
ment with three coins on a table. If the coins are lined up
touching each other and the coin in the center is held firmly
to the table with a finger, the coin on one side will move if
the coin on the opposite side is pushed to strike the station-
ary center coin. The momentary force will be transferred
through the stationary coin and instead move the opposite
coin. In the same way, the drivers will be maved by the
force applied to the bottom pins.

When working with a pick, always remember to use the
narrowest pick you have available, as this will give vou
maximum working space. The pick should be held in about
the same manner as a pencil. No wrist action is desired, as
only the fingers are dexterous enough to manipulate the
pick inside the lock. Wrist action will only make you tired.
Lock picking is not a matter of physical strength.

It is also helpful to steady your hand by placing your lit-
tle finger against the door when you are working on the
lock. If the lock is a key-in-knob cylmder however, steady
your hand against the edge of the knaob instead.

The pick should be able to enter the keyway above the
torque wrench without moving any of the tumblers. [f this
is impossible, then the torque wrench is either too high in
the lock or the keyway grooves are such that the torque
wrench must go in at the very top of the keyway. In these
cases, picking the lock will be difficult.

Despite the control apparatus established in order to
make sure that only professional locksmiths get hold of
lock-picking tools, there are various ways of acquiring
them. Most manufacturers and distributors of lock-
smithing equipment refuse to do business with anyone
but professional locksmiths. However, they are quite
satisfied ta send their products hy mail to anybady whao
can prove in any way that he has these qualifications. |
say “in any way” because I have found out that a fancy
letterhead, business card, or photocopy of a forged lock-
smith license is usually enough. A photocopy of your
advertisement in the Yellow Pages will also be accept-
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able as proof of professional status. After all, money
does not smell!

Many lock-pick sets, both commercially available and
improvised ones, are designed to be hidden in variaus
objects so as not to compromise the user. One popular
design hides the picks inside a pen cover or in the handle of
a hobby knite. In the latter case, the hobby knife can also be
used as a handle for the pick, making it easier to hold. A
lock pick set might also be hidden inside a jackknife handle
or in any other suitable location; the only limit to the possi-
bilities is the operative’s imagination.

Asa final point, always remember that a real key is
quicker and safer than any lock-picking skills. Even :f it
turns out to be impossible to acquire one of the keys to the
building you need to enter, there might be ways of at lcast
inspecting the original key. If a key can be handled for scme
time, even if it cannot be taken out of the building, it is
almost always quite possible to make an impression in wax
or a full-scale drawing, and then make a copy at a later time.

Naturally, the full-scale drawing must be done with
extreme care, including detailed measurements of every part
of the key. This is generally easy, although tedious, except
when it comes to the diameter of the key. [n certain types of
locks, the diameter can often be measured instead by wrap-
ping a paper clip around the onginal key. The paper clip can
then be taken out of the building. In this way, the need for
speqal equipment for measuring the key is avoided.
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CHAPTER 4

Other Means of
[llegal Entry

WINDOW ENTRY

here are various ways of opening an unlocked
window from the outside, depending on the
type of the window. The easiest one to open is
the sash window:. This consists of two halves, the
top and the bottom, that slide up and down The
latch is located between these two halves. One of the oldest

Figure 42. Opering an umiocked sash window from the outside.



tricks of the trade is to slip a knite shim or similar device up
between the sashes, or upper and Jawer halves of the win-
dow, to move the window latch to the open position (fig.
42). The window can then be opened casily.

If the area between the window halvesis too narrow for
a knife, then you can drill a narrow hole at an angle through
the wood molding to the base of the latch, insert a stiff wire
through the hole, and push the latch back. Hide the hole
with paint or dirt afterwards. Unfortunately, contemporary
fasteners cannot be manipulated in this way. The fitch fas-
tener, tor instance, is a pivoting device with a snail-like cam
that cannot be knocked back. The Brighton fastener, anoth-
et type, relies instead on a screw-down acom that clamps
the sashes together securely. These fasteners also some-
times contain integral locks.

Sametimes the upper and lower window half, or sash,
will be connected by means of a bolt slipped inta a hole
drilled through the lower sash and partially into the upper
sash. This was commonly done in alder buildings to con-
serve energy as well as increase the security of the window.
If this is the case, simply drill a small hole to the balt and

[ —

yu “Hj ‘ //, !
|

-

/o

Figure 43 Opening a bolted sash windoiw from the outside.
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then push the bolt out of the upper sash with any pointed
object, such as a nail (fig. 43). The small hole will usually be
difficult to see, and it, too, can be hidden with putty, paint,
or dirt.

Other types of windows can also be opened from the
outside if a narrow holz is drilled in order to allow a piece
of wire to be inserted. Unfortunately, these holes must be
drilled in locations where they are much more likely to be
noticed by the inhabitants of the house. Another compli-
cation is that the windows might be locked. All windows,
including sash windows, can be fitted with locks. These
come in various types, but all of them are of fairly simple
construction. This is of little help, however, as the locks
are impossible to open from the outside except by break-
ing the window.

TRANSOM ENTRY, DOORS, AND DooOR CHaAINS

Picking a lock is not the only means of entering through
a locked door. There are various other methods, most of
which have been in use for quite some time. There are, for
instance, ways of entering through a transom and ways of
entering by manipulating the lock construction without
actually picking the lock.

If a door warbles slightly and the lock is of an older con-
struction that lacks a deadlocking function, the bolt can be
retracted with a celluloid strip bv the process known as
“loiding.” This process involves slipping a flat object
between the bolt and the strike. The strike, or striking plate,
is the part of the locking arrangement that receives the bolt,
latch, or fastener. It is recessed in the door frame. A little
pressure might allow space enough to insert a celluloid
strip between the lock and the striking plate. Then only a
slight pressure on the inserted celluloid strip will force the
latch back and release the lock. This will open the door.

The door might, however, be fitted with a so-called
antipick latch. This is a spring latch fitted with a parallel
bar that is depressed by the strike when the door is closed
The depressed bar will prevent the latch from responding
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to external pressure of any kind. This naturally makes loid-
ing impossible.

A variation of this method is to insert a thin knife, a
linoleum one, for instance, between the door and the jamb.
The knife’s point should be tipped upwards. Then insert a
pry bar above the linoleum knife in order to spread the
door slightly. Then the latch can be disengaged. Bring the
linoleum knife forward, push thelatch bolt back into the
locking assembly, and open the door. Of course, if there is
sufficient space between the door and the frame, the
linoleum knife alone is sufficient tomove the bolt back.

If, however, there is no space toinsert a pry bar, wooden
wedges must be used. One wedge should be inserted on
each side of the bolt, about 10 to 15 centimeters away from
the bolt assembly. This will spread the door away from the
jamb sufficiently to insert the pry bar.

Modem doors and jambs sometimes fit so well that it is
impossible ta even insert a
wedge. In this case, a
stainless-steel shim can be
used. Force the shim into
the narrow crevice be-
tween the door and its
frame and attempt o push
the bolt back.

Another way of open-
ing a door is to use a so
called Z-wire (fig. 44). This
is a tool made from a stiff,
thick wire, 25 to 30 cen- |
timeters long. Insert the Z-
wire between the door and
the jamb until the short L
end is all the way in. Then g |
rotate it toward you at the @ T .
top. This will cause the '

—-Tr-l ;

Figure 4. Opening a door with
the Zawire.
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opposite end to rotate between the door and the jamb, con-
tacting and hopefully retracting the bolt. When the bolt
binds, exert pressure on the knob to force the door open.

Another problem sometimes encountered is a locked
daoor chain. YYhen you have managed to open the door, vou
will find that the door chain prevents the door from opening
tully and that you cannot reach the chain in order to remove
it. Fortunately, you cansolve this problem by removing the
chain with a rubber band. Reach inside and stick a tack in the
door behind the chain assembly. Attach one end of the rub-
ber band to the tack and the other end to the end of the chain
(fig. 45). Make certain that the rubber band is taut. Then
close the door, taking care not to lock it again. If this is diffi-
cult, secure the lock with adhesive tape so that the mecha-
nism cannot wark before you close the doar.

When the door is closed, the rubber band will pull the
chain back. If it is not completely pulled off the slide, shak-
ing the door a little should da it.

The rubber band method is effective and easy to use, but
it leaves an undesirable mark that can be seen easily on anv
well-kept doar. It is then much better to use a bent coat

Figure 45. Unlocking a door chain with a rubber band and a tack.
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Figure 46. Unlocking a door chain avith a rubber band and a bent coat
hanger.

hanger to stretch the rubber band (fig. 46), rather than a
tack. The coat hanger must be properly bent and long
enough so that the door can be closed as far as possible.

An even easier method that can be used on doors with
large enough space between the door and the jamb is to
insert a thin wire to move the chain back.

If a transom has been left oper. or unlocked, there are a
number of ways to enter. If the transom is completely open,
simply craw| through stepping on the door knob if neces-
sary. If the transom is only partially open, however, it might
be impossible to crawl through. Then lower a length of cord
through the transom to form a locp which, when wrapped
and drawn taut around the inside doorknob, might twist it
enough to open the lock if you draw upwards on one of the
two ends (fig. 47).

Itis often easier to use two long pieces of string connect-
ed by a strip of rubber inner tubing or an electric cable cov-
ered by a strip of rubber than to use ordinary cord. The tub-
ing should be 20 to 25 centimeters long. It is possible to
open both a regular door knob and an auxiliary latch unit
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Figure 47. Transaom entry.

with this method, as
long as a key is not
required from the inside
as well.

Yet another means of
covert entry is to gently
pry loose the molding
around one of the door
panels with a thin, flat
chisel. If the panel can be
removed without dam-
aging it, the operative
can crawl through the
opening or at least reach
through it and release
the lock in the door.

It isalso possible in
some cases to open a
door simply by bending
it open by spreading the
door frame. This can be
done unless a very long
bolt is used or the frame
is very rigid. Take care
that the door is not dam-
aged, however, as this
happens easily.

In certain countries,
especially tropical ones,
doorsteps are not very
common. It might then
happen that the owner
of the house locks his
front door from the
inside and then leaves
the key in the lock. An
old but stll reliable trick
1S to insert a paper sheet,
an old newspaper, for
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instance, under the door. Then push the key out of the kev-
way with a wire. As the key fallsdown and lands on the
piece of paper, you can easily pull both paper and key back
and then use the key to open the door.

FiLe CABINETS AND DisK DRAWERS

There are various ways to open file cabinets and desk
drawers, so you have to determine the best method based
on the construction of the cabinet or drawer and the type
of lock used in the object. With the exception of most slid-
ing cabinet doors, however, the design is more or less
standardized.

File cabinets are found in most offices. The locking
device of such a cabinet relies upon a bolt that extends from
the top of the lock body. The bolt manipulates the control
bars that lock each drawer of the cabinet in place. As the
bolt is spring-driven, it will extend out of the lock at all
times, unless the lock plug is tumed. The plug has a cam
attached to the back, which rotates in conjunction with the
plug. This cam works in a notch on the side of the bolt, thus
operating the bolt (fig. 48). The cam can also be the actual
lock bolt, especially in many drawer locks.

Figure 48. The cam of the plug operates the bolt in most file cabmets.
Locks of this type are generally not very secure. They

usually have open keyways, with the keyway running from
the face all the way through the body of the plug. This means
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that the lock can be opened most easily by jimmying. A
jimmy is a pointed tool made of a thin strip of spring steel 3
to 5 millimeters wide. Slip the jimmy through the kevway
and manipulate the bolt directly, pulling the bolt downward,
without bothering to actually pick the Jock (tig. 49).

4

Figrre 49. Pulling down the bolt with a jimmuy.

Some contemporary locks of this type do contain same
kind of protection against jimmying the lock open. For
instance, the keyway might be blocked bv a piece of metal
ar a pin so that no access to the bolt is allowed. These locks
must be picked, or, alternatively, a rod of stiff wire not mare
than 5 or 6 millimeters in diameter and at least 30 centime-
ters long, with one end turmed 90 degrees, can be inserted
between the drawer and the cabinet face. The bolt mecha-
nism can then be forced down with this wire (fig. 50). The
rod should be turned counterclockwise in most cases.

Yet another method also involves prying the drawer
open with, for instance, a thin piece of string steel ora
wedge, far enough to allow direct manipulation of the bolt.
A strip of steel, ahaut 45 centimeters lang and hetween 1
and 2 centimeters wide and 1/2 millimeter thick, or even
an ordinacy letter opener, can then be used between the
drawer catch and the >olt mechanism to pull the drawer
open. The opening tool will create a bridge for the drawer
catch of the mechanism to ride upon and pass the bolt (fig.
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Figure 30. Forcing the dolt mechanism doun to release the drawer
catch.

—

Figure 51. The drawer catch passes the balt mechanism, ndixg on an
inserted strip of steel.

51). Usually you must pull quite hard. Older types of file
cabinets can be opened by simply spreading the file cabinet
from its frame with a screwdriver, while a thin but strong
tool, say a hacksaw blade about 30 centimeters long, is
inserted in order to lift the bolt mechanism away from the
drawer catch.

Certain types of file cabinets function in the same way, :
but with the mechanism effectively out of reach, hidden in !'
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the rear portion of the cabinet. Then it is sometimes possi-
ble to tip the file and mn this way gain access to the mecha-
nism, forcing it upward to release the drawers. If the cabi-
net is designed in this way, the mechanism can be seen pro-
truding through the bottom partition of the cabinet.

Yet another method, one that works with certain types
of file cabinets, is to tilt the cabinet backward about 15 to 20
centimeters off the floor and then suddenly release it so
that one drawer catch will disengage itself from the catch
on the mechanism rod The drawer will then be released,
and the operative willbe able to open the remaining draw -
ers by hand. Simply reach inside the cabinet and release the
rod that keeps them in the locked position.

Certain file cabinels instead have gravity-type vertical
engaging bolts. These can be released most effectively hy
inverting the entire structure.

Although most file cabinets have the lock in the same
position, there are various ways of arranging the locking,
bar and locks in a grcup of desk drawers. This makes it
important to choose thz best way when it comes to opening
adrawer If all other methods fail, it is always possible to
pick the lock itself. The best option, of course, is to find an
identical cabinet and practice on it before the actual opera-
Hion takes place.

Desks with locking drawers controlled from the cen-
ter drawer can be opened in another way. Many of these
are constructed so that there is a space between the back
panel of the desk and the back of the desk drawers. The
locking bar is usuallv designed to engage the desk by
either upward or downward pressure. Whether it is
upward or downward will depend an the style of bolt
used in the design. The spring-loaded bolt will be
pushed automatically into the locked position by the
motion made when -he locking drawer is closed. To
open the side drawers, the operative must push the bolt
up by hand from under the desk, reaching up between
the back panel and the back of the desk drawers. When
the bolt is raised, the hook catches will be released and
the side drawers can be opened. The center drawer will
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have its own lock, of course, which might have to be
picked open.

Other types of desks might require the use of a little
force coupled with pulling outward on the center drawer.
This will push the bolting mechanism downward just
enough to open the various drawers.

The center drawer lock can be opened in the tollowing
way. First insert a screwdriver or another prying tool
between the drawver and the underside of the desk. [t might
be necessary ta protect the uncerside of the desk from
scratching with some cardboard or thick tape. Then pry the
drawer away from the desk top. Now use another, similar
tool to pull the drawer outwaid to open it. Be careful,
though, as this process might damage the drawer.

A fina] way of opening the lock, which is not really rec-
ommended as it will leave clear traces of the attempt, is to
drill a small hole in the drawer above the lock. Insert a stitf
piece of wire, such as a paper clip, into the hole to push
down the plug retainer ring. This will pull the plug free of
the lock, which will cause the balt to drop down into the
open position. The resulting hole can be partially hidden by
inserting a wooden plug of the right material, but it will
always be revealed by a careful investigation.

A sliding cabinet door is often
locked by a plunger lock (tig. 52).
Such a lock is mounted on the out-
side door. The bolt is a projection
from the rear of the plug unit that
engages a hole in the other sliding
door of the cabinet. Neither door can
Figure 52. Sliding cabinet then move, as they are l.ocked against

each other. The plug will be returned
to the oper position when the correct
key i3 inscrted into the lock and tumed. The actual lock will
be either a disc tumbler lock (in old buildings) or, more
commonly, a pin tumbler lock. The easiest way to open
these locks is to spread the two doors far enough apart to
disengage the bolt. Altematively, the lock can be picked in
the ordinary way.

door plunger lock.
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VEHICLE DOORS, WINDOWS, AND TRUNKS

There are numerous ways of entering the average car.
The door windows. the front and rear ventilation windowrs,
the doors, and the trunk are all possible entrances.
Sometimes the locks will be easy to pick, while at other
times it will be easicr to use some other method of entry. In
this chapter we will ook at some of these other methods.
The methods used for picking the locks are described in
Chapter 2.

The most vulnerable parts of the car are usually the win-
dows. One reason for this is that most windows allow the
door release push-buiton lever to be reached easily. This is
especially true for the contemporary car models that have a
single pane of glass. You can most easily reach and lift the
push button with the help of a bent coat hanger. The coat
hanger should be straightened out and then bent in a loop
or a triangle on the end (fig. 53).

-
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Figure 53. Coat hangers bent in loop and triangle.

First of all, as the window will usually be rolled up tight,
force a paint scraper or a similar object between the edge of
the window and the weather stripping (fig. 54). This will cre-
ate an opening large enough to allow the coat hanger to be
inserted in the resulting crevice. The loop or triangle can then
be used n catch the push-button lever and pull it up. This will
open the door.

Another possibility is to use a gun cleaning set instead of a
coat hanger. As the gun cleaning set comes in sections, it is
easy to make a rod long enough to reach across the inside of
the car. In this case, always work on the window or door
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oppositeof the side where you insert the rod.

First of all, make aloop with some nylon line and fix it to
the end of the rod on the slotted cleaning attachment
included in the gun set (fig. 55). Then insert the rod and
catch the lever or the door handle inside the car with the
loop. Pull on the line and lift up the rod to raise the lever or
the handle caught in
the loop to the open
position.

[f the car has a
rear ventilation or
wing window, this
can also be used to
gain entrance. These
windows come in
two types—those
Figure 55. A loop of nylan line fixed to the witha locking button

slotted cleaning attachment, on the swivel and
those without. If

there is no locking button, it is easy to force the swivel lock
up and into the unlocked position. Simply insert a paint
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Figure 54. Paint scraper forced betneen the edge of the window and
weather stripping.
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scraper or a similar object between the window and the
frame. Then bend the tcol slightly in order to make an open-
ing wide enough to allow a thin piece of wire through. Take
care to loop this wire around the swivel level and then pull it
upward. This is accomplished most easily if the wire is slight-
ly bent on the end so that it does not slip off the lever.

The problem, however, is that most cars nowadays have
locking push buttons in addition to the swivel levers. There
are special tools available to take care of them. Two taols
are required, and they are inserted on different sides af the
lock. Depress the button by pulling the first tool toward
you, while twisting the second one slightly to push the
lever into the
unlocked posi-
tion (fig. 56).

The front ven-
tilation window
e Py is another popu-
lar way of gain-
ing entry to the
vehicle. The rca-

! < son 1S that it

«C ) — allows access to

= both the door

= = handle and the

window roller

handle. Here, too,

/ spedal tools are

Figure 56. How to apply taols for opening rear available that are

ventilation windows with locking buttons. verv simple to

use. Only pry the

window slightly open, insert the tool, and turn the handle

(fig. 57). Which type of toal is chosen generally depends on

the amount of working space available, as their funchion is
the same.

The trunk of the car is a completely different matter. As
the same key is often used both for the door locks, the igni-
tion, the trunk, and even the glove compartment ifitis
locked, it is often helpful to deal with all of these locks at
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Figure 57. Tools for opening the front ventilation window.

the same time. Picking is the most common method of
opening these locks, but it is often time-consuming. If you
choose to drill the lock open, remember that many manu-
facturers have protected their locks by installing various
steel plates or pins in front of the catch in order to make
drilling more difficult. If drilling is required, it is often easi-
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cr to break the trunk open or to drill beside the catch lock
and then manipulate the catch with a bent piece of wire. In
either case, the intrusion will naturally leave very clear
marks on the car.

A few trunk or tailgate cylinder lacks, as well as many
glove compartment locks, can be opened m a much easier way.
Examine the lock to see if this method is possible. A simple
lock that is possible toopen in this way is designed to be
secured with a retainer accessible from the front of the lock.
This lock can be opened hy inserting a spedial L-shaped tool, in
effect a 5-to 6-millimeter hook in the end of a piece of stiff
wire, through the kevway (fig. 58). The retainer can then be
pulled down and worked free. Then the entire plug can be
pulled out of the lock and removed. To do this, force the retain-
er (usually installed with its open ends toward the passenger
door) toward the center of the car to disengage it. When the
plug has been extracted, the catch mechanism can be pushed
back and released with the help of any pointed tool.

r = S—

Figure 58. Remoring the cylinder from the vutside with the L-shaped
tool.

There are, in fact, two different locks that can be opened
with such an L-shaped wire. The lock in which the plug can
be removed has already been described. The other lock is of
an even simpler construction. By inserting the wire into the
keyway, you can engage the catch mechanism itself and
open it by merely pushing it downward.
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CHAPTER 5

Methods of
Forced Entry

uring a forced entry, the actual lock is usually
not the target of the intruder. The other com-
ponents of the lock set and the door (i.e., the
striking plate, the hinges, the door frame,
and the panels in the door) are generally
much weaker. Even the wall next to the daor might be
weaker and thus more vulnerable than the door itself. The
same might apply for the roof or ceiling, or even the floor.

In most buildings built in a warm climate, the walls
lack insulating materials. The wall very often consists
only of an empty shell, extremely easy to break through
with heavy-duty tools. Floors and ceilings are notori-
ously weak in most countries, whether the climate is
warm or cold.

Al of these facts help to facilitate a forced entry. The
level of force employed in the operation can vary consid-
erably. depending on the circumstances. Sometimes, a
low degree of force turns out to be enough. In a few cases,
however, the door or the wall area around the main door
are smashed through by ramming the building with a car
or a heavy truck. A tractor might be used for the same
purpose. These are very efficient and quick, if somewhat
noisy, approaches to forced entry. Less violence might be
sufficdent, but in every forced entry operation, it is impor-
tant to choose the most expeditious method.
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DOoORSs

The door is often the weak link in the protection of the
building. The simple fact that the door has to be opened
frequently ensures that it cannot be made completely
safe. It is important to determine which is the weakest
part of the door. If the door is massive, then the Jock will
be the weakest part, but in fact it is much more common
that the door itself is of a weaker construction than the
lock installed in it.

If alock is installed in the wrong way, however, or sim-
ply installed carelessly, it may be easier to break through
the locking mechanism. Watch for major gaps between the
door and its frame. If one of these gaps is large enough, it
might be possible to simply inseit some suitable object or
prying tool through it and wrench the door open.

A cylinder lock is incorrectly installed if the cylinder
protrudes more than 2 millimeters. If this is so, then the
lock can be forced open by either pulling out the cylinder
with heavy-duty tongs or drilling through the now
exposed weaker side of the cylincer in order to destroy the
locking mechanism.

A lock can almost always be drilled open. [n a very few
cases, the lock can then be replaced without the owner
nobdng, at least if it is a cylinder lock. If only the cylinder
plug is drilled, the cvlinder itse.f can be saved. Only the
inner core needs then to be replaced. However, it is not pos-
sible to reconstruct the key afterward. The core has to be a
new one, although the external appearance will be the
same. When a cylinder lock is dnilled open, the lower sets
of pins just below the shear line are destroyed, which
allows the plug to be turned, as the upper pins can be kept
above the shear line with a wite inserted into the lock.
There are also various other wavs of drilling open a lock,
but these will all destroy parts of the lock set that are
exposed and clearly visible. The intrusion is therefore obvi-
ous and extremely conspicuous. If force of this kind has to
be used, then it is better to plan a regular forced entry and
simply wreck the entire door
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The area around the Jock is also a good choice for break-
ing open. If, for instance, two mortise locks are installed in
the same door, the locks should be at least 40 centimeters
apart or the door structure will be weakened significantly.
Even though the locks might be strong, the door is then
easy to break.

In other cases, the screws attaching the lock to the door
might be visible, and they might even be possible to remove
trom the outside. This is another major construction error
that makes it easy to force the door open.

Some doors have been reinforced with steel plates fitted
on the most exposed parts. If these plates are thick enough
and the frame is not significantly weaker, they will cause
problems during a torced entry. A carborundum wheel
might be necessary to cut through the stecl.

Doors with rebated wooden panels and most other
types ot panelled doors are very weak and can easily be
broken with a hefty kick or a hacksaw blade. Aim for the
panel next to the lock so that you can reach in with your
hand and unlock the door. Be aware, however, that some of
these doors have been reinforced by steel sheeting on the
inside rather than on the outside. If this is the case, the door
might have to be treated as a steel door, despite its inviting
cxterior appearance.

Some front doors do, in fact, have very flimsy lower
panels. They are nat anly easy to break in through, but they
can also be used to pust larger objects out of the building.
This is a technique ofter employed by burglars. However,
when vou are attacking one of these doors, make certain
that the panels have not been reinforced on the inside by
stronger and thicker wood pancls. Such reinforcements can
sometimes be detected by the appearance of a number ot
screws. Wood reinforcerents, unlike steel reinforcements,
are possible to break through with ordinary tools, but the
job will take time and create noise.

Patio doors and sliding doors, especially those with
either wooden or aluminum frames, are usually very easy
to break through by simply lifting the doors out of the fit-
ting. A patio door lock is a security device designed to bolt
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the sliding door to its frame. It is never very strong, though.
Some patio doors are even made of plastic today.

Glazed doors are extremely vulnerable. It is not neces-
sary to break a big hole, however. A small hole, sufficient to
allow the operative ta reach in and open the lock, is quite
sufficient. A small area of glass is broken more easily—and
safely—than larger ones. A French door, for instance. is
likely to open outward, and the latch can be reached and
opened easily by breaking one of the small panes of glass in
the doour. Such a small panc can be broken quietly, withant
the risk of the neighbors hearing it.

Most doors with a mail slot are very vulnerable to an
attack through this opening. Simply put a crowbar through
the mail slot and break open the part of the door below the
mail slot. This job takes only a few seconds. The latch can
sometimes also be reached through the mail slot itself.
Special equipment can be made for this purpose.

No door is stronger than its frame. A softwood frame is
easily broken. Exposed hinge pins can also be worked upon
to open the door. It a wedge was not fitted between the
frame and the wall opposite the lock when the house was
constructed, then the frame will be weakened significantly.
In this case, the frame can often be simply spread away from
the door, thus allowing the door to be opened without both-
ering with the lock mechanism. This is even true of mast
steel frames, at least those not thicker than 2 millimeters.

Most outward-opening
doors can be opened by
knocking out the hinge
pins and then prying /
the door open on the
hinge side. Alter- '
natively, if the pins /
cannot be knoucked
out, the hinges can
be sawed off. There-
fore, astrong door '

Figure 59. Hinge bolt. \
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may also be protected by a hinge bolt (fig. 59) fitted in the
hinge edge of the door close to the hinge positions. These
are studs set into the hinge edge of the door which engage
into carresponding sockets, or recesses, in the frame when-
ever the door is closed. The door cannot then be forced
open or lifted simply by sawing off the exposed hinges.
Such a door can only be forced by removing either the lock
or the frame area around the hinges and the hinge bolts.
Hinge bolts are always installed in pairs, one usually below
the top hingc and the other above the bottom hinge.
Mortise rack bolts are sometimes used for a similar pur-
pose, as for external doors. Such balts are fitted at the top
and bottom of a door and can be locked from the inside
with a universal splined key (fig. 60). The lockable bolt is
the type most commonly used today. Once again, these
bolts can only be lockec from the inside. The mortise bolt is
a dead bolt, so it cannot be released without a kev.
It is worth mentioning that in older houses some doors
and French windows are
[ usuallysecured with an
espagnalette bolt that
extends the full length of
__ the door and consists of
two vertical shding
bolts, ane covering the
top half of the door or
I} window and the other
covering the bottom half.
Both are operated by a
9 | central handle, which is
S 0] often lockable. This
works according to
| roughly the same system
and is used to keep Lhe
Figure 60. Mortise rack bolt, locked fram door in p]ace even if the
theithside. hinges are destroyed.
Barrel bolts are used
in many buildings for a similar purpose. These bolts are
screwed onto the surface of the door and usually shoot into
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a staple on the door
frame. They are usu-
ally not fitted with
locks. If they are
used with a staple,
the staple is the
weak point, and it
can otten be torced.
If the bolt instead is
mounted so that it
shoots into the head
or sill of the frame, it
is much stronger
(fig. 61). Sometimes
two barrel bolts are
used, one for the
head and one for the
sill. Door chains and
door limiters (fig.
62) are devices that
pose similar prob-
lems for the intrud-
er, but only if some-
body is at home and
Figure 61. Barrel bolt. has put the chain or

limiter in position.
The limiter is sinilar to the door chain, but it uses a sliding-
rod device instead of a chain. Bo:h these devices are sup-
posed to keep the door safelv and effectively closed, even if
it has to be slightly opened, such as when receiving a small
parcel or a letter. The chain will allow the door to open to
about 5 centimeters, but no more.

Certain door chains do in fact have a key-operated lock-
able staple on the door [tame, which allows the occupant to
use the chain even when leaving the house. On return, he
can open the door sufficiently to unlock the chain from the
staple. These door chains cancause a problem for an
intruder, unless the staple is weak.

As a matter of fact, many door chains are very weak.
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There have been
cases when door
chains have been
broken as a re-
sult of someone
merely opening
the door without
first removing
the chain.

Sometimec
the door will not
be locked proper-
ly because of a
| faulty door check.
' A door check, or
door closer, con-
sists of a heavy
spring and arm
coupled toan air or oil cylinder that automatically closes the
door. The door check also contrals the speed at which the door
closes. If the door check is not working properly, there is a
good chance that the docr remains unlocked.

It is also important to plan the break-in properly. [n
some buildings, for instance, the front door might be very
difficult to break through, but a garage will be attached to
the side of the house. Inside the garage there will then be
only a lightly protected internal door linking the garage
with the home. This door might well turn out to be a much
easier target than the front door.

Figure 62. Doar limiter.

WINDOVWS

Windows always present a special problem. There are
numerons types of window locks for casement windows,
sash windows, and most other types. These locks can gen-
erally be picked from the inside, as they are extremely sim-
ple and sometimes even all use the same universal splined
key. From the outside, however, the only means of entry is
to break the window or lock open. Fortunately, the very
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construction of a window makes it relatively weak and
easy to break A forced entry throuzh the window is almost
alwavs ecasy. If the window is only closed and not locked,
the easiest way ta gainentry is to simply smash a small
pane to allow one’s hand through to release the catch. The
windaw can then be opened.

Window lacks will unfortunately prevent the window
from being opened in this way. Even if the window is
smashed, the frame will remain closed. Climbing through
this frame will necessitate noisily breaking a large amount
of glass; this is quite dangerous, since the operative is likely
to cut himself. Naturally, both these problems should be
avoided if at all possible.

In many houses in which the windows are locked, the
owner will keep the key to the locx of ane window close to
the window in case there is a sudden fire. [f this kev can be
recovered or reached, then the window is effectively
unlocked. This should be remembered if a window entry is
being considered.

Louver windows are
notoriously easy to force,
especially from a flat
roof, such as on a garage,
that otfers easy access to
the window. The louver
window can simply be
levered out of its frame,
unless it is glued very
firmly with epoxy resin.
In this way, whole strips
of glass can be removed
from the metal clips.
Modern louver windows
might have locking
devices installed (fig. 63).
Sometimes the louver
blades are also made of

laminated safety glass.
Still, a louver window Figure 63. Lowver window lock.
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will be a good point at which to attempt a forced entry.

Metal window frames in older houses are generally
made from steel or ga.vanized steel and, consequently, are
quite difficult to break through. Modem aluminum-framed
windows, however, are made ot such a thin, soft aluminum
allay that the frames can be distorted easily with a lever of
some kind. The self-tapping (self-threading) screws used in
these constructions tend to pull out easily, and the locks, if
any, are often of a very poor quality. This is especially true
of harizontal sliding windows, which work by sliding on
an aluminum track. Itis often relatively easy to lift sucha
window out of its track, using the same technique
described above for lifting a sliding door.

The important thing to consider when it comes to enter-
ing through a window is the type of glass used in the win-
dow. There are several different tvpes of glass available.
The lowest quality is sheet glass, a cheap glass with imper-
fecHons. It is also ofter referred to as horticultural glass, as
it is used for glazing greenhouses. [t is generally not used
for domestic glazing. A sheet is 3 millimeters in thickness
and will break easily.

The standard material for domestic glazing is float glass,
which is flat and free from imperfections. It generally
comes in thicknessesranging from 3 to 10 millimeters.
Glass that is 4 millimeters thick is very common, but the
thickness is always related to the size of the window; a larg-
er window requires thicker glass.

Wired glass is a rolled glass in which a wire mesh is
embedded during manufacture. It is 6 millimeters thick
and can come both with square or diamond-pattern mesh.
If the wired glass is hit by something, the wire will hold
the glass together. [ts "esistance to impact is high, so it is
often used where fire-resistance is important, as well as on
glazed roofs on which snow and ice are likely to fall
Wired glass is generally not used for security glazing,
however, as the mesh can be broken through once the
glass has been smashed.

Laminated glass is ‘rue safety glass. It cracks but does
not break under impact. This glass is formed by two sheets
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of float glass with a thin sheet of crystalclear plastic sand-
wiched between them. It is very strong. Although the glass
will crack under heavy impact, the plastic will haold it
together very firmly. This is the most common type of secu-
rity glass.

Tempered glass, also known as toughened glass or
armor-plate glass, is heat-toughened safety glass that is
both impact- and fire-resistant. When it does break, it shat-
ters into numerous but harmless pieces with no sharp
edges. Tempered glass is four to five times straonger than
ordinary glass of the same thickness.

Many other tvpes of glass, such as patterned glass, solar
control glass, etc., are also in commaon use but are not
encountered very often during a hreak-in. They fulfill no
special security purpose. Of these various types of glass,
only wired, laminated, or tempered glass will resist a
- sledge hammer, and the wired glass can still be broken
through with the help of other tools. Most types of glass
can be broken eventually, but doing so is sometimes too
time-consuming and noisy to be truly efficient.

The intruder breaking into a window must also look out
for venetian blinds. These create two different problems.
First of all, it is often very difficult to see through them to
determine whether a room is occupied or not. Secondly,
breaking through them makes a terrible noise. For these
reasons, windows with venetian blinds should be avoided.

SECURITY BaRrs

Another problem for the intruder will be the existence of
security bars. Such bars, used as reinforcement next to an exist-
ing door or as a decorative grille for a window, are very difhi-
cult to remove, except through brute force or the noisy useof a
carborundum wheel. Grilles, especially large sliding grilles
(fig. 64), are commonly used in many countries for protecting
large areas of glass or doonways. Other grilles are of the detach-
able type, locked in place with only fixed locks or padlocks. If
this is the case, the locks are the weak links in the construction.

Some older buildings rely onsolid wooden shutters
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Figure 64. Sliding grille.

instead of steel grilles. Wooden shutters of the louvered
type are especially easy to break through, so they present
no special problem

Sare CRACKING
There are many different types of safes. Some of them

are built to be resistant to burglars, while others are resis-
tant to fire. Some are designed to resist both. Most safes can

Methods of Forced Entry 101




'
'-—~' -— ,._,4

Figure 65. Floor safe.

be cracked without too much trouble, although the contem-
porary models are more difficult than the older ones. The
main problem with cracking a sate is that it creates a large
amount of noise. Furthermore, most safes are too heavy to
move from their location, so the work must take place on
the premises. If the safe is small and light enough and not
fixed to the wall or to the floor, then by all means remove it
and open it at leisure.

The most reliable safe in a house is the floor safe, as
this type of safe is out of sight and can be permanently set
in a reinforced concrete floor (fig. 65). A floor safe is
recessed into the floor so that the small but strong lid is
just below or at the floor level, and it is made of thick
steel. Different sizes are avaiiable, depending on the
depth available under the floor, but the opening will
almost always be relatively small.

A safe of this kind is generally positioned in a corner
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near the wall, so that it can be covered with the carpet or
linoleum and still reached with a minimum of inconve-
nience. A corner location will also give the intruder less
room to work, even ifhe happens to discaver the safe.

A floor safe will not be tound in a room where the floor
1s likely to get wet, such as in a bathroom or a laundry
room. Even though it is usually hidden under the carpet,
other hiding places should not be disregarded, such as a
false floor in the base of a cupboard, for instance. Such a
cupboard can be located easily, even in a room with a
tiled tloor.

A floor safe can also be found fitted in a suspended

Figure 66. Floor safe in &4 woad floor.

wood floor (fig. 66). Such safes are in effect secure boxes,
often with combination locks, which fit between adjacent
joists and are bolted or screwed to them. The screws or
bolts are fastened from the inside of the safe. The floor-
boards will be removable in order to allow access to the
safe. The safe itsclf generally is covered with a sheet of ply-
wood or hardboard to bring the surface level with the sur-
rounding floorboards.

In an apartment complex, the equivalent of the floor safe
is the wall safe (fig. 67,, which is also easily concealed. A wall
safe is a small security box that is set into the wall, replacing
one or more existing bricks. The size of the wall safe is mea-
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sured by the
number of bricks
it replaces. Wall
safes are there-
tore commonly
one, two, or three
bricks high and
one brick deep,
although double-
depth models are
also available.

Wall safes are
sometimes very
cleverly hidden,
although it is
amazing how of-
ten they will ac-
tually be pasitioned behind a painting or another picture.
Therefore, this is the first place to look tor a wall safe. If the
wall safe is not in
such a place, the
owner has been
clever, and it
could be any-
where. There is
even a commer-
cial wall safe the
size of a cash box
that is disguised
to look like an
electrical power
socket (fig. 68).

A wall safe is
easier to breach
than a floor safe,
as the latter is
more difficult to
Figure 68. Small wall safe disguised as lever out of posi-
electrical power socket. tion. It is also

Figure 67. Wall safe.
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quite easy to knock cut a masonry wall, especially inan
older house where the mortar is crumbly. The bricks
around the safe can be chopped out with a bolster chisel.
The wall safe is then removed and brought to a safe place to
be opened.

Certain buildings rught have a strong room instead of a
safe. These are sometimes difficult to break open, but the
principles are the same as with ordinary safes. A strong
room is generally less secure than a bank vault, which is
very difficult to force cpen.

The methods suitable for cracking ordinary safes should
be helpful for breaking into a bank vault, too. Another
interesting point abouat a bank vault is that it often has a
hidden emergency entrance in the form of a hatch. This is to
ensure access even if the main door has become impossible
to open because of a failed burglary or a mechanical prob-
lem. This hatch will of course also be heavily protected, but
as it is smaller and usually hidden behind a steel plate, it is
not as protected as the main door.

Free-standing safes, especially if not prohibitively
heavy, are often secured to the floor, and sometimes to the
wall, too. If the safe is not secured in this way, the best
option is to simply remove it and crack it open at leisure in
some safe spot. All safes are cracked most easily with the
help of a carborundum wheel. The disadvantages of this
method are that a steady supply of electricity is required
and it makes a terrible noise. Fortunately, sufficient power
is in fact available in most houses, although it is prudent to
bring an extra set of fises in case the regular ones have
been removed in order ta prevent this method from being
used on the safe.

Many hvpes of safes rely upon combination locks. These
can be manipulated to the open position, but it is difficult.
The technique is described in Chapter 2 Combination lacks
can also be opened by drilling, however. The lock cannot be
apened completely by simply dnilling, but the drilled holes
will help the intruder manipulate the wheels of the combi-
nation lock.

If this method is resorted to, drill two 3-millimeter holes

Methods of Forced Entry 105




in the back of the lock. Then turn the dial and observe what
is happening inside the lock through these holes. The gate
can be seen through the hole with the help of a flashlight, or
a piece of piano wire can be inserted through the hole as a
probe. When vou have found the gate and aligned it with
the hole, you can note the number on the face of the combi-
nation dial. Then determine the distance, expressed in divi-
sions on the dial, between the bolt and the gate aligned
with the hole. Subtract this distance from your reading.
This will give vou the combinabion number for that particu-
lar wheel. After obtaining the first number of the combina-
Hon, reverse the rotation of the dial and repeat the process
with the second wheel. The combination of the third and
the fourth wheels (if the latter is present) can be determined
in the same way.

There are numerous cruder ways of cracking a safe.
Explosives, for instance, can be used. Then it is most com-
mon to drill a hole above the dial and insert a finger of a
glove or a small plastic bag with explosives. An explosion
here will destroy the lock mechanism. However, it is by no
means guaranteed that the door will open because of this,
as it is fairly common for the door to jam during the explo-
sion. This method is therefore not completely reliable.

Another method, almost as old. is to use nitroglycerine.
First drive a steel wedge into the top seam of the door. This
allows the nitroglycerine to seep around the inner edge of
the door so that the door will be blown off the safe when
the nitroglycerine is detonated.

None of the methods requiring explosives are really rec-
ommended, as they are both dangerous and create too
much alarming noise. A neighbor might be disturbed by
the sound of a carborundum wheel, but this alone will not
be sufficient to make him or her call the police. After all,
many repairmen use this tool. Anexplosion, however, is
quite a different matter.

Another way of cracking older, inferior types of safes is
to drill a hole in the comner of the front plate of the door.
This plate can then be torn away with the help of a long
crowbar in order to expose the lock mechanism. The lock
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mechanism can then be manipulated open easily. This
methad is completely ineffective against modern safes,
however, as their doors are massive.

In fact, most of the older methods are obsalete, as the
safe daors are laminated with hard steel and beryllium-
copper plates. Drilling, for instance, becomes almast
impassible. One method that still works is generally
known as a “torch jok,” in which an oxvacetylene torch is
used to cut through the safe. This requires bulky equip-
ment and special training It is nat really common nowa-
days, as a carbarundum wheel will do the same jab in an
easier and safer way.

Most older types of sates relied on fairly thin metal walls,
padded by an insulating material. However, after several
years have passed, the insulating material will have com-
pressed, eventually leaving the upper parts of the walls com-
pletely empty and therefore very easy to break through.

Another curiosity should be mentioned here. Some
companies now market what they call a bionic safe. This is
a safe with an integralalarm system, as well as a few other
protection devices. The sensor is usually an inertia sensor
that will activate a siren and at the same time, through an
automatic dialer connected to the nearest telephone, dial a
programmed telephone number. If the safe is broken
despite these precautions, a self-contained explosion will
destroy all materialsinside. (It is designed to cause no
harm to any people or property in the vicinity, hawever.)
Furthermore, if the safe is opened without authorization, a
sudden burst of high-powered light will be emitted. This is
to disable the intruder by stunning and blinding him tem-
porarily. This type of safe is not yet in widespread use.

As a final note, it should be remembered that many
safes are designed with an outer construction that imitates
hiphquality wood paneling. This is both to hide the safe
and to make it fit inconspicuously into a hame or office.
The best protection has always been to hide the safe well.
Therefore, when searching a home or an office, be careful to
check all possible hiding places, however small, for a safe.
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CHAPTER 6

Alarm Systems,

Sensors, and How
to Avoid Them

ccording to data from the British police, as
many as 98.6 percent of all alarm calls are
false. Similar data can be found in most other
countries. Clearly, a single-alarm call may not
be such a great threat to an entry operation.
However, alarm calls must be avoided at all costs—espe-
cially multiple calls from the same system.
The basir intrusion alarm system consists of:

* a control unit, generally installed within easy reach of
the main means of exit and entry, usually the front door.
This is the brain of the alarm system

* one ar more warning devices, such as sounder boxes
containing warning bells or sirens, and/or strobe lights,
often fixed to the wall on the autside of the house

¢ one or more detection devices, or sensors

Other major components include devices for arming
and disarming the alarm system, automated dialing equip-
ment, power supply such as batteries, and wiring between
the various components.

The control unit is housed in a protective box, generally
made of metal, and is situated in a central location in the
area to be protected. Anindoor closet might be used for
this purpose.
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Warning devices of these typesare sometimes reterred
to as alarms or annunciators, although the ward alarm is
most often used for audible warning devices. Additional
devices may he fixed inside the house, mainly as a psycho-
logical disturbance to the intruder, and so-called silent
alarms are also a possibility. [n the latter case, a remote sig-
naling system will be used.

The sensor is the device that relays information to the
control unit. If the control unit is the equivalent of the
human brain, then the sensors are similar to the senses of
the human body. A sensor, or detector, is a scanning and
screening device. lts effective range is called the detection
2one. The sensors are of different kinds and are commonly
divided into three lines of defense. The sensors are connect-
ed to the control unit, which, after receiving a warning
from a sensor, transmits the alarm to the waming device,
which will sound the alarm. The various types of sensors
will be detailed in Chapter 7.

There ate three limes af defense, but in fact four different
kinds of alarm protection:

* external alarms

* perimeter alarms

* trap alarms

» deliberately operated alarms

External alarms aim to detect an intruder as early as possi-
ble before he actually reaches the main building. It relies on
sensors located in the grounds or on the boundary wall or
fence. As these sensors are often susceptible to false alarms,
they will generally be monitored by a private security statf
and are therefore only to be expected in extremely rich neigh-
borhoods or corporate or government installations.

Photoelectric cells are frequently used for this purpose.
They can be positioned to protect the entire perimeter.
Other common sensors are the microwave fence and the
field effect detectors. Special barrier or fence detectors are
also used in certain high-risk installations. Another device
used for external alarms is the geophone.
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Perimeter alarms are designed to protect the shell of the
building (i.e., the walls, doors, and windows). The perime-
ter sensors will detect the intruder as soon as he breaks into
the building. Perimeter alarms are very common and are
often used in conjunction with trap alarms.

There are numerous types of perimeter alarm sensors.
Magnetic reed contacts, photoelectric cells, glass breakage
detectors, video deteczors, vibration detectors, inertia sen-
sors, infrasound sensors, field effect sensors, plunger
switches, and pressure mats are commonly used sensors in
the perimeter alarm. Window foil or prefabricated window
foil and wire contacts are also used in some older systems.

Trap alarms are detection devices installed at strategic
locations within the hcuse to detect an intruder after he has
already entered the bullding. They are also commonly used
ta protect individual items of preat value or impartance.

Detectors used as trap alarms commonly include pas-
sive infrared detectars, microwave movement detectors,
ultrasonic movement detectors, photoelectric cells, mag-
netic reed switches, pressure mats, light detectors, and
video detectors. Other sensors, such as field effect sensors,
sound detectors, and heat detectors (not to be confused
with the infrared detectors) also fall within this category.
Ionization detectors, when they come into general use, will
alsa belong to this group.

Trap alarms also include special alarms used for guard-
ing specific objects, such as valuable paintings, computers,
and so on. These alarms can be of many types, but it is com-
mon to run normally ciosed dircuits (this will be explained
below) incorporated into the main cable to the electronic
device, or affix them somehow to the abject of concern.
When the wiring is cut or pulled from the wall socket,
whether or not the power is on, the alarm will sound.

Finally, deliberately operated alarms are also known as
panic buttons. They are found in banks, for instance, but
also in many private homes. Such buttons can frequently be
found in the bedroom and just inside the front door.
Deliberately operated alarm systems will be described in
Chapter 8.
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Basically, there are two main types of alarm system
installations. Most systems consist of scparate parts, but
nowadays an increasing number of svstems are self-con-
lained. A self-contained alarm svstem contains the control
unit, the sensor, and the warning device in the same, easily
installed unit. Connections on the back of the unit allow the
attachment of separate sensors and external warning
devices. The self<ontained svstems have advantages and
disadvantages. This is also true of the scparate-<components
svstems, however so it is prudent to plan well ahead when
installing an alarm system.

The separate-compaonents systems are highlv adaptable
and expandable and can therefore be used in any size or type
ot building. Additional components can also be installed at a
later time. The self-contained systems are more easily
installed, however. Generally, they are of the tabletop varicty
and need only be positioned in a room and plugged in to be
ready to use. Self-contained systems are alsa easy to move,
both from different rooms in the same building and from one
building to another. For these reasons, self-contained sys-
tems are more commonly used by seople wha rent their
homes or offices, while homecowners and large companies
pencrally use separate-components systems.

However, there is another, more significant difference
between these two types of systems. The sensors used with
most separate-components systems are usually designed as
perimeter defense (i.e., to detect intruders and sound the
alarm before they manage to enter the premises). Older sys-
tems thus require an externally mounted key switch, which
serves as a remote arming and disarming device. The self-
contained alarm systems, on the other hand, are generally
designed to detect an intruder after he has already entered
the building. Instead of an externally mounted switch, the
system incorparates a time delay, which allows a certain
time, often fifteen to thirty seconds, to enter the building
and turn off the alarm. The alarm will be sounded only if
the system is not tumed off in time. It must be remembered,
however, that self-contained alarm systems can also be con-
nected to perimeter alarm components. If this option is
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used, the self-contained alarm functions as a hybrid control
unit, relying on both its own sensor and one or more exter-
nal ones.

In fact, many self-contained alarm systems can also be
used in conjunction with separate-components alarm sys-
tems without linking them inta the same circuits. The self-
contained systems are then used in those areas where it is
difficult or impossible tc place sensars linked by wire to the
control unit in the main system.

Otherwise, self-contained systems are used most common-
ly in apartments, espedal y those in which the owner prohibits
the tenants from installing permanent alarm systems.

Selfcontained alarm systems include:

* passive infrared motion detector units
* ultrasonic motion detector systems

* microwave motion detector systems

¢ selfcontained window or door alarms
¢ infrasound detectors

Selfcontained fire alzrms are very common in many dif-
ferent types of buildings. All other types of sensors can
generally be found only in separate-components alarm sys-
tems.

Most large alarm systems consisting of more than ane
sensor are designed to be split up into zones, wherehy dif-
ferent areas of the building are controlled by different cir-
cuits. The main advantage of this is that the occupants of
the building can choose to activate all, some, or none of the
different parts of the system at any given time. Far instance,
a bedroom can be excluded so that the occupant can move
around there withaut setting the alarm already activated in
the hall near the front door.

Each circuit 13 made up of a scries of contacts, all located
within the same zone. The alarm will be triggered when any
of these confacts is broken. It is common for several different
types of sensors to be installed on each of these drcuits.

However, all types of sensors, when they are designed
to be connected to a control unit, operate as simple switch-
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Figure 69. The difference betueen NO and NC switches.

es. The sensor switch will be either normally open or nar-
mally closed (fig. 69). A normally closed (NC) switchisa
switch, magnetic or mechanical, in which the contacts are
closed (electrically conductive) when no external forces act
upon the switch. A normally open (NO) switch, on the
other hang, is one in which the contacts are open or sepa-
rated (electrically nonconductive) when no external forces
act upon it. The control unit will sense when the status of
one of its sensors is changing and then sound the alarm.

Therefore, a closed-circuit system is one in which the
switches and sensors are connected in series. The alarm is
sounded when an activated switch or sensor breaks the
circuit or the connecting wire is cut An open-circuit sys-
tem, on the other hand, is one in which the switches are
connected in parallel. The alarm is sounded when an acti-
vated switch closes the circuit, permitting current to flow
through it. Open-circuit systems are not as secure as
closed-circuit systems.
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The alarm system must also contain some means for
arming and disarming the system. Arming is the means by
which an alarm system is switched on. It may be either
manual, passive, or remote control. Disarming (i.e., switch-
ing off the system) is generally done in the same way.

Some sclf-contained systems are armed and disarmed
bv a kev switch, while e smaller number are armed and dis-
armed through a code entered from a keyboard.

A passively armed system will arm and disarm itself
when, for instance, the correct key is used for locking and
unlocking the front door. This will be further described
later in this chapter.

Many alarm systems, however, feature a delayed
exit/entrance circuit that permits the user to leave and
enter the premises without setting off the alarm. The time
lapse is fixed, generally between twenty seconds and two
minutes, and can usual v be adjusted by the user

Another common op-
hon, especially in simpler
alarm systems, is to arm
and disarm the system
with the help of a key
switch (fig. 70). This seems
to be especially true of
alarm systems in ordinary
American houses. The
switch is mounted outside
the house, and the alarm
system will then not have
a built-in delay. The lock
used in such a system is
difficult, but not impossi-
ble, to pick. It is generally a
tubular cylinder lork.
Furthermore, the interior
Figure 70. Key switch of the lock panel has a tam-

per switch to prevent
somebody from defeating the alarm. If the switch is dam-
aged, the alarm will sound.
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The tamper switch terminals can also be used as a panic
button. A panic button isany switchconnected to an
instantaneausly triggered loop. Panic buttons can generally
be used whether the alarm is armed or not.

The tamper switch inside the control panel cover is naot
the alarm system’s only protection against sabotage. A self-
actuating waming device has an mternal battery inside the
sounder box. This will take over as power for the siren if an
intruder cuts the wire. Tamper protectian similar to that
mentioned above will aften be employed within the
sounder box as well.

Other common features used to prevent a skilled intrud-
er from disarming the alarm include contacts which are nat
easily visible on the surface of door or window frames, hid-
den components of the alarm system, and the use of tour-
core cable in the wiring. This cable will allow both closed-
circuit devices, such as magnetic contacts, and apen-circuit
devices, such as pressure mats, to be connected within the
same cable. With the former, the alarm will sound if the
cable is cut but not if the cable is bridged. With open-circuit
devices, cutting the connecting wires will not trigger the
alarm, but bridging the circuit will. One pair of wires is
used to form the closed arcuit, while the other pair is used
for the open circuit. The alarm will be set off by one or the
other of the alarms if the cable is interfered with.

Even if one of these two types of sensors is not connect-
ed, many systems allow the ather circuit to run into the sen-
sor and then back to the control unit. This will protect the
system in exactly the same way. It will be effectively impos-
sible to sabotage the sensor.

Four-ore cable, for the same reason, is also often used
together with more advanced warning devices. If the wam-
ing device has an integral battery backup, it will then oper-
ate even if tampered with ar if the wires connecting it to the
control unit are cut.

Another option is known as line supervision. Thisis
electronic protection of an alarm line accomplished by
sending a continuous or coded signal through a circuit. A
change in the circuit characteristics, such as a change in
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impedance due to the circuit having been tampered with,
will be detected and initiate an alarm if the change exceeds
a certain level. A normally closed loop is, in effect, a super-
vised line.

CoNTROL UNTTS

The contro] unit is the brain of the alarm system and ful-
fills several purposes. It is used to turn the alarm on and
off, and it checks the circuits for faults. The control unit
monitors the condition of all sensors and sounds the alarm
by transmitting a signal to the waming devices whenever it
detects a problem. The warning device will also be activat-
ed by the control unit if a sensor signals the unit. Of course,
the control unit will only tulfill these duties when it is
tumed on.

The control unit, and in its extension the entire alarm
system, functions in the following way. The control unit is
connected to the alarm switches, which are connected in a
loop circuit. The control unit includes circuits for checking
the change of status in these switches, thus detecting when
a switch opens or closes (depending on the type). This
change will activate the alarm circuit. When the control
unit has been activated by a switch, the alarm system is
said to be tripped. Thisactivates and sounds the alarm.

Loops of alarm switches are connected to the input ter-
minals of the control unit. There are generally separate ter-
minals for connecting a number of switches, or loops, to the
control unit. Each terminal will identify a different loop of
switches in the system. Remember that there will be a sepa-
rate loop for every easily defined area in the building pro-
tected by the system. One loop might protect the front door,
for instance, while another protects all windows, and so on.
In this case, the front door loop will probably have a built-
in delay, as this is the entrance to the house, and the owner
must have some time to disarm the alarm system. The other
loops of the perimeter defense will trigger instantaneously,
as these areas are only used for entering and exiting the
house by an intruder.
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There might also be what is generally known as a day
loop. This will also trigger instantaneously, but it will usually
only activate a small buzzer instead of the main warning
devices. The day loop is sometimes used by families with
young children and wamms if the children leave through the
front or back door or open the gate leading to a swimming
pool. This is not really a part of the intruder alarm system,
although it uses the same circuits to a certain extent.

The alarm system is said to be armed, or set, whenever
the contral unit ic in aperation. Otherwise the alarm sys-
tem is disarmed. Although control units with more com-
plex circuitry also exist, this is the basic configuration of a
control unit Other features do not much affect the basic
functioning of the alarm system. For instance, a system
might turn off the warning device when the alarm has
sounded for a certain period of time, often tive minutes,
and then reset the system. Other control units will assign
priorities when signals are received from more than one
loop in the sensor system. The loop used for fire or smoke
detectors will generally override all other loops, for
instance. [ncidentally, this can be turned to the advantage
of the intruder if the protected area is large enough. If a
fire is started in one part of the complex dunng a break-in,
the alarm might be effectively hindered from sounding in
other parts of the building .

As this description demonstrates, a complex system
will include several sensar loops. So the really critical con-
nection is not between the control unit and the sensor
loops. but between the contro] unit and the warming
devices. If that line is cut, no warning will be sounded.
The intruder should therefore attempt to break this con-
nection rather than futilely trying to avoid the sensors,
which is often almost impossible to do if the alarm system
19 designed properly.

The typical control unit will have both instant and
delaved loops. An instant loop will sound the alarm imme-
diately when a switch is tripped, while a delayed loop will
wait for a certain period. The entire system will usually
have a delay function, at least in modern systems. This
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allows sufficient time to arm the system on the way out and
disarm it on the way in, and it obliterates the need for an
external switch.

Most control units allow the different loops to be turned
on or off separately. This is useful for guarding the entrance
at night, even if the owner is sleeping in his bedroom, and
for allowing the fire alarm to function at all times.

[he number of sensors connected to one loop is not lim-
ited, even though there is only one set of terminals per
loop. The switches are merely wired in series or in parallel
(fig. 71). Normally closed switches are wired in series.
When the switch opens, signifying that a window or a door
is open, this breaks the NC actuating circuit in the control
unit and the alarm sounds.

Figure 71. Wiring suritches in series (top) and parallel (bottom).

Normally open switches, on the other hand, are wired in
parallel. When any of the switches closes, signifying that an
intcuder has been detected, this completes the NO actuat-
ing circuit in the control unit and the alarm sounds. A nor-
mally closed switch can be hypassed by bridging the cir-
cuit. A normally open switch can be bypassed by cutbing
the circuit.

A loop of NC switches is generally more efficient, as it is
being monitored conlinuously by the control unit. Any
interruption of the NC loop will cause the control unit to
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sound the alarm. This is useful if the wiring conmecting the
switches is broken by an intruder, for instance. The NO
loop can be cut easily, and then the control unit will not
notice the difference. Remember, though, that a loop of NC
switches is often run together with the NO loop in order to
serve as a sabotage alarm.

[n additon to this sabotage alarir, most professional con-
trol units include a plunger switch, known as a tamper
switch. This will detect when the door of the control unit has
been opened. As the tamper switch is on an instant loop, the
alarm will sound as soon as an intruder tries to disable the
system by damaging or turning off the control unt.

Often the control unit has an additional tamper switch
installed in the back. This switch will sound the alarm if the
control unit is removed from the wall. These two types of
plunger switches are of the NC type.

As the control unit is often located in a cupboard, this
door might also be fitted with anadditional sensor that
helps to guard the control unit, sounding the alarm when
the door to the cupboard is opened.

The control unit can most often be found in an accessible
but not easily seen place, such as a closet in the living room
or hall, a bedroom closet, or in the kitchen pantry. It will
most often be located in an accessible place, however, as it
must be reached frequently to be armed or disarmed. An
accessible Jocation is not required if an exterior switch is
used, of course. Instead of an exterior switch, an interior
switch can be used, but this switch will most often be locat-
ed in one of these accessible places, too, or else near the
main entrance.

The control unit must always be installed in an insu-
lated place, so there is generally no need to look in the
attic, in a garage, or in the basement. A control unit must
always he kept at room temperature. It is often firmly
attached to the wall and cannot be removed easily with-
out damaging both the wall and the control unit and also
triggering the alarm. Sometimes the actual control unit is
completely hidden, while the status of the system is
shown on a separate control panel instead. This panel,
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even if tampered with, cannot control the system. It will
only inform of the current status.

Modem alarm systems are often connected to the mor-
tise lock in the front door. The system will be disarmed
whenever the door lock is opened by the kev. Picking the
lock will produce the same result. One interesting way to
disable certain contrelunits is to remave the jumper wires
between the unused NC connection kerminals. This will, in
effect, open the switca, and as the control unit senses an
open circuit, it will produce an alarm. Such a minoar tam-
pering will leave the impression that the alarm system is
faulty, and this might well cause it to be turned off until a
maintenance man arrives. Of course, he will notice the real
problem. This method requires that the operative disabling
the system first gain entry to the control unit and then
know how to distinguish between the various switches.

WARNING DEVICES

Most alarms encountered will be localalarms (i.e.,
alarms that, when activated, will either make a loud noise
at or near the protected area, flood the site with light, or
both). There are also socalled remote alarms that transmit
the alarm signal to a remote paging unit or monitoring
station. These could be silent and not give any obvious
local indication thar an alarm has been transmitted.
Sometimes a combination of local and remote alarms will
be encountered.

Waming devices come in three basic shapes and in
numerous types. All of them are suitable for installation in
an alarm system, and any number or combination of warn-
ing devices can be used together. Most common are low -
voltage sirens or bells, but regular Klaxons are also used
fairly frequiently

The sirens are designed to emit a distinctive warbling
high/low tone that can be heard over a long distance. In
some alarm systems, a siren is used to indicate a burglary,
while another siren or a mechanical bell, emitting a steady
tone, is used to indicate a fire. An ordinary bell is, nowa-
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days, seldom used as an intruder warning device. Instead
of abell, a buzzer can be used, but this, too, is a dated wam-
ing device, now generally used only indoors or in factonies.

Today, the electric siren is absolutely the most com-
mon warning device used. A number of different types
are used, but the piezoelectric siren is characterized by
the lowest power requirements and is theretore often rec-
ommended. The warning device must usually be con-
nected to a battery in case of power failure, so a low level
of power is advantageous.

The siren in an intruder alarm system will invariably be
of the rise-fall type, as is used in most European countries
as a police siren. The design of the siren will not always be
the same, however. Some of them are designed for outdoor
use, while others are designed for indoor use only. The dif-
ference is not only in the level of protection against the
weather that its cover will afford the interior circuits, but
also in the noise these sirens will em.t.

The aim of the autdoor siren is to be heard for as long a
distance as possible, while that of the indoor siren is to
cause discomfort to the intruder by emitting a really ear-
splitting noise, thus scaring him away. For this reason,
sirens emitting low-frequency sound are used outdoors, as
thev have the longest range, while high-frequency-sound
sirens are used indoors. Their loud noise will serve as a
very effective psychological deterrent to an intruder.
Therefore, if the operative must perform a quick break-in
without bothering to disarm the alarm system, it is worth-
while to use ear protection.

Yet another warning device, similar to a siren, is the
pneumatic warning device. It relies on compressed air and
therefore does not need much power. The compressed air,
controlled by an electrical air regulztar, will produce a very
powerful sound when released. Most types of sirens will
produce a sound of at least 100 decibels or more, and sound
levels of up to 136 decibels are not uncommon.

Another type of warning device is the so-called silent
alarm. This is an automatic telephone dialer that will place
an emergency call to the owner, the local authorities, or
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somecne else, and then play a taped message indicating the
problem, whether it is a fire or a break-in. Telephone auto-
matic dialers and other remote signaling systems will be
detailed in the next section of this chapter.

Some alarm systems, especially those without a remote
key switch, will also use a small prealarm buzzer or piezo
sounder, which will sound during the entry delay time to
remind the owner to disarm his alarm system before the
real alarm is sounded.

Finally, there are strobe lights. This tvpe of warning
device is especially useful in a crowded neighborhood,
where it might be difficult to pinpomt the origin of a siren.
The strobe light, if installed. is often the weak link in an
alarm system. Such a light will be connected in parallel
with the siren or bell used as a warning device, as it is gen-
erally only an auxiliary system designed to scare away the
intruder and help pinpoint the source of the warning
sound from the siren. As this connects the strobe light elec-
trically to the same contzcts on the control unit as the siren,
the entire alarm will be rendered useless if an intruder first
inconspicuously short-circuits the strobe light. This can be
done with water if the strobe light is not sufficiently weath-
erproof or equipped with a tamper switch.

Of course, the wire can also be cut. For this reason, the
wiring will usually be hidden or at least out of reach.
Despite this, it is remarkable that so many alarm systems
can be disabled by simply cutting the wires to the siren or
to another warning device.

The waming device, whether a siren or a strobe light, will
often be mounted near thz eaves or the roof line of the build-
ing, at a position at least 2.7 meters high. It might include a
tamper switch and will generally be wired through the attic.
Needless to say, a favorite tactic of professional burglars is to
first of all break into the unprotected attic to locate and cut
the wiring to the siren and then break into the house.
Sometimes the warning device is instead mounted on a Jum-
ber or a metal pole, such as a television antenna. It is not
uncommon to mount it cirectly on the existing mast of the
television antenna. This is espedally true of strobe lights.
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Many, but not all, warning devices will come with a tam-
per switch, allowing the alarm to sound even if the siren is
tampered with. Of course, thisis worthless if no other warn-
ing device is present. Always look out for an extra hidden
waming device before you disable the main one.

In most countries, the sounder box will turn otf auto-
matically within a preset time, usually no longer than
twenty minutes, so as not to disturb the neighbors. The sys-
tem will then reset itself automatically. This might not
always be the case with the alarm system in a government
installation, however. Even if the ncise is tumed off, there is
often an affixed strobe light that will keep flashing until
someone manually resets the alarm.

REMOTE SIGNALING SYSTEMS AND AUTOMATIC DIALERS

Nowadays, manv alarm systems are linked to a tele-
phone. By using a separate, exdirectory telephone line used
only for outgoing calls, they are designed to raise the alarm
in a remote location in case of intrusion. These devices,
known alternatively as automated dialing equipment
(ADE), automatic dialers, autodialers, or telephone dialers,
are available in three slightly different varieties.

The reason for using an exdirectory line is that the alarm
cannot then be neutralized by calling the automatic dialer.
Placing such a call will effectively block the outgoing call.
In some countries, the telephone system allows all incom-
ing calls to be routed to a different number, thus freeing the
automatic dialer’s line.

The simplest type of automatic dialer is programmed to
dial the local police and then play a standard prerecorded
message stating that there is an irtruder in the house. Of
course, the message will also include relevant details, such
as the owner’s name, the address, and the telephone num-
ber. This system, although reliable in theory, is frequently
useless, as many police forces no longer have the manpow--
er to monitor the lines. Another diawback is that the auto-
matic dialer will not work if the intruder cuts or temporari-
ly disconnects the telephone lines. Furthermore, the auto-
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matic dialer will generally only dial its call once. If nobody
answers, then it is bad huck for the owner of the system.

Another version of this system works in the same way,
but instead of calling the police it will alert a neighbor or a
relative who will then call the police. This system is even
worse, as the friend might nat be at home, and, even if he is
home, the call will take still Jonger to reach the police. Here,
again, a cut line will effectively prevent the system from
sounding the alarm.

For these reasnns, the digital communicator is morc
popular. This is a more sophisticated system that is able to
dial a central monitoring station, usually the security com-
pany’s central control station or the main security station in
a corporate complex. Here, personnel will be on constant
duty to observe annunciators reporting on the condition of
the alarm system. The alarm call will consist of a series of
coded signals that comes up as text on a computer screen
which is manitored twenty-four hours a day by the staff.
Upon abserving these cignals on the screen, a statf member
will alert the police immediately and often dispatch a cor-
porate security team to the location as well.

The digital commuricator will continue to call until the
message gets through. Thus is determined by the receiving
station giving a correct code, which means that the messagc
has been understood. In this case, the digital communicator
might be programmed to call several numbers until it
receives a confirmation from one of them. Some systems
are designed instead to contirm by calling back within a
specified time. Generally, thistype of system isalso
designed to register any faults on the telephone line, thus
announcing the danger af a cut line. This system, too, relies
on using an exdirectory line.

Locations guarded by such systems are generally easy
to recognize, as the company that installed them will
advertise their presence with pasted signs. Systems of this
kind are almast always rented as parts of professionally
installed alarm systems and are subject to regular mainte-
nance inspections by the security company.

An even more advanced system, marketed in Britain and
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in certain other countries, also responds to a fire alarm_ ]t will
furthermore indicate exactly which zone or Joop the alarm
has been triggered in and what type it is. Any faults on either
the line or in the alarm system will also be reported.

The most exclusive alarm systems use direct private
lines rather than the ordinary telephone lines. In this case,
the alarm signal will be transmitted on a continuously
monitored private line to the security company’s central
monitoring station. Any fault or interference with the line
will be noticed. Such a svstem is in use only in high-risk
installations or on the premises of the extremely wealthy.

If an ex-directory or a private line has not been used, the
automatic dialer must always be connected as the primary
telephone in the house. This means that all incoming calls
must pass through the automatic dialer and then proceed
to the regular telephone. If this is not the case, the system,
even if it is hidden, can be easily disabled by removing the
regular telephone’s handset from the hook.

Some automatic dialers have their own built-in backup
batteries, which allow them to work tor several hours even
if the power is cut. The power will ordinarily come either
from the control unit or from a separate AC power adapter.

The recorded message will either be on a magnetic tape,
in which case the owner can record his own message, or it
will be a prerecorded computerized voice. Most automatic
dialers can be programmed withup to three telephone
numbers, all of which will be called in order.

An interesting point about some of these systems, espe-
cially the British ones, is that some police forces insist that
the siren, if one is used in conjunction with the remote sig-
naling device, have a built-in delay so that it will sound the
alarm three to five minutes after the message has been
relayed to the police. This is to give the police a greater
chancc of the catching the intruder in the act.

It should alsa be noted that even if the automatic dialer is
connected to a security company, itis by no means certain
that they will care to respond to a single indication of a trig-
gered alarm. False alarms are now so common that most
companies of this type will wait until they first have received
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an alarm from an extemal detectar, then from a perimeter
detector, and finally from an interior detector, indicating that
this is a serious intrusion attempt. Only then will they dis-
patch a patrol or call the police. This reluctance to respond to
false alarms will give the operative a few valuable minutes in
which to execute his mission and get away.

A radio transmuitter can also be used as an automated
dialing system. In this case, it is mast commaon to use a
transmitter in the frequency-range around 27 MHz, as this
1s most commonly used in personal paging systems. A
radio system utilized in this way is most common in
advanced alarm svstemsin vehicles, boats, and ather
places in which there isno regular telephone connection.

The suitability of theantenna is the most important factor,
as this will determine the range of the system. If the antenna
is removed, or covered by a metal box, the transmission will
suffer a severely decreased range or even disappear com-
pletely. Naturally, no remote alarm will then be sounded.

AccESs AND Eximt CONTROL SYSTEMS

Access contral is the means by which only authorized
persons are allowed to enter a building or flat while unau-
thorized persons are kept out. Such a system is commonly
designed around an exit-entry control system and /or a sys-
tem to arm and disarm the alarm svstem. For these purpos-
es, there will be an authorized access switch that makes all
or parts of an alarm system inoperative in order to permit
authorized access.

In most doors the mechanical lock is the only access con-
trol system. There are, however, a large number of other
possibilities, mechanical and electrical, sometunes used
only as keyless locking devices, but sometimes also used
together with alarm sv<tems. In the latter case, the cystem
will definitely rely on electrical contral switches. Most of
these control systems require the use of combination codes.
See Chapter 2 for more information on this.

Electrically operated locks are becoming more and more
popular, especially in industrial installations and offices. So

Alarm Systems, Semsors, and How lo Avoid Them 127



far, however, electrically actuated release catches are mare
common than pure electronic locks. These units operate on
low voltage, otten 24 V. For this reason, they need trans-
formers. Locks that are normally locked will be unlocked
when the system is energized. On the other hand, those
that are normally unlocked will lock when the unit is ener-
gized. The first option is of course most commonly encoun-
tered by an operative desiring lo enter.

[t is sometimes possible to enter by connecting a high
power source to the lock, thus cverloading the circuit.
However, there is also another factor that must be taken
into account. Some locks of this type are so called fail-safe.
This means that they will automatcally unlock if the power
fails, such as might happen in an emergency such as a fire.
This is to provide a safe escape route, of course, but it can
serve equally well for purposes of gaining entry to the
premises. In short, tampering with the power supply might
well open a Jock of this type, as .ong as you know what
type of locking device you are dealing with.

Also note that there might be a considerable distance
between the actual lock and the remote control unit. Most
commonly, the control unit is next to the door, and it is
always built around a control switch. There are many types
of control switches. Among them are digital access control
systems, electronic or mechanical card access control sys-
tems, lock switches, remote control switches, delayed
alarms, and ordinary key switches. The various systems
may rely on number code combinations, coded cards, or
plastic keys instead of metal keys. This is common in hotels
and in many hospitals, for instance. As these svstems are
quite often electronic, they are also frequently connected to
a registration unit, able to record when a certain code or
key is used and where, if the system includes more than
one lock.

The digital access control system is perhaps the most
common of these systems. It usually consists of two parts:
an access control keyboard and a program unit. Such a sys-
tem can possibly use ten thousand different code combina-
tions. Every legitimate user might have an individual code,
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or evervone might use the same one. The code might be
used far opening the lock or for disarming or arming the
alarm system.

Less commonly, a dial of the type used in combination
locks can also be used inthis device. Both types are very pop-
ular with large companies, as it might be necessary to change
the code from time to time, such as when staff is replaced.

There are digital systems that only close the circuit
momentarily, thus turing off the alarm system and/or
opening the door for up to ten seconds or so. Others remain
closed until the caode is reentered. Some systems allow the
use of different codes for different individuals. Most of
these switches will only disarm one loop, consisting of the
sensors that guard the nearest way to the control unit, so
that the owner can proceed there immediately to disarm
the entire system.

Usually the code will consist of either four ar six digits.
Occasionally the four-digit code will serve as a code lock,
while the six digits will arm or disarm the alarm system.
Sometimes the lock will not unlock until the alarm system
has been disarmed. It is also common for the code lock to
temporarily black another attempt if the code entered is the
wrong one. This is to discourage attempts to enter by using
random combinations. Some systems go even further, trig-
gering an alarm when a preset number of incorrect combi-
nations has been entered.

Most systems of this type will also have a preset timer
that is activated when the first digit of the code combina-
tion is entered. If the remainder of the code is not entered
hefore the time expires, the entry is canceled.

Yet another interesting teature of some of these systems
is what is known as a duress alarm. This is connected to an
alarm system and a warning device, such as a siren. A
silent alarm is also a real possibility here. The duress alarm
is activated by depressing the correct combination code but
replacing the last digit with a predetermined other digit,
known as the duress digit. This will or will not open the
lock, depending on the programming, but it will definitely
trigger the alarm. This is to warn against entry made under
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duress, for instance, by an employee who is held at gun-
point by an intruder. Technically, this system is a momen-
tary switch with NO switch contacts.

Another unit, very often used in conjunction with this
device, is the card reader. A card-based access control sys-
tem is easy to use and therefore popular in large corpora-
tions and government installations. The card reader is situ-
ated next to the door, requiring the person wishing to enter
to both insert his coded access card in the reader and punch
his personal code on the keyboard.

The plastic cards for these locks are of two ditterent
types. They can either rely ona magnetic code, in the same
way as a credit card, or they can have various optically read
numbers or figures. In either case, the card must be entered
into a slot or passed through a card reader situated at the
door. There are also systems in which the card reader is
invisible, hidden in the wall next tothe doar, and the card is
simply displayed roughly 30 centimeters from the reader in
the wall.

Whatever type is used, the card will have acode that
allows entry through only one or several doors, depending
on the design and programming. All cards can have the
same code, or individual codes might be used instead. The
system is extremely flexible. A plastic key with a code in it
can also be used. This works exactly like the card keys but
is designed to be carried like an ordinary key on a key ring.

In certam of these locks, however, the system is not elec-
tronic but mechanical, even thougl the key is still replaced
by a plastic card. When a plasticcard with holes in it is
used. the lock is definitely mechanical. The holes in the
card will fit exactly to a number of balls within the lock. The
lock can be individually coded, and the code can be
changed easily. The card might have a code allowing access
through several doors or only one. Note that this is not a
real code, but only a means of ensuring that the card fits
into its slot in order to open the docr. Consequently, it is the
same as the cuts on a regular key.

A door protected by a code lock or card lock will often
have an alarm sensor as well, which will sound the alarm if
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the door remains open too long. Sometimes this will only
be a buzzer to indicate that the door must be closed, but
occasionally a real warning device will be used.

Electronic locks may also take advantage of bime coding.
This is a system that is programmed to allow or deny access,
depending on the time of the day or night. Every legitimate
user might be allowed to enter during ordinary office hours,
but only key personnel will be permitted to enter after otfice
hours. When a system of this complexity is used, an automat-
ic registration unit will almost certainly exist. A system of
this tvpe can be made very flexible indeed.

If a card is lost, the code (if onc is being used) will bhe
changed as soon as the owner becomes aware aof the loss.
The person who lost the card will simply be issued a new
card and a new code. Changing the code is a quick process.
The number of possible combinations is very high.

It is difticult to bypass access control systems of this
type. The kevboards and card readers might be vulnerable
to weather, but this will not allow access; it will only pre-
vent it further. There are, however, a few ways of cheating
such a system.

1f the same code has been used for a very long time, it is
sometimes possible to see which numbers are being used,
as wear and tear together with dirt will show which keys
are used most commonly. The combination is then not
obvious, of course , but the number of possible combina-
tions will decrease significantly. This has often helped the
enterprising operative to gain entrance.

Another common way of learning the code, at least in
those locations where no card is required, is to simply
observe somebody entering from a distance. However,
many keyboards have been fitted with protective covers to
prevent this from happening.

Electric digital rode switches can sametimes be shorted
by connecting a high-power cable to them instead of the
ordinary low-power cable normally used. This might open
the lock, but only if it is of the correct tvpe, the one that will
unlock when eneryized.

In private homes, the access control is usually simpler.
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One common access control system is the lock switch. This
device fulfills two purposes. The Lirst is to disarm the alarm
svstem, while the second is to unlock the door. The system
is usually installed in the mortise lock in the front door (see
the section of this chapter on lock switches built into stan-
dard, mechanical mortise locks). Ttis is common in private
homes, where the number of keys is limited. When this sys-
tem is used, the door and its frame will often be protected
by an inertia sensor, for instance (see the section on vibra-
tion detectors and inertia sensors in Chapter 7).

Remote control switches are another possibility. They
come in two major tvpes. The most common is the radio
transmitter operated switch, but infrared operated switch-
es are also used commonly. This system is often used in
garage doors. The remote control will open the door and
disarm the alarm system at the same time. Remote control
switches, especially of the radio frequency (RF) type, are
also common in perimeter alarm systems around outlying
sheds and stores. The alarm is then built around the sensors
mounted on the surrounding tence, but the remote control
device can arm and disarm the cantrol unit, located inside
the shed or store. The range will then be around 70 meters,
which is usually enough.

The radio transmitter will transmit a digitally coded
signal. This signal, when recognized by the receiver
switch, will arm or disarm the alarm system, or parts of it,
if so desired.

Delayed alarm systems are also common. The alarm will
simply be delayed so that the operator has enough time to
reach the contral unit and turn off the system before the
alarm is sounded. The delayed alarm was described in
more detail in the first section of this chapter.

[t should be pointed out that some corporate alarm svs-
tems are not armed and disarmed manually at all. Instead
they rely on a timer switch that will turn the alarm system
an and off before and atter office hours. Note that the time
will not necessarily be the same every day of the week

A key switch, finally, is exactly the same as a standard
lock, but it is connected to the alarm system. It is usually in

I

132 Expedient 8 & E




a small box, protected zgainst sabotage by a tamper switch,
and located outside the building. As the switch can some-
times be tampered with by exposing the wires going to the
kev switch, it is often at least set into hard material and is
usually also protected by an inertia sensor.

Electric locks were described previously, but another
problem might be electromagnetic locks. These are used in
hospitals, banks, prisons, airports, and numerous other
high-risk installations. The interesting thing about the elec-
tromagnetic lock is that it can exert a very strong holding
force. In fact, the lock consists of two components, the lock
itselt and its armature (fig. 72). The lock is mounted to the
door frame, while the armature is mounted to the door.
Both mountings are designed to be sturdy and resistant to
physical abuse. The lock and the armature will make con-

Figure 72, Electramagnmetic lock.
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tact when the door is closed. Locking, or activating, the lock
will cause the two units to be magnretically attracted to each
other and hold together. The wiring will be factory-made
and includes tamper-resistant circuits. The easiest way to
disable the electromagnetic lockis to deprive it of energy.
However, this is not always so easy.

LOCK SWITCHES BULLT INTO STANDARD MECHANICAL
MORTISE Locks

A lock switch can also be built into a standard mechani-
cal morhse lock (fig. 73). The lock switch fulfills twa pur-
poses. The first is to disarm the alarm system, while the
second is to unlock the door. The standard key to the lock
is used, and while the key will unlock the lock, the switch
will disarm the alarm
system. The system is
usually installed in the
mortise Jock in the front
door, although other
secure locks, such as
tubular locks, might
also be used for this
purpose.

This device is com-
mon in private homes,
H where the number of

o keys is limited. When
R this system is used, the
door and its frame will
often be protected by an
inerha sensor. It is pos-
sible to pick this lock.
An even greater danger
is the key to the lock, as
this will not only allow

D]

® Figure 73. Lock saitch
tnstalled i mortise lock.
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entry to the building but disarm the entire alarm system
as well.

I'he lock switch is a standard contact switch, which is
mounted inside the lock next to the latch bolt. The switch
will react when the latch bolt is moved to the locked or
unlocked position. Such a switch is, in itself, relatively easv
to manipulate, so other means of protecting the switch are
usually installed.
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Figure 74. The jumper cable terminal and its position on the doaor

frame.

One efficient protective system is to use a mortise lock
along with an inertia sensor built into one of the jumper
cable terminals mounted on the door frame (fig. 74). This
sensor will protect both the lock and the door. There is also
an LED in the face of the Jock. This LED will not only indi-
cate that the alarm is armed by flashing, it will also work as
a sabotage protection, as its circuit will trigger the alarm it
it or the lock is damaged. Furthermore, if the power is not
sufficient, the LED will stop flashing and instead remain on
conbnuously. This also happens if the alarm has been trig-
gered. The svstem will reset automatically every time the
door is locked.

The switch circuit is a NO system, open when the lock is
locked and closed when the lock is unlocked. The wire is
usually of the four-corductor type, however, two of them
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being the NO circuit and the other two the NC sabotage
defense. The wiring is run either through a diagonal hole in
the door or on top of the door. Analarm of this type can
also be used if several doors are to be used as main
entrances. The locks and their systems will then be connect-
ed in parallel. Then the alarm system will be disarmed
whenever any of the locks are unlocked. However, the sys-
tem will be armed only when the last unlocked lock is final-
ly locked.

POWER SUPPLY AND BATTERIES

Most alarm systems are powered through the control unit.
Cenerally, the power supply is housed in a separate trans-
former box plugged directly into a wall outlet. The trans-
former converts the AC current to 12 volts DC, which is used
for the entire alarm system. The transformer is attached to
the contral unit by an ordinary two~<onductor wire.

If the intruder can legitimately gain entrance to the build-
ing to be searched, for instance during office hours, it is
sometimes possible to locate the transformer and simply
remove it from the wall outlet. As most alarm systems will
have a battery backup power source, the alarm system will
switch to battery power at once, usually without alerting the
inhabitants of the house. This is generally enough tolast for
several hours, but it will run out scon after the occupants
have left the building in the evening or gone to bed at night.
Such a method is often helped by the fact that most wall out-
lets are in low and inconspicuous locations, such as behind
furniture. Even though the control box might be checked in
the evening, the transformer will most often not be checked.

Backup batteries are commonly used because burglars
have learned to shut off the electricity in the house they are
going to enter. The backup batteries are rechargeable and
are usually installed in the control unit. The rate of dis-
charge depends mainly on whether a siren has been ach-
vated or not, as this consumes a large amount of power, but
the backup protection will generally last for around three
hours—or less if the siren is used.
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It should be noted, however, that in many European
countries the backup batteries are more often designed to
last for at least twenty-four hours or even seventy-two
hours (a normal weekend). If the alarm system has no back-
up batteries, the system will always come back on armed if
the AC power has been cut off temporarily.

Some control units will check the status of the batteries
each time the system is armed or disarmed. This is to
inform the user of the fact that power is low.

As a curioaity, it might be mentioned that Lertain exter-
nal control panels, installed to monitor the current status of
the alarm svstem, also monitor the fact that the current
required to recharge the backup batteries is insufficient.
This is to advise the owner that he must check and possibly
repair this function. Opportunist burglars are thankful for
this information, as they then know that it is safe to break
into the house as long as they cut the power first.

WIRING

Most wiring connecting the various sensors to the con-
trol unit will be concealed, or at least located very unobtru-
sively. The wiring is frequently run inside the interior
walls. A small hole will be drilled near the sensar. The
wiring will go through this hole into a larger hole in the
sole or top plate in the tasement or the attic. The wiring
will be run there, following the attic or basement unbl it
once again penetrates into and surfaces through a small
hole next to the control unit.

Wiring can also be h‘ldden under carpeting, beneath
floorboards and masonry trim, or behind furniture. It is
generally not placed where it might get damaged by water,
excessive moisture, or local pests (rats and other rodents
lend to bite through electrical wiring).

It was mentioned above that a laop of NC switches is
often run together with the NO loop 1 a four-strand cable
to serve as a sabotage alarm. This is not the only way of
pratecting the alarm system against sabotage. The most
inconspicuous defense is the balanced alarm system. This
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is impossible to detect from the outside or even from the
inside of the building, as long as the control unit is not
tound and opened.

A balanced system consists of a number of sensors, just
as an ordinary system, but every sensor will be fitted with
a unique resistor. The control unit will then be adjusted to
recognize the total resistance of the system. If one sensor
is shorted or bypassed, the control unit will detect a
decrease in the system’s total resistance. This will trigger
the alarm immediately.

It should also be remembered that some contemporary
alarm systems utilize built-in computers to control the sys-
tem. This means, among other things, that any changes in
the system’s status will be recorded, even if the alarm has
not been sounded.

More advanced alarm systems will employ computer-
1ized communication on two or four wires to further protect
the system against sabotage. The computer will regularly
query the vanious detectors about their status. The entire
net of wiring will be monitored in the same way. As this
system is almost always connected to a central alarm, the
entire system, including any detected irregularities as well
as triggered alarms, can be presented on a computer moni-
tor. One example of this system is the U.S. Vindicator sys-
tem, installed to protect air bases and important defense
industries but now commercially available to major com-
panies as well.

In this case, every detector is ccnnected to a transpon-
der, which will report through time-multiplexing every
change in wiring or any indication given by the detector.
These reports will be presented in real time to an alarm
operator in the security central. The system is therefore
extremely difficult to bypass, and here it is definitely easier
to try to subvert the human computer opcerator in the sys-
tem, as he is the weakest link in the chain.

WIRELESS SYSTEMS

Wireless alarm systems are also used fairly frequently.
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They are more expensive, but they are alsa easier to install
than the wired systems. Such an alarm system consists of a
central pracessor unit and one or mare detection devices.
All these companents communicate by using radio waves.
The radio frequencies used are supposedly free of interfer-
ence fcom any other radio—controlled equipment such as
the communication radios in passing taxis and police cars.

The entire alarm system is controlled by a small radio
touch-pad, about the size of a pocket calculator. This
retnute contrul can be used to activate the alarm from any-
where in the house. It can also be used as a personal attack
alarm, or panic button, wherever the user is, whether in the
house or outside in an adjacent garden or garage.

In the United States, some wireless alarm systems are
available that not only sound the alarm but also regulate
the turning on and off of lights and other electric appli-
ances, such as television sets. These devices are supposed
to scare away intruders by pretending that somebody is in
the house, even when it is in fact empty. This device is
either battery-powered, or it takes its power directly from
the AC power supply. In the latter case, the enbire system
will fail if the power is cut. If hatteries are being used
instead, the battery-powered transmitters will be super-
vised every ninety minutes or so to determine battery and
functional condition. This will safeguard against loss of
power, but only as long as the control unit itself remains
powered, of course.

Wireless alarm systems must not be mixed up with self-
contained alarm systems. The latter also sometimesrely on
radio, but work in a dif’erent way. A real wireless alarm
system is in effect a separate—companents system, but using
radio waves instead of wiring.
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CHAPTER 7

Alarm Sensors

here are many different ty pes of sensors, and

they are often categorized broadly as active and

passive. Active sensors create a field and detect a

disturbance in that field, while passive sensors

detect natural radiation or radiation distur-
bances without themselves emitting the radiation on which
the sensor ‘s operation depends.

Sensors are also divided into categories based on the
area or parhcular point that they protect. Perimeter protec-
tion prevents access to the outer limits of a protected area
by means of physical barriers, sensors on these barriers, or
external sensors not associated with any phvsical barrier.
Interior protection is a line of protection along the interior
boundary of a protected area, usually a building, including
all points through which entry can be made. Area protec-
ton, finally, covers an inner space or volume of a secured
area by means of a volumetric sensor, or a sensor with a
detection zone that extends over a volume, such as an
entire room.

MAGXETIC REED SWITCHES AND WIRE CONTACT SYSTEMS
A magnetic reed switch is an alarm system detection
device in which a disruption of the magnetic field between

two points causes a break in the electrical current. This
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Figure 75. Magnetic
reed switch.

break signals the control unit to activate the alarm.
Magnetic reed switches (fig. 75) are among the most com-
mon alarm sensors in use today.

Magnetic reed switches are a type of magnetic switch
that consists of electrical contacts formed by two thin, mag-
netically actuated, reedlike metal vanes, held in position
(normally open or normally closed) within a sealed glass
tube. The tube is enclosed in a metal or plastic case. The
device works on the principle of magnetic attraction. The
sealed metal contacts are positioned in such a way that
when a sufficiently strong magnetic field is present, they
are either pulled together or pushed apart (fig. 76). ¥YWhen
the magnetic field is removed, the metal contacts will natu-
rally move in opposite directions.

The reed switch is therefore composed of two separate
units: the magnetically actuated switch and a large magnet,
which is enclosed in a similar plastic housing.

The contacts within an NO reed switch do not touch
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Figure 76. NO and NC magmetic reed suntches.

when the magnetic field is strong enough. The loop will
be normally open. But when the magnet is removed, the
contacts will be pulled together, closing the contacts. Of
course, the opposite is true of the NC reed switch, in
which the contacts are closed when the magnetic field is
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affecting them. If the magnet is removed, the contacts
will open.

The magnetic reed switches are set 1nto the doors and
windows in each zone, either surface mounted or recessed.
Recessed switches (fig. 77) are invisible when the door or
window is closed, being set into recesses in the trame. For
this reason, they are not as easily tampered with as the sur-
face-mounted reed switches. The circuit will be broken
whenever the door is opened, and this will trigger the alarm.

Figure 77. Recessed magnetic revd switch.

The switch is usually mounted in a fixed position, such
as awindow frame ar a door jamb, opposite the magnet,
while the magnet is fastened to the window or door. When
the window or door is opened, the removal of the magnet
will force the switch contacts to change status. This will
open or close them, depending on the type of switch. In
either case, the alarm will sound.

NC reed switches are the most common, as they are
most secure. Of course, NO reed switches can also be used,
but, once again, Lhey can be ciccumvented by simply cut-
ting the wiring.

Magnetic reed switches will be found as far away as
possible from the hinges, as they then will trigger the alarm
even if the door or window is only partially opened. The
switch will generally only be located near the hinges if the
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owner wants to openthe window at night for ventilation.
An ordinary reed switch generally triggers when the mag-
net is moved away more than about 2 or 3 centimeters,
although some switches, so-called wide gap switches,
allow the window to bz opened 5 centimeters or so. The lat-
ter switches are used when the construction of the window
or door does not allow the two pieces to be mounted close-
ly together They are also used if the awner of the system
wishes to keep a window slightly open for ventilation.

Reed swilches come in different shapes and brands, but
they are typically about 3 1/2 to 4 centimeters long and a
little more than a centimeter thick and wide. They are, for
obvious reasons, always mounted in pairs, one of the
pieces (always the one on the moving part of the door or
window) housing the magnet and the other housing the
stationary switch part mounted on the door jamb or win-
dow sill. When the window or door is closed, the two parts
will be very close to each other. Look out for the wiring,
which is sometimes hidden in the wood. The terminal
screws for the wiring will generally be visible, however.

Some alarm systems also include miniature reed switch-
es. They work in exactly the same way as ordinary reed
switchesbut must be aligned properly and placed very
close to each other, as the magnet is smaller and the mag-
netic field consequently not as strong.

Sometimes reed switches can be found in other loca-
tions, protecting, for instance, cabinet and cupboard doors,
internal doors, or even garden gates.

It should be mentioned that some selfcontained win-
dow /door alarm systems also rely on magnetic reed
switches. The only difference is that the switch section is
fully integrated with the contral urut. Some of these devices
can even double as door chimes when disarmed.

Magnetic reed switches are generally located in a sepa-
rate loop, as they will only sound the alarm once if the
intruder leaves the door or window open after entering. [f
they are positioned in a loop together with other sensors,
this loop can easily be nullified by leaving the reed switch
and its magnet well apart from each other. No other sensor
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—_—— Figure 78. Wire contacts.
7
can then sound the alarm after it has
/ been sounded once by the reed switch.
§ Wire contact systems are now very
4 old-fashioned, but they can stll be found
— occasionally. The wire contact switch

relies upon a wire or thread that is con-
nected both to the switch and to another,
fixed point. The switch will sound the alarm if the thread is
either put under tension or slackened. As the thread is gen-
erally an electrically conductive wire, the wire will also
funcHon as a sabotage alarm. Therefore, the alarm will
sound if the wire is cut or broken. Wire systems of this kind
are generally used to protect windows and walls (fig. 78) or
serve as external alarms in gardens, for instance.

WinDOW FoiL

Adhesive window foil, although nowadays clearly
dated as an alarm sensor, 1s still in common use, especially
in shops. It is not commonly used in residential alarm sys-
tems. Window foil looks like silvery lead foil and can be
found around the edges of the window (fig. 79). The foil
consists of thin metallic strips made

]| ofalead-aJuminum alloy, which are
J P 78" cemented to the protected surface,
e T usually glass in a door or window.
lize i J The metallic strips are connected to a
— —=a  Closed electrical circuit. If the protect-

ed material is broken, and the foil as
well, the circuit opens. This will initi-
ate the alarm. Sometimes foil is sim-

Figure 79. Window fo1l.

ply called tape.

Window foil has many disadvantages. The main one is
that a foil alarm is a one-time alarm only. When the win-
dow has been broken and the alarm has sounded once,
anybody is free to enter until the window and the circuit
have been repaired. Another disadvantage is that the foil
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deteriorates with age and often becomes too brittle to
function aftter a few years. Yet another disadvantage is
that the foil will nat sound the alarm if the intruder simply
cuts the window open with a diamond, without breaking
the foil. Then repair or replacement is necessary. Finally,
windows protected by foil generally cannot be opened.
For these reasons, other alarm sensors, such as glass
breakage detectors, are better investments and are there-
fore used more commonly.

[f the foil is installed on a window that needs ta be
opened occasiomally, it will be connected to a contact strip,
which is used to disconnect the wires from the window foil
block The spring section is mounted on the window itself,
while the contact plate is on the window sill. The metal tabs
an both sides of the switch must make good contact.

The connection between the window foil and the control
unit is, under normal circumstances, active only when the
window is closed. Window' foil is used with the NC circuits
of the system. It must therefore be disconnected if the win-
dow is to be opened. If so, the switch must be prepared for
a coiled jumpcer wire that will temporarily bridge the gap
between the two parts of the contact strip.

There have been attempts to make more reliable ver-
sions of window foil. Certain manufacturers of insulated
windows include a very narrow and thin metal strip in the
glass, usually hidden by the rubber strip used far insulat-
ing the window. They reason that the strip will break if the
window is broken. This alarm system is more safe, as the
metal strip is effectively invisible and securely lacated, pro-
tected by the glass. However, this is also a ane-time-only
alarm and suffers most of the same disadvantages as ordi-
nary window foil.

WINDOWPANE-MOUNTED GLASS BREAKAGE DETECTORS
Glass breakage detectors (fig. 80) come in several different
types, but they all are designed to detect when a window is

broken or otherwise removed from its frame. In either case,
the sensor is attached to the glass on the inside of the win-
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Figqure 81. Yibration detector.

dow. The sensor is fastened with
double-sided adhesive tape, but it
can be removed easily if required.
There are versions available both as
NC and NO switches. One detector
per window is generally sufficient,
unless the windows are very large,
such as in major offices or shops.

So far, the three most common
types of glass breakage detectors
include the mercury switch type, the
weighted aim type, and the electron-
= || EE— [~ ic or “tuning fork” type.

The mercury switch type, obvi-
ously, relies on mercury. At room temperature, mercury is a
liquid metal that conducts electricity. The detector is
designed to have a small pool ¢f mercury nearan NO
switch. If the glass in the window on which the detector is
mounted is broken or severely shaken, the switch will be
tilted or moved and the mercury will come into contact
with the switch terminals. This will close the switch and
trigger the alarm.

The weighted arm type uses a movable internal contact
that is weighted so it remains in one posihion. However,
most vibrations will make the arm move. This will either
complete or break an internal switch contact, depending on
how it is designed. The contact will trigger the alarm.

The electronic glass breakage detector uses an intemmal
tuning fork which vibrates when the window is broken or
jimmied. The vibrating tuning fork trigpers the alarm.

Glass breakage detectors of these types, in the same way
as window foil, can nse a contact strip if the window needs
to be opened sometimes. All of them share the same prob-
lem, however. They are susceptible to any vibrations in the
window, including those caused by the wind. This might
produce numerous false alarms, espedially if the window is
not installed in its frame tightly. For this reason, other types
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of glass breakage detectors have been intraduced that work
by detecting the sound frequencies emitted by breaking
float glass and /or shattered window frames.

This type of detectar can detect and identify the special
naise that is heard when glass is smashed, when a diamond
is used for cutting glass, or when metal hits glass. For this
purpose, the detector incorparates a piezoelectric micro-
phone with a resonating frequency within the range emit-
ted when glass is broken. Another option is a microphone
sensitive to frequencies above 6C kliz, so that the glass
breakage detector is not sensitive to noise in lower trequen-
cies, such as that which results from heavy trattic. The
detector is generally fixed to the glass it is protecting,
although some can also be put on adjacent walls. The latter
tvpe will be detailed in the next section of this chapter.

The kind of glass is important, as the majority of these
glass brecakage detectors will anly react to that of breaking
float glass, but not to -he sounds of breaking laminated,
tempered, or wired glass. Some of these detectors are also
susceptible to false alarms, being set off by the sound fre-
quencics of raltling kevs ar bottles, for instance.

VIBRATION DETECTORS AND INFRTTA SENSORS

A vibration detector is one which is placed on walls or
window frames to register vibration caused by blows,
dnlling, or breaking glass (fig. 51). Self-contained units, to be

fixed to doors, are also
1 ————————x3 available. The sensor will

' l signal an alarm whenever it

[ // / | registers the kind of vibra-

/ ; tions that it 1s programmed

/ toidentify as signifying an

attack. Vibration delcclors,

// 7/ or shock sensors, come in

{ | d _|l different types, same of

' them relving on mechanical

means and others working
Figure 80. Glass breakage detector. on electronic prinCiples.
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The most common vibration detector is still the pendu-
lum alarm. T'hisisa mechanical detector that relies on a
pendulum switch, used to sense vibration or motion. It is
designed with a set of NO contacls that come into contact
with each other when the switch ismoved or shaken. The
switch can also be of the NC tvpe, with the pendulum
breaking the circuit whenever it is moved or shaken.

Although the sensitivity of these older sensors can be man-
ually adjusted by turning a screw:, they have a tendncey to pro-
duce false alarm. The reason is thal low-frequency noisce, such
as that from heavy trafficand many other sources, will create
enough vibration to set off the alarm. For this reason, a new
type of vibration detector, the piezaelectric sensar, has been
introduced. In appearance, it 1s similar to the older types.

This is a sensor that is sensitive onlv to high-frequency
vibrations, such as those emitted ty breaking objects. The
sensor conlains piezoelectric crystals, a crystalline material
that will develop a voltage when subjected to mechanical
stress or severe vibration. The voltage will trigger the
alarm. This sensor is often used en walls, windows, and
doars. The sensitivity can be adjusied, and the chosen sen-
sitivity will be remembered by a remary circuit. As semi-
conductors are used, the piezoelectric sensor has no mov-
ing parts. The piezoelectric sensor s, in fact, a kind of glass
breakage detector but of a tvpe that is not limited to being
affixed to the window pane.

Similar devices work according to a different principle.
These are acoustical detectors mounted near windows, gen-
erally in the ceiling. The detector is then able to guard a num-
ber of windowpanes within its range. This detector is sensi-
tive to the noise of breaking glass, shattering wood, and other
types of noise signifying a break-in. Its range is offen around
15 meters. The detector contains an advanced digital filter,
which will ensure that lower frequency backgraund noise
will not trigger the alarm. The filter will usually set the lower
limit at 5 kHz, but this is often adjustable to between 2 to 10
kHz. Likewise, noise that builds up gradually, such as from
cars, aircraft, and vehicle brakes, will not trigger the alarm.
This prevents false alarms to a large degree.
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The system works on the principle of audio discrimina-
tion. This is the processof electronically separating normal
everyday sounds, such as voices. telephanes, etc., from
break-in tvpe noises such as are caused by breaking glass,
prying metal, or forcinga door open.

Highly sophisticated sound detectors can easily respond
to the sound of a window being smashed. The detectar will
then respond to the brief time lapse between the sound of
the window being smashed and the tinkle of falling shat-
tered glass. Some of these detectors arce 3o sophiaticated
that they can even dis:inguish betwcen the sounds of a
breaking window and a breaking bottle. There might also
be a bistening-in function that allows a central security sta-
Hon to listen in on what is happening in the room through
the use of an automatic dialer vr some similar equipment.
This is made possible by the electret microphone built inta
the sensor. [hese alarm sensors generallv—but not
always—work with NC switches.

The most recent type of vibration detector is the inertia
sensor. This device loaks virtually identical to the other
types of vibration detectors. It is an intelligent vibration
detector and, consequently, requires a special control unit
to analyze the complex signals fram the sensor. The princi-
ple of this scnsor is a comparatively heavy contact element,
which rests on a contact surface that is mechanically con-
nected to the cover of the detector. The contact element will
not vibrate with the frequencies that are emitted when
glass is broken or whenmetal strikes glass. The rest of the
sensor will, however.

Higher frequencies therefore give rise to a burst of
short-duration breaks, which are analyzed in the control
unit. When the number of short-duration breaks reach and
exceed a threshold value, the alarm will be triggered. This
will onlly happen when thie vibialions aie stiong enough to
indicate a real break-in attempt. Clearly, determining the
likelihood of a real intrusion is a very complicated process,
and only a comparatively complex control unit can do so.
Therefaore, these sensors have other control units in addi-
ton to the central control unit of the alarm system.
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Inertia sensors are also otten fcund in cars, caravans,
and on containers. One such sensor with its special control
unit, is sufficient to guard the entire perimeter (i.e.. the shell
af the construction). When properly installed, the inertia
sensor is a very reliable alarm sensor.

INFRASOUND DCTOCTORS

This is a fairly new type of detector, sometimes used for
perimeter alans in houses sod incether aclatively enclosed
objects, with a floor space not larger than 400 square
mcters. One detector is sufficient even in a hause with sev-
eral tloors, as long as the total arcais not too big. It works
by detecting sound within the frequency range of 1 tod Hz.
Tlus is called infrasound, as it is below the sound level nor-
mally audible to the human ear Such sound appears
because of the change in air pressure that takes place when
a window or a door is being opered. Changes in the air
pressure always take place whenthe enclosing material
changoes its nature.

It is perfectly possible to movearound in the building
when the alarm svstem is armed, as long as no door or win-
dow is opened. As only one sensor is necessarv, this alarm
is very quick and easy to install.

The disadvantage of this system is that it is a one-time
alarm only. If an intruder leaves the door or window open,
the alarm will only sound ance—when the door or window
is first opened. Infrasound detectors are therefore usually
used with other types of trap alarms.

The infrasound detector can be hidden almost any-
where—under a staircase or behind a cupboard ora cur-
tain, for instance. A good sensor of this type will automati-
cally compensate for natural infrasounds, such as those
emanating from strong winds.

Fitt D EFFECT SENSORS

The field effect sensor relies on the principle of capacity
changes between the guarded object and earth or between
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extended conductors or foils. In effect, it works like a radio
transmitter and receiver.

If somebody is moving in the field between the trans-
mitter and the receiver, there will be interferences in the
received signal. This will trigger the alarm. For this rea-
son, these sensors are sometimes known as field distur-
bance sensors.

Capacity changes can be indicated in different ways. If a
metal safe is to be protected, it can be connected to a fre-
quency-dctermining resonance circuil. This resonanice ¢ir-
cuit will control an oscillator, whose output frequency will
be compared to a fixed frequency within the range of 100
kHz ta 10 MHz. The vanations in frequency will be detect-
ed and analyzed. If a predetermined threshold value is
exceeded, the alarm will sound.

Likewise, a building can be fitted with two encircling
conductors, approximately 1 meler apart. One will be the
transmitting antenna, in effect the antenna to a long wave
radio transmitter, while the other will be the receiving
antenna (fig. 82). The system will detect and analyze the
differences in the received signal caused by an intruder
approaching the pretected area.

Figure 82. Field effect sersors.

Field effect sensurs generally consist of two ar more
wires running parallel along the protected area. The wires
will be connected to the wall or fence by insulators.
Particular care will have been taken to position the wires
far away from other metal objects, as such objects may limit
the range of the detector. Walls, internal walls, corridors,

Alarm Sensors 153




and other locations can be protected in this way. In a corri-
dor, for instance, the two wires up to approximately 300
meters long will run one on eachside. Alarm systems of
this type will definitely be more common in the future, and
they already exist in many places.

Another variant is the capacitance detector. Such a
detector often consists of a metal plate on which the pro-
tected object is positioned. If an intruder approaches the
object and the metal plate too closely, the electrical capaci-
tance in the plate will change and trigger the alarm.

SoUND DETECTORS AND HEAT DETECTORS

Freestanding, portable sound detectors can be placed
almost anywhere and are extremely easy to activate. Some
suspicious individuals put one ona table betore they go to
bed. The sensor will listen for intruders in the room where
it is located, and possibly adjacent -ooms, too, as long as the
internal doors are left open.

Sound detectors are very prone to false alarms, howev-
er. The problem is basically that they are too good. They can
be triggered by perfectly ordinary noise outside the pro-
tected area, for
instance, in the
street. The most
common type of
sound detector is
the previously
described glass
breakage detector.

Sound detec-
tors are often
mounted on safes.
They sound the
alarm if some-

Figure 83. Sound
detectors mounted
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body is working on the safe in an attempt to crack it. This
detector consists of one or more microphones connected to
an amplifier, programmed to only respond to the type of
noise expected to signify a break-in. This will ensure that
the occasianal noise ot a broom or vacuum cleaner hitting
the safe during cleaning will not trigger the alarm. The
microphones are attached to the object with a strong mag-
net, and a plunger switch or magnetc reed switch sabotage
alarm is included, so the alarm will sound only if some-
body attcmptsto remove the detector from the object.
Sound detectors are commonly used in bank vaults and are
mounted on every wall, as well as in the floor and ceiling,
(fig. 83).

A sound detector is often mounted on a safe along with
a heat detector. This device should not be confused with the
infrared detector. The heat detector will onlv register the
heat of a welding torch or a fusing bumer.

PRESSURE M aTs, PLUNGER SWITCHES, AND CONTACT STRIPS

Pressure mats (fig. 84) look like rubber floor mats and
are commonly hidden under wall-to-wall carpet and

Figure 64. Pressure mat.
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linoleum floors at strategic places in the building (e.g., in
front of certain doors and windows, at the foot of the stairs,
or directly in front of a safe or important object). It is also
common to use a series of pressure mats in a staircase, so
that it is virtually impossible for an intruder to avoid step-
ping on at least one of them if he wants to proceed to the
next floor. As staircases are often of different sizes, the pres-
sure mat also comes in several different sizes.

The pressure mat is in fact a Jarge NO switch. The mat
contains two grids of switch contacts separated by a non-
conductive material that has been perforated several times.
The contacts can be brought together through the holes.
The contacts are only pressed together when a person of
sufficient weight (i.e., a person; children will trigger the
contacts, but not pets such as catsor small dogs) steps oniit.
Then the NO switch is closed and the alanm triggered.

If the pressure mat is hidden in an unsatisfactory way,
the outline of it might start to show through the carpet after
a long peniod of use. The
intruder can then avoid it
easily. Certain inferior
brands of pressure mats
will also be triggered by
pets such as cats or dogs,
so the presence of these
animals might indicate
the absence of pressure
mats, at least in older or
less secure buildings.

A plunger switchis a
mechanical device locat-
ed on doors and win-
dows to detect entry or
tampcring (fig. 85). Itis
an ordinary spring-load-
ed momentary switch
that is designed for use in

Figure 85. Plunger switch.
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alarm systems and has a depressible plunger or button. The
plunger in itself is oversized, while the body of the switch
is designed for mounting on doors, windows, or control
units. The plunger switch is easy to bypass, as long as it is
known to exist. Simply keep the plunger under pressure
with a piece of celluloid, for instance, so that the device
does not indicate analarm while vou are removing the
switch from the protected area.

The plunger switch is often used in control units to pre-
vent the systen from being tarnpered with. In this applica-
tion, switches will be mounted on the front and/or back of
the control unit. The alarm will sound if the door is opened
or the control unit is removed from the wall. Here it is more
difficult to remove the switch because of its lacation.

Inthe same way, plunger switches can be used to detect
when a door or window is opened. In this case, the switch is
mounted so that the plunger will be depressed when the
door or window is closed. The switch is then mounted on the
hinge side in the door jamb and is virtuallv impossible fo sce,
as it is neither exposec from the inside or the outside when
the door is closed. Of course, this type of switchis an NC
switch. Whenever the coar is opened, the alarm will sound.

A contact strip mechanism is, in effect, an open switch
and is sometimes used on windows and doors, usually
together with window foil and glass breakage detectors.

Figure 86. Cantact strip bridged nith jurper cand.
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The contact strip is similar in shape to the reed switch and
is also composed of two parts. Here, too, one part is mount-
ed on the window or door, while the other is mounted on
the frame (fig. 86).

The advantage of the contact strip is that the two pieces
can be bridged together with a jumper cord. This is highly
useful when a window or door (e.g., a garage door) must be
left open but the alarm system is s:ill armed.

JONIZATION DETECTORS

The ionization detector is not used anyswhere yet, as far as it
is known, but this might well be thealarm sensor of the future

The ionization detector works according to the principle
of the Kirlian effect, which states that living matter is sur-
rounded by a “force field” that :onizes the surrounding
atmosphere. This will produce an aura, or halo, around a
living being photographed in fields of electrical current.
(The Kirlian effect is not universally accepted, as the reason
for this phenomenon is so far unknown. The phenomenon
has also been abused frequently by sensation-seeking para-
psychologists. However, this has not prevented research in
ionization detectors.)

The ionization detector will work in the following way.
It is well known that if the atmosphere is ionized this will
change the electrical conductivity. An ionization detector
will therefore register the atmosoheric conductivity. Any
changes resulting from the ionization of the surrounding
atmosphere that is caused by the “force field” around a
human being will be detected.

No known alarm svstems rely on this principle today, but
in what was formerly the Soviet Union, the Kirlian effect has
been accepted for several years. It is probably only a matter
of ime betore sensors of this tvpe are in production.

PHOTOELECTRIC CeLLS AND INVISIBLE BEAM DETECTORS

Photoelectric cells have been in common use for years,
especially in shops, to detect a person walking into a room
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or through a door. Old-fashioned systems of this type use
visible light, and the person entering has no trouble at all
noticing and evading the photoelectric cells should he
choose to do so. Nowadays, what is basically the same sys-
tem is still widely used, but instead of visible light, invisi-
ble infraced light is used.

Figure 87. Photo relay sexsor with detector (Icft) ard the reflector
(right).

The modern invisible beam detector, or photo relay sen-
sor (fig. 87), is designed to project a narrow infrared beam
across the area to be p-otected. For this reason, sensors of
this type are also sometimes called active [R-detectors. The
beam is aimed onto a siall reflector, which will reflect the
infrared beam back to the invisible beam detector, which
has a built-in photoelectronic eye that is sensitive to
infrared light. This photoelectronic eye will constantly
monitor the area, and as soon as somebody interrupts the
beam between its projector and receiver, either completely
or almost completely, the alarm sounds.

Most invisible beam detectors of this kind are able to
protect an open area up to about 10 meters wide. Larger
units, however, are conceivably capable of a range of sever-
al hundred meters. These units are commonly used outside
a building, in a private garden or park, for instance (fig. 88).
Sometimes they are used to protect rooftops as well. With
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Figure 83. Infrared beams arranged far perimeter protection.

the exception of really sensitive installations, these detec-
tors will generally trigger security lights rather than sirens,
as the chance of false alarm is very high.

The most common method of installation is with two
invisible parallel beams. Then a small animal such as a bird
will not trigger the alarm, but a human-sized intruder will
break both beams and trigger it. Likewise, mist or falling
snow, rain, or leaves will not triggar the alarm. The range is
generally up to 150 meters, but it is shorter in countries
with cold climates. Many detectors of this type can function
even if covered by snow or frost, however.

The emitted infrared light is modulated so that the
receiver can identify it without being disturbed by other

Figure 89. Infrared reflectors used to protect a corridor.

160 Expedient B& E




sources of infrared light, such as sunlight. The infrared
beam might also be reflected by infrared reflectors (fig. 89),
which will increase the range even more. As the invisible
light used in the beam consists of infrared light, these
detectors can be found and evaded easily by using infrared-
goggles during the ent-y operation.

PAssSive INFRARED DETECTORS

A passive infrared detector, or PIR as itis commonly
known in Britain and some other countries, is a device that
receives and measures infrared energy from other objects. It
is, in effect, a heat detector, although it is of a very different
tvpe than the heat detectors mentioned earlier in this chapter.

The passive infrared detector is usually fixed high on
the wall, either in a hall or in a large room which must be
traversed to reach the sensitive areas. It works by picking
up an intruder’s body neat, triggering the alarm whenever
it detects body heat withinitsrange. The detector is
extremely sensitive and will pick up even the smallest vari-
ation in temperature, both above and below narmal.

The passive infrared detector works by utilizing a built-
in pyroelectric sensor. Simply speaking, this sensor is able
to indicate heat by producing an electric charge. The pyro-
electric sensing material is polarized by infrared radiation
producing a voltage proportional to the rate of change of
incident energy. The pyroelectric sensor will electronically
manitor the room protected by the alarm. [t is surrounded
by a reflective surface that collects infrared energy. As the
sensor is sensitive to heat (Le., infrared energy), it will sense
any change in the level of infrared energy, including the
presence of any intruder radiating heat. Such an abrupt
change, such as is caused by the appearance of an intruder,
will be readily detected and will trigger the alarm.

A resting human will radiate approximately 100 W, so
we are all major sources of infrared radiation. However,
mere radiation is not enough to trigger a passive infrared
detector. The heat source must also be moving through the
zone monitored by the detector.
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Figure 90. The de-
tection xanes of a
passive infrared
detector.

The passive in-
frared detector will
divide the area to
be monitored into
zones and seg-
ments (fig. 90), typ-
ically up to 7
meters across (actu-
ally 76 degrees
wide, usually, but
this can vary), 12
meters deep, and
around 70 centime-
ters high. Only these zones and segments will be moni-
tored, and intruders above or below them will not be
detected. The detector must therefore be adjusted very
carefully during installation to ensure maximum protection
as well as to prevent false alarms triggered by pets or small
children. For these reasons, it will generally be positioned
at the level of a man-sized intruder’s head or higher—at
least 1 1/2 meters above the floor. The detector is most
often positioned along a wall or ina comer so that it can
have a free line of sight to as much of the room as possible,
including the front door, if at all feasible.

A passive infrared detector typically looks at a zone of
six or more separate segments with unwatched “aisles”
between them. A separate-zone design gives the unit wide-
angle coverage of a room. As the background radiation of
each zone is shghtly different, it is virtually impossihle for
an intruder to match them all.

Self-contained infrared sensors generally cover a wider
area and have more zones but typically protect an area up
to only 8 meters deep. There is also a lower zone in each
segment. This will usually ensure that an intruder cannot
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slip under the monitored zone. Sometimes, especially if
pets ate on the premises, the Jower zone will be turned off.

There are also infrared detectors on the market that can
monitor areas up to 50 meters in length. The range of some
of these can be varied if the owner changes the lenses.

The IR-detector is prone to talse alarms, however, as it
will be triggered not only by obvious problem sources such
as cats and dogs, but also by small pests or bright sunlight
through a nearby window. Even being too near any quick-
changing source of heat or cold, such as a central heating
radiator producing radiated heat and warm draughts or an
air-conditioning duct, might produce a false alarm.

YWhen an infrared detector is switched on, it first bal-
ances itself based on the amount of background infrared
radiation coming from various sources in a room, such
walls, furniture, and floors. If an intruder later enters the
detection zone, he alters the amount of infrared radiation
detected. This results in an alarm.

This need to first balance the sensor means that if the
power has been switched off for some time, the sensor will
require approximately ninety seconds to be operational.
However, this is not necessary when the system has merely
been disarmed but has retained its power.

In addition, the detector will not respond to slow varia-
bons in background radiation because amplifying circuits
limit the detectable variations to a predetermined range of
possible speeds.

In advanced units of this type, a threshaold circuit will
also ensure that a signzl is large enough to represent an
intruder. In this case, a pet will not trigger the alarm, as long
as it is not very close to the detector. Of course, the sensor’s
sensitivity to false alarms is also determined by the position-
ing of the detector and its segments of protechion.

Evcry infrared sensor will be most effective in detecling
movement across the segments, rather than movement
toward or away from them (fig. 91). There have been lab tests
to determine the possibility of making a very slow direct
approach to the sensor so that it will not feel a sharp increase
in temperature and, consequently, refrain from sounding the
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Figure 1. The passive
infrared detector is most
sensitive to movement
across its segments,

alarm. In some ot these
tests, the “intruder”
was hiding behind a
thick glass pane, as
plain glass will absorb
a considerable portion
of the radiated heat.
However, no such
experiments have
been deemed successful enough to warrant the use of the
techniques involved in the field.

An infrared detector can also be mounted in the ceiling.
If mounted as high as 6 meters, the protected area will be as
large as 6 x 20 meters, and all movement will naturally
occur across the segments. This facilitates detection.

Passive infrared detectors, although generally used to
monitor movement in rooms or along corridors, can be
used vertically to create an alarm curtain, in front of a wall
of paintings, for instance. They can naturally also be used
to create a horizontal curtain to dezect a break-in through
the roof, ceiling, or floor.

Most passive infrared detectors have built-in tamper
switches to prevent somebody from removing the unit
from the wall or attempting to disarm it. [nfrared sensor
systems, whether self<ontained or part of a separatecom-
ponents system, are easy to locate. The sensor is generally
positioned so that its zones of detec:ion include the expect-
ed entry, such as doors and windows. The intruder should
be forced by the layvout of the building to walk into these
zones. Furthermore, the sensor will be placed at least11/2
meters above the floor. This is necessary if the lower por-
tions of the zone are to be used.

The sensor unit will be positioned so that its field of view
does not include solar-heated walls, direct sunlight, heaters,
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air conditioners, or other objects that might change its tem-
perature quickly. The older infrared sensors might produce
false alarms under these circumstances. Contemporary
models will not do so as readily, but their detection ability
will be impaired somewhat. In the contemporary models,
every segment is divided into two channels. The detector
will only sound the alarm if the change in temperature is dif-
ferent in both channels. This will prevent the alarm from
sounding when a radiator heats up, for instance. An intrud-
er, however, will first disturb one channel and then the next,
thus triggering the alarm.

Self-contained infrared sensor systems incorporate
entry and exit delays, typically fifteen to twenty seconds in
length. Otherwise, a remote key switch might be used.
Backup batteries can also generally be connected, as can
external warning devices.

There are also smaller, selfcontained infrared detectors.
They generally work with only one coverage zone and are
supposed to guard only small areas near doors, windows,
trailers, etc. If a heat source is detected, the built-in siren
will sound for about one minute, after which the unit will
reset. An entrance and exit delay of a few seconds is gener-
ally built into these units. Power is generally provided by a
standard 9-volt battery located inside the detector unit.

MIiCROWAVE MOTION DETECTORS

A microwave motion detector is a trap alarm with a sin-
gle-unit transmitter/receiver that reacts to distortions in
the timing of its returnsignal. The device works, in effect,
like a small radar system, using an electromagnetic field
comprised of high-frequency radio waves generated over
the protected area. Most detectors of this tvpe have a range
af 30 meters or less.

The microwave motion detector relies upon microwaves,
very high-frequency radio signals in the range of around 9
GHz. These radio waves will form a pear-shaped lobe (fig.
92) that will detect any intruder. As these microwaves are
reflected oft solid objects, they will reveal the presence of an
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Figure 92. Microware motion detector and ity detection zone.

intruder entering the protected area, as his movements will
cause a disturbance in the reflected radio waves (i.e., the
radiated RF field sensed by the device).

This disturbance is a modulation of the field referred to
as the Doppler effect. The Doppler effect is the difference in
frequency of one (original) wave to another (reflected) wave
that is superimposed upon it. The reason for this is that a
frequency shift occurs when a signal source and a receiver
are moved relative to each other. According to the Doppler
effect, the reflected signal will be of a lower frequency than
the emitted signal if a reflecting object or a human is moving
away from the detector. Likewise, the reflected signal will
be of a higher frequency than the emitted signal if a human
is approaching the detector. The reason for this phe-
nomenon is that since the signal moves at a constant rate,
the return trip of the reflected signal should take the same
length of time as the outward trip. However, an intruder
who moves into the path of the signal distorts the timing of
the return signal. This frequency shift is sensed by the
microwave detector unit’s receiver. Whenever it detects

166 Expedient B& E

|
N
M
-

)




Figure 93. The microwavce
motion detector is most
sensitive to movement
toward or away from it.
Nate that it is also sen-
sitioe to marement in
another yoom.

such a change in the
reflected signal, the unit
will trigger the alarm.

As the frequency ot
the microwaves is very
high, the wavelength is
very short. This means that even a very small movement
will result in a large frequency shift. However, the detector
1s less sensitive to objects moving across its field of detec-
tion than it is to objects moving toward or away from it
(fig. 93).

Most microwave detectors require that an intruder
move at a certain speed in arder to be identified as an
intruder. These detectors are able to reject faster-than-walk-
ing speed. This will prevent numerous false alarms, as
many microwave mot:on detectors, especially the older
models, work all too well. As their signals can penetrate
beyond the walls of a house, they might identify a passing
truck as an intruder, for instance.

External radio sources can also trip these units, as the RF
energy radiated by many electrical devices will disturb their
functioning. Such electrical devices indude radios, especially
atzen band radics, but also cable television systems, motors,
transformers, and even neon signs and fluorescent lamps.
The gas in such lamps, when switched on, jonizes to become
a tluctuating reflector which can easily cause an alarm. A
false alarm might also be caused by cooling fans and some-
times even the roof in a warehouse, if the roof rises and falls
in the wind. The movement of water in pipes might even
trigger a false alarm, as the sensor has the ability to see
through glass and thin walls of plaster or plastic.

As the microwave motion detector is an extremely small
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radar, the microwaves are completely harmless, unlike the
radiated energy from a large radar such as is used tor air
traffic control or military purposes. There are also
microwave/passive infrared detectors. They are very reli-
able, as the two sensor types complement each other well.
The microwave detector determines that the object moves
within a certain range of speed, while the infrared detector
checks whether the object emits heat or not. These combi-
nation detectors come in different tvpes, with ranges up to
65 meters.

UrtrAsONIC MOTION DETECTORS

An ultrasonic motion detector is a single-unit transmut-
ter/recciver that signals an alarm when its steady pattern
of inaudible sound waves is disturbed. It works in a similar
tashion to the microwave sensor, but it uses ultrasonic
sound waves instead of microwaves. The principle is still
the same as that of radar.

The ultrasonic detector works by continuously trans-
mitting ultrasonic sound waves of such a high frequency,
around 40 kHz, that a human cannot hear them. The tvpical
upper limit of human hearing is twenty thousand cycles
per second, or 20 kHz. The ultrasonic sound waves are
therefore well beyond the human range of hearing.

The sound waves will bounce off the hard surfaces in the
room, in effect producing an echo which, thus reflected, will
be picked up again by the same unit. An intruder entering
the room will interfere with the frequency of the reflected
sound. Because of the Doppler etfect, the reflected sound
waves will experience a frequency shift if they are reflected
from anintruder entering the prectected area. When the
intruder moves within the field, the unit’s receiver detects a
change in the reflected signal and triggers the alarm.

Because of the nature of sound, the ultrasonic detector
will produce a teardrop-shaped “cone” of ultrasonic ener-
gy, similar to what is illustrated in Figure 92. This cone will
expand horizontally and vertically away from the unit
across a relatively broad area, typically up to 9 or 10 meters
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in a forward direction and up to 7 meters wide. However,
the shape and size of tte cone will vary with the acoustical
characteristics and shape of the room in which the sensor is
located. Walls and glass windows will not be penetrated,
except to a minor extenr. There are also ultrasonic detectors
that work with separate transmitters and receivers. They
often have a longer range.

The ultrasonic detector is most sensitive to movements
directly toward or away from
the sensor (fig. 94). This is
unlike the passive infrared
detector, which is most sensi-
tive to movements across its
protected area, but similar to
the microwave motion detec-
tor. The reason, of course, is
that both of these types of
detector relv on the Doppler
effect. Ultrasonic detectors are
therefore used more common-
ly for protecting doors and
hallways than are passive
Figure 94. The ultrasonic infrared detectors.
motion detector is also most Ultrasonic detectors are
sensitive to movement directly ;6),21ly located in the corner of
toward or away from the o room to be protected, fixed
semsor. to the wall, or else aimed
down a hallway or at anentrance, such as the front door.

These detectors are fairly prone to false alarms, which
might be produced by loud noises, such as ringing tele-
phones, as well as moving objects, such as draperies near
vents or fans. Even air currents, draughts of moving air
from heating or cooling vents, and other types of air turbu-
lence can produce (alse alarins. For these reasons, most
ultrasonic detectors include a control for adjusting the sen-
sitivity of the device. The ultrasonic detector cannot be
used if pets are present, thaugh, as there are no unprotected
areas within the coverage zone.

Many ultrasonic detectors have a delayed alarm, which
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makes the intruder’s first steps iato the protected area
appear to go undetected until it is already too late.

Because of their tendency to produce false alarms, ultra-
sonic detectors seem to be decreasir.g in popularity.

VisiBLE LIGHT DETECTORS

Visible light detectors are not comman, and they can
only be used in certain locations. They are mainly used in
conjunction with other detectors in bank vaults. The detec-
tor will simply sense if the level of visible light in the loca-
tion is rising. If so, it will sound the alarm. (The bank vault
is, of course, supposed to stay dark when closed ) A detec-
tor of this kind is of a very simple design. The visible light
detector can only be used in closed locations where no nat-
ural ight can enter.

VIDEO DETECTORS

A video detector constantly monitors the object it is
guarding by merely “watching” it. The detector, a modified
video camera, checks the level of black (the number of
black dots, opposed to the numbe: of white dots, in a pic-
ture) in certain interesting areas o the video input. If this
level is changing slowly, the detector will not trigger the
alarm, as this might indicate sunselt, for instance. However,
a drastic and immediate change will trigger the alarm, as
this means that a person or an object has entered the field of
vision and is now near the protected object.

Video detectors are reliable but fairly expensive. For this
reason, they are not widely used as yet. They will probably
be more common in the future, particularly since it is also
possible to transmit the video signal across the telephone
network by mcans of a modem. Tken a remote control sta-
tion can view and interpret the video.

The latest delectors of this type are even more advanced
than the standard video detector. A number of cameras can
be used to constantly monitor the zone to be protected. The
video output from each camera will then be processed by
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anintelligent image processor based on neural netwark
technology. This will automatically identify any intruder.

The system works by first learning the characteristics of
the natural state of the environment under observation,
including maoving items such as shadows, branches of
trees, or level crossing barriers. This initial learning state
does not need to last for more than a minute. The system
can even be taught toignore certain dynamic events, such
as guard patrols or vehicular movement.

When the systemn enters operational made, it identifies
intruders within its field of view by recognizing abnormal
patterns of movement. It immediately sounds the alarm
and automatically trains a high-resolution camera onto the
target for identification and video recording purpases.

This advanced system is not yet in widespread use, but
it canbe found in certain British defense research installa-
tions. It can also be configured to be portable. Expect it to
be common in most high-risk installations in the future.

BARRIER SENSORS AND ANALYZERS

A perimeter barrier is a wall, fence, or gate marking the
perimeter of the prope-ty. Guarding such a perimeter, espe-
cially if large distances are involved, requires special sen-
sors and sometimes also special control units or analyzers.

Today, the most popular barrier sensor is the inertia sen-
sor, even though there are various other types on the mar-
ket. The inertia sensor, used in conjunction with a special
barrier analyzer, can be adapted easily for use on any fence.

The inectia barrier sensor system is an electromechani-
cal system that relies on special wires (fig. 95). Every wire is
connected to a special self-adjusting sensor installed in a
sensor post, or pole. The sensor is positioned between two
horizontal wires that run between the sensor posts. The
sensor will notice immediately any attempt to spread the
wires (to enter between them), climb on them, cut them, or
otherwise remove them.

The sensor<onnected wires are fitted with vertical
springs and self-adjusting connection points so that they
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Figure 95. Inertia barnier sensor used on a feace.

will detect any kind of intrusion. Six wires and sensors will
generally be fixed parallel to each other on the posts so that
it is impossible for an intruder to avoid all of them if he is
attempting to enter. This also allows the system to deter-
mine the exact height of an intrusion. Another advantage is
that a wire group can be disconnected, during mainte-
nance, for instance, without the rest of the sensor post
being affected or impaired.

The sensor posts are generally positioned up to 50
meters apan, although a shorter distance, say 10 meters or
s0, will make the system able to really pinpomt an attempt-
ed intrusion. The sensor posts are made of aluminum or
stainless steel, unlike the ordinary posts that are made of
stainless or galvanized steel. Every sensor post has individ-
ual tamper protection and is also monitored individually
by the computer in the central security station.

A multiplex computer communications system will
keep in touch with every single sensor post and wire
through a special information cable that runs along the
fence. Every detected intrusion will then be reported by a
special reporting unit in each sensor post and will be moni-
tored and registered by a computer in the central security
station. The system will also self-test continuously, sound-
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ing an internal alarm if any part of it breaks down or is sub-
jected to attempted sabotage. Naturally, this self-test also
includes the information cable. In addition, every incident
will generally be logged in the central security station com-
puter if the need anses later to verify what happened.

The computer communication will go in both direc-
tions, which means that individual security measures can
be adopted in case ofan alarm. These might include
video cameras and searchlights or armed mines pro-
grammed to be activated automatically, without the need
for a manual operator.

As can be readily imaginced, this type of system is very
complex and only used in high-risk locations. The most
famous system of thistype is the [sraeli Magal system.
Magal Security Systems now guard the entire length of
Israeli border fences anc barriers. Anidentical system, also
produced by Magal, is used in numerous other countries,
in military installations and around nuclear power plants,
for instance. The best way to circumvent this alarm system
1s to avoid touching the fence. Try to enter in another loca-
tion or from the air.

Another common sensor used to protect a perimeter is

tigure 96. Microwaoe fence.

the microwave fence (fig 96). This is, in effect, a radar barri-
er and works by a transmitter sending a pattern of invisible
microwaves to a separate receiver, located up to 300 meters
away. Any intruders crassing the path between transmitter
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and receiver will distort this pattern and the alarm will
then be signaled.

Transmitters and receivers can be positioned along the
perimeter of a garden, for instance, or any other open area. The
microwaves will create a signal field, which might be between
2 and 8 meters high and up to 20 meters wide or more.

This sensor is very prone to false alarms, as there is no
way of distinguishing between an intruder and an ordinary
bird or animal. Even moving vegetation might trigger it. It
will, however, detect even small changes. so an intruder
crawling slowly into the field will be detected. The sensitiv-
ity is adjustable, however, and some systems of this type
will only indicate an intruder that isat least walking slowly.
The speed of movement that the sensor can detect can usu-
ally be adjusted to between .01 and 10 meters per second.

As the transmitter and receiver will be connected by a
synchronizer cable in order to force the receiver to notice
only its dedicated transmitter, the system can be sabotaged
by cutting this cable. However, this will generally also trigger
the sabotage alarm. The system cannot be sabotaged by sim-
ply transmitting microwaves of the correct frequency into the
receiver, as the synchronizer will reveal this as an error.

Microwave barriers are generally fenced in, as the pres-
ence of wild animals would otherwise give rise to frequent
false alarms.

Yet another device used for external alarms is the geo-
phone (fig. 97). This is a device that monitors vibrations. It
can be installed to detect activity across the ground or the
vibration caused by the scaling or attacking of walls and
fences. The sensor is, in effect, a vibration sensor.

An older and cheaper barrier alarm system relies on
mercury switches as fence alarms. The switches are mount-
ed on the fence and will sound the alarm whenever the
fence 18 moved by somebody climbing it or leaning a ladder
against it. The mercury switch is also a vibration sensor,
although of an older type. A mercury switch fence can also
be circumvented by not touching the fence.

Field effect sensors can also be used as barrier alarm
sensors. The system will then use wires connected to the
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Figure 97. Geophane.

top of the fence. Otherwise, it is the same as the field effect
sensor detailed earlier in this chapter.

Yet another system is the cable detector. Cable detectors
consist of special cable that is capable of changing resis-
tance or capacitance when bent or hit. The cable will run
through the important parts of the fence. It will trigger the
alarm if it is bent, climbed on, ar cut by an intruder in arder
to facilitate an entry. Any such movement of the tence will
cause a capacitive change in the cable that will in turn trig-
ger the alarm.

Another fairly rebiable system uses a thin tube or hose
connected to a microphone. The signals from the microphone
will be analyzed by an advanced electronic circuit. Any
attempt to climb or destroy the fence will be recognized and
trigger an alarm. The microphone can be connected to a loud-
speaker and monitored in an alarm control station.

All sensors of this type frequently produce false alarms.
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Both animals and strang winds that cause the fence to
move might be causes. These are therefore usually connect-
ed to the control unit separately from other types of sen-
sors, so that the entire alarm sys:em is not tripped just
because af an indication from the barrier sensor.
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CHAPTER 8

Other Types of
Alarm Systems

DELIBERATELY ACTIVATED ALARAM SYSTEMS AND PERSON AL
ATTACK ALARMS

deliberately activated alarm, or a panic but-

ton, as it is often called, is a device designed

to set off the alarm when the individual in

charge of the alarm feels threatened or is

under imminent attack. Panic buttons are
always fixed in place, in a bedroom, for instance, or at the
teller’s position in a bank.

A personal attack alarm is used for a similar purpose, but
this device is not fixed to a certain location. Rather, it is car-
ried on the person to be protected by itand is activated by
him or her wherever he might be on the premises. Personal
attack alarms are, for instance, often carried by medical per-
sonnel who regrularly have to deal with potentially danger-
ous patients. They are also sometimes carried by elderlv peo-
ple who fear that they will be attacked by burglars.

Most professional alarm systems, whether for use by
private individuals or by corparate or government atfices,
include one ar mare panic buttons or personal attack
alarms. Alarm systems in private homes might have two
panic buttons, one by the front door and another by the
bed. Office alarm systems might have any number of these
protecbve devices.
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Regardless of the varietv of these alarms available, they
all work in the same way. The panic buttons are wired to a
circuit on the alarm system that is always live, whether or
not the alarm has been switched on at the control unit. The
user need only press the button at the first indication that
an intruder is trving to enter the premises. The button is
designed to be easy to find and depress, even in the dark

The panic buttons used in banks and similar locations are
more complicated. The reason is that most police depart-
ments will take several actions as soon as they receive the
alarm, such as closing down all public transportation sys-
tems in the vicinity. Such precautions are very costly and
unpopular, of course, and the police departments do not, for
obvious reasons, want to resort to them unnecessarily. The
panic buttons are therefore designed to be almost impossible
to trigger accidentally. They may be either hand- or foot-
operated. Usually they must either be activated by using
two fingers or by pressing the foot upwards, to minimize the
risk of setting them off by accident.

There will also be a discreet indicator installed near the
panic button, informing the person activating the alarm
that it has indeed been activated. This is usually an LED or
a similar light that will remain lit until the alarm is dis-
armed manually. There must be no question of whether the
alarm has been activated or not. There will also generally
be a corresponding indicator coupled with a buzzer some-
where in the rear of the office, well out of sight and hearing
of the front office where the alarm was set off. This indica-
tor will inform a security officer of the fact that the alarm
hasbeen activated. At the same time that the buzzer
sounds, the alarm will go to the local police department
through an automated dialing system. In addition to this, it
is also common for the security officer to verify the alarm
by personally telephoning the police.

A personal attack alarm is essentially a wireless panic
button. It is designed to be carried on one’s person, and,
when activated, will trigger the existing alarm system and
warning device in the building. Personal attack alarms
either rely upon ultrasonic sounds cr radio transmissions.
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The radio transmitter used as a portable panic button is
a fairly obvious design, in effect simply a transmitter capa-
ble of activating the alarm system. The transmitter will
send a digital code that activates the control unit. The code
will tell who activated the alarm but not the location of the
trouble. This is a disadvantage, of course. However, the
advantage of a radio system of this type is that the range is
generally fairly wide. This personal attack alarm can there-
fore sometimes be relicd upon even outside the house.

An ultrasunic personal attack alarm works in a slightly
different way. The ultrasonic signal will be received by one
of a number of special ultrasonic receivers, one of which is
mounted in every roon from which an alarm might need to
be sent. The ultrasonic signal will activate the receiver,
which will in turn trigger the alarm. An LED on the control
unit will indicate which receiver triggered the alarm and,
consequently, in which room the person who activated it
currently is. The identity of the user will not be known,
however, if several of these personal attack alarms are in
use. Furthermore, the range of this system is much more
limited than that of a radio transmitter.

Both these alarm systems can be connected to a personal
paging system. The alarm can then be silent, but, for obvi-
ous reasons, this is seldom, if ever, the case. If a silent alarm
really is desired, then anybody equipped with a personal
paging system can be chosen to receive the alarm.

Personal attack alarms should not be contused with the
so~called personal alarms sold in many stores. These are
small devices designed to emit a painfully loud, high-
pitched screeching noise that will surprise an attacker as
well as call for help. These alarms are not connected to any
alarm system but are sometimes used by people who fear
attacks, especially when going out. The efficiency of such
an alarm on a deserted street is not very high, however,
although it might be sufficient to scare off a mugger.

There are various kinds of personal alarms. Some of
them, generally the smallest ones, are activated by com-
pressed air and look like aerosols. Others are powered by
batteries or rechargeadle power units. Some of them are
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activated by a button or a trigger, but they only sound as
long as the button is pressed or the trigger is squeezed.

This is especially true of the gas-powered types. More
reliable personal alarms work on the principle of a hand
grenade. The alarm will continue to sound untilitis
switched off or the power runs out, even if the alarm is
dropped to the ground. This is especially helpful if the situ-
ation develops into a fistfight.

Some individuals, especially women afraid of rapists,
occasionally wear a whistle instead of any of these types of
personal alarms. The idea is the same.

CAR ALARM SYSTEMS

There is a large number of different car alarm systems
available on the market today. Some will sound if some-
body tries to jimmy open a door or the trunk. Others will be
triggered by an attempt to move the car, by towing it away,
for instance. Certain alarm systems will even include a
remote pager that will signal the owner if his car is being
tampered with.

As in ordinary alarm systems, the car alarm includes a
control unit, one or more sensors, and a warming device. In
a car alarm, however, some of these devices, notably the
control unit, will be simpler in design than in the units
available for protection of homes and office buildings.

In many cases, the car alarm is at least partially self-con-
tained. No self-contained alarm system is able to protect
the entire car, however, including its trunk and hood.

The control unit is often mounted near or on the dash-
board, either by using a mounting bracket similar to those
used for radios or stereo systems orby mounting it directly
to the surface. As the oumner general'y does not want to give
a potential intruder the opporlunity lo see Lhe control unil, it
is often hidden under the dashboard instead, or under a seat,
along the firewall, or in the glove compartment. A backup
battery 1s often provided, too, to increase the reliability of the
system. Most types of car alarms are operated by either a
concealed switch or a key. The sensos used in car alarm sys-
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Figure 96. Pin-
switch and
its location
tn a car.

tems can
be roughly
/" divided into
two types: pin- ¢ 7
switches that guard |
the entry points of the vehicle and motion detec-
tors designed to detect movement of the vehicle.

The most common type of car alarm sensor is the pin-
switch (fig. 98), also known as the earth-seeking sensor.
This is a door contact switch that is activated when the elec-
trical current is broken A pin-switch is wired directly to the
door and installed in the framing around the doors and/or
the trunk and the eng:ne compartment. Pin-switches can
also be used to guard the trunk, hood, sunroof, tailgate, or
any other point of entry.

Pin-switches are soring-loaded, momentary contact
switches similar to the plunger switches described in the
previous chapter. The pin is released from the switch when
the door is opened, which electrically grounds the system,
thus triggering the alaom. This device is linked either to the
car horn or to an independent siren. An independent siren
is a better option, of course, as it is more difficult to find
and disconnect.

As pin-swilches hdave unly 4 single wire connected to
them (the car’s metal chassis being used as the ground por-
tion of the circuit), they are always installed on a metal sur-
face. When used to protect a door, the pin-switch will be
installed near the switch for the interior light on the lower
part of the door post.

Other Types of Alarm Systems 181

=



Some car alarm systems use the switches already
installed in the door frames of the car instead of pin-switch-
es These already installed switches are used to turn on the
interior lights whenever the door is opened Electrically,
these switches are identical to pin-switches. In this case, the
door frame switches are added to the alarm system by
attaching wires to them from the control unit.

The other type of caralarm, very commonly used but
not really very reliable, is the motion detector. This is a spe-
cial vibration switch designed to sound the alarm when the
car is shaken or moved. This sensor has a tendency to pro-
duce false alarms. Nevertheless, 't is very popular. Some
control units even incorporate such a sensor in their hous-
ing in order to protect the control unit itself as well as the
car. Such a selfcontained car alarm is difficult to remove
without triggering the warming device.

If a motion detector is integrated into the control unit,
the unit must always be as level as possible, preferably near
the center of the car. If positioned in some other location, it
will not be as sensitive to motion at the front or back of the
vehicle. The most common location is, once again, under
the dashboard.

There are many types of motion detectors. One such
type is the pendulum alarm. Such an alarm consists of a
pendulum switch and is set off when the car is rocked,
jolted, or otherwise moved.

A pendulum switch is used to sense vibration or motion
The switch is designed with a set of contacts that touch
each other when it is moved or shaken.

The pendulum itself is a small weight on the end of a
light spring with a contact underneath the weight.
Whenever something causes the spring to vibrate, the
weight will touch the contact and the alarm will sound. The
sensitivity of the spring can of, course, be adjusted, but
most car owners do not do this. The result is that the pen-
dulum alarm is usually triggered by almost anything, such
as the vibration of a passing truck or somebody who hap-
pens to bump into the car accidentally. Even a very light jolt
is sufficient to trigger this alarm. This propensity for false
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alarms has made the pendulum alarm almost totally use-
less. In neighborhoods where this type of alarm is in
widespread use, nobody ever thinks twice about hearing it
and there will definitely be no response to it.

A slightlvy more advanced version of the pendulum
alarm is the trembler switch alarm. This device is similar to
the pendulum alarm but instead has a ball bearing sitting
between two contacts. Any definite movement of the car,
such as somebody trving to open a door, will cause the ball
hearimg, to touch the contacts and trigger the alarm.

Both the pendulum and the trembler switch alarms are
generally mounted under the hood on the firewall in the
engine compartment and can be adjusted for sensitivity.
Another common place to find these motion detectors is
under the dashboard.

The vibrator contact circuit, or adjustable impact device,
is another motion detector. It has a relatively light weight
on the end of a piece of spring steel, with a contact under
the weight. When the spring steel vibrates, the weight
touches the contact, thus activating the alarm. In this
device, sensitivity can be controlled by adjusting the dis-
tance between the weight and the contact.

Yet anather type of motion detec-
tor is the micro transducer (fig. 99).
A transducer is a device that pro-
duces an electric current in response
to vibration, shock, or motion. This
is a very small sensor, generally
round, tlat, and like a small coin.
This sensor has a small interior
piezoelectric crystal that is affected
by vibration, very loud noises, or the
car being hit by something,

A piczockectric erystal consists of
a crystalline material that will develop a voltage when sub-
jected to mechanical stress or severe vibration and, conse-
quently, produce an electric current that triggers the alarm.

Micro transducers are often located inside the door
frame near the switch for the interior light, in the same

Figure 99. Micro
transducey.
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position where you would expect to find a pin-switch.
Micro transducers, however, can also be found mounted on
the center door posts of four-door vehicles. In either case,
thev are glued in place with epoxy.

Self-contained vibration sensors are also sometimes
used. Such a sensor simply consists of a kevpad fitted to the
dashboard. The alarm, activated by entering a personal
code, works like any other mohon detector.

Another type of car alarm sensor is the voltage drop
sensor, also known as the current-drain sensor In this
device, a sensar is wired into the electrical circuit of the car
Whenever the sensor detects a drop in the voltage, for
instance when the dome light comes on as the door is
opened or when the kev is put in the ignition and the dash-
board lights up, the device will trigger the alarm.

This type ot alarm can be disconnected, accidentally or
not, by the dome light malfunctioning for some reason. It is
therefore not very reliable.

More advanced types of alarms are also used as car
alarms. Among these are ultrasonic detectors (see Chapter
7). The most common locabion for such a sensor is usually
on the shelf behind the back seat.

A siren is the best choice tor a warning device and is in
common use nowadays Various types are available, but
they are often mounted under the hoad, although well
away from sources of extreme heat. The siren is generally
mounted slightly downward, as this will prevent excessive
accumulation of dirt and moisture. The siren will almost
always be connected only to the control unit. Once again,
this connection is the vulnerable link in the alarm system.
Often the siren will be supplemented by other features,
such as a light-flashing facility. Suca a device can easily be
wired into any of the numerous types of alarm systems.

Finallv, rtemote sensor alarms can be fitted to roof racks
and trailers. The really security-conscious can combine all
of these options in the same alarm system.

Other specialized features of car alarms include the so-
called “passive” alarm system, which automatically arms
itself once the owner has locked the car. This alarm is usual-
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ly armed and disarmed by means of a concealed switch
nside the car. Therefcre, a certain delay is imposed before
the alarm is sounded so that the owner will have enough
time to open the vehicle and disconnect the system. Other
alarm systems are manually armed and disarmed with an
external security key switch, usually located at the rear of
the vehicle.

A variant of this system relies instead on an infrared
transmitter kept on the owner’s key ring or on any other
Trand-held device. Aftzr stepping out of the car, the ownet
simply aims the device toward the receiver mounted inside
the car and presses a button. The infrared beam will acti-
vate the system. This will lock all doors and set the alarm.
Insome versions of this alarm system, the car willeven
flash its headlights to indicate that the message was
received and understood. The alarm can be switched off
and the doots unlocked in the same way. Another variant
of the same idea is the key nng containing a small radio
transinitter that emits a radio signal. Locks of this type are
generally called remote control locks.

Another interesting option on many control unitsis a
built-in radio transceiver (a receiver with transmitter). This
device will allow the alarm system to be armed and dis-
armed, or even tripped, by a miniature radio transmitter
built into a small pager unit. This circuit will alert the
owner to the fact that his car is being tampered with.

Remote paging car alarm systems of this type are espe-
cially popular in areas where there is little likelihood of
somebody else noticing the alarm if it is sounded. The
owner, who carries a remote paging receiver to alert him
whenever the alarm is sounded, is then free to investigate
himself, call the police, or both.

These systems aresometimes used as silent alarms,
without an ordinary siven, especially if the owner hopes to
catch the intruder in the act. Some alarins of this type allow
the user to choose between siren and silent alarm opera-
tion. Those remote paging systems that can arm or disarm
the alarm system from a distance almost invariably inchude
a panic button as well with which the owner can activate
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the car’s siren if threatened or surprised by intruders. This
option is popular among people who fear walking alone
through empty parking lots and professional truck drivers
who might have to stay around their vehicles for long peri-
odsand even sleep in them frequertly.

The remote paging system consists of two parts. The
combined transmitter and control unit is mounted in the
car, powered by the vehicle’s electrical system, while the
battery-powered remote paging receiver is small enough to
kcep in one’s pocket. Although these two devices work on
a radio channel that is on a frequency seldom used by most
radios, they will also be safeguarded by a security code that
is always sent when the transmitter is triggered. This will
prevent accidental triggering and is also supposed to pre-
vent an intruder from using his own transmitter to disarm
the alarm system. The latter is not valid, of course, as an
intruder can easily determine and imitate this code if he has
access to specialized equipment. (Such equipment is costly,
however.)

When the transmitter is triggered, it will send out a sig-
nal containing the security code. The paging unit, when
detecting a signal on its preset frequency with the proper
code, will start beeping. It generally also flashes an LED.
The security code is selected in advance by setting a group
of internal dip switches. These switches can naturally be
found in both devices.

The transmitter will use the vehicle’s standard anten-
na, including the type that automatically rises when the
radio is switched on. The intruder can therefore prevent
the antenna from rising, which will decrease the range of
the transmission severely. The vehicle might of course
also have a wire-type antenna built into the windshield,
but then the effective range of the transmitter will be sig-
nilicanily reduced incany case, Sume vehdcle owners
attempt to extend the range of the transmitter by
installing a separate antenna. Remember, though, that
the transmission in this alarm system is the same as the
wiring in ordinary alarm systems and should therefore
be cut by an intruder. If the alarm call transmission can
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be prevented, the owner will not be alerted.

Generally, though, the transmission will be sent. The
range is then completely dependent on the terrain and the
characteristics of the surrounding area. The range might be
several kilometers in cpen country or be reduced to a few
hundred meters or less in a city or an underground parking
lot. The strength of radio transmissions will also often he
reduced considerably by the metal used in most high-rise
buildings. Most alarm systems manufachurers claim an
“average” range of 3 kilometers, but this is quite an exag-
geration. Between 200 and 500 metersis a more typical
range within a city. In fact, the transmission can be elimi-
nated by enclosing the transmitter in a metal box. Were it
not for the antenna and, to a lesser degree, the windowss,
the car is, in effect, suck a box.

Many car alarms are modified for use in other vehicles
and locations, such as boats, trailers, campers, etc. The
remote paging systems are especially popular, as they have a
great range (more so if connected to a cihizen's band base sta-
tion antenna) and are therefore sometimes used to guard
scattered buildings or stores on farms and construction sites.

The car alarm is otherwise armed and disarmed using
several different methods, depending on whether a delay is
built into the system or not. If so, the delay might be as
short as twelve seconds or as long as forty seconds or more.
Arming can, for instance, be done by turning the ignition
key switch to the ON or ACC (accessory) position for a few
seconds and then switching it to OFF. This will arm the
alarm system after an exit delay period. It is then disarmed
by simply entering the car and switching the ignition key
switch to ON before the entry delay period is up.

Another method of arming and disarming is by a switch
on the control unit. The easiest, of course, is when the process
is perforined autvmatically whenever the ignition is switched
on or off. In many cases, the control unit will inform the user
of the fact that it is armed or disarmed by either producing a
beep or lighting an LED. Sometimes a combination of the two
is used and sometimes neither is used.

A valet switch might also be present. This is a switch
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that allows the owner to bypass the alarm system when he
expects to be away from his car but knows it will be attend-
ed or guarded by valet parking orservicing, for instance.
The valet switch can only be activated while the engine is
running and is therefore of little use to an intruder.

Many car alarms are powered by the car’s own battery,
but itis also quite possible to add a second power unitasa
backup. This is mainly done in commercial vehicles, as on
many of these it is easy to gain access to the battery terminals
and then disconnect the ordinary alarm. Remember that it
might be possible to disconnect the wiring from underncath,
even if the battery is locked away under the hood. Having a
backup power facility is therefore always prudent.

Almost all car alarm systems aze designed to be pow-
ered by 12-volt DC current. Furthermore, the wiring is
often easy to identify, as a color<coding scheme is common
in many countries. For instance, red wiring is used to con-
nect the system to the power source, the car batterv. Other
colors might be used to identify the components of other
systems. Remember, though, that this often varies in differ-
ent countries—and even in alarm systems manufactured
by different companies in the same country.

A professional car alarm system will also have closed ar-
cuit wiring. This means that the alarm will sound even if the
wires to the sensors are cut. However, the system stil] will not
work if the wire to the warning device is cut instead.

Sometimes the purpose of the entry operation is not
only to break into a vehicle but also to move the vehicle in
question. This leads to several other considerations, apart
from the lock and alarm system.

If the car must be moved, remember that the vehicle
might have been immobilized in some way. There are sev-
eral ways of immobilizing a car. Both electrical and
mechanical methods of immobilization can be used, and
they should be prepared for.

The electrical means of immobilization include fitting
one or more devices, such as an ignition cutout device, to
the car. This can be a part of the vehicular alarm system and
1s then either linked to the car’s hom or to any other siren.
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The device will sound a warning at the same time as it is
blocking the ignition circuit, automatically immobilizing
the car.

A manual ignition cutout device is also useful. An igni-
tion disabler switch can be hidden under the dashboard,
for instance, and will interrupt the ignition feed wire. Note
that the car can still be hot-wired and started easily if the
interruption is made between the battery and the coul. If the
interruption is made between the coil and the distributor,
however, this is not generally pnscihle. The switch might
require the use of a key to open.

A passively armed cutout device will render the ignition
dead as soon as it is switched off. ¥hen the driver wants to
start the car again he must deactivate the cutout by depress-
ing a button or switch while he staris the engine.

Yet another method is to use a removable circuit card.
Usually this card is putinto a socket mounted on the dash-
board. When the card is removed, however, vital electrical
circuits will be broken, preventing the car from starting.
Another method of electrical immobilization is to fit a switch
that interrupts the feed wire to the electric fuel pump.

A multiple cutout device can also be incorporated into the
central control unit. The unit is bolted to the bulkhead under
the hood and disrupts several electrical circuits at the same
bme. Finally, the vehicle can be immobilized by simply
swapping or removing a couple of the spark plug leads.

Mechanical immobilization methads include the use of
an engine immobilizer switch, the previously mentioned
hidden switch in the ignition circuit, or an intemal locking
device that is, for instance, fitted over the handbrake and
locked around the gear lever. Locks that are simpler, but
also tairly reliable, include combination locks attached to
the handbrake, engaged or disengaged by means of a three-
digit combination. Such locks slide over the tap of the
handbrake lever, lockirg it in the “on” position. Electronic
locks that prevent the engine from starting until the driver
has entered the correct code on a keypad fixed to the dash-
board can also be procured.

Additional steering wheel locks are also commercially
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available, although they often
are of the hook type, hooking,
on or cver the steering wheel
and brake, accelerator, clutch
O pedal (fig. 100), ar floar-
mounted gear stick. If the
device is hooked over the
clutch pedal, an intruder can
easily get nid of this device in
an emergency by simply
stamping down hard on the
clutch. As the steering wheel
bends quite easily, the lock
will come off. [f the brake
pedalis used instead of the
clutch pedal, however, this
procedure is sometimes more
difficult to perform. Of
course, the quality of the
Figure 100). Steering wheel hook ]OCklng device will also affect
lock. the sutcome.
Additional locks can be
fitted around the steering col-
umn like an armored collar. The lock key will then replace
the vehicle ignition key and control the electrical opera-
Hons. Although good in principle, this can easily be demol-
ished with the use of heavy-duty tocls.

Some suspicious individuals remove the rotor arm from
the distributor in order to protect their cars from theft. The
distributor cap is easy and quick to snap off in order to
remove the T-shaped rotor amm sitting in the middle of the
distributor. It is small enough to put in a handbag or pock-
et. Others remove it and then lock it in the trunk.

A final, and very definite, method of mechanical
immobilization is to use a wheel clamp, also known as a
Denver boot. This will effectively prevent the car from
being moved. Most wheel clamps also prevent the tire
and wheel from being removed. These can be found on
cars that are left unattended for considerable periods of
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time or have been sccured by the police.

Vans, trailers, and motorcycles present still other prob-
lems, espedially if they must be moved from the location in
which they are found.

Vans and trailers are sometimes safeguarded from tow-
ing by locking a hitch .ock, or tow ball, into the ball socket
of the vehicle-towing hitch. Such a device can only be
removed by using the correct key bar. The lock must be
picked or else broken.

Mpntorcycles and bicycles are generally secured with
chain locks. These are generally easy to cut through with
bolt-cutters, especially if they are not of made of hard-
ened steel. For this reason, specially designed padlocks
with hardened, elongated shackles are often used
instead. The steering lock of a matorcycle is usually of
simple construction and can often be broken by a fierce
wrench of the handlebars. Although motorcycles can be
titted with electrical immobilization devices and alarm
systems, this is verv uncommon.

It is more common to immobilize the motorcycle by
removing the battery ground strap or the line fuse in the
main lead near the battery terminals. A concealed cutout
switch that breaks any of the low-tension wires to the coil
can also be fitted. As long as the correct equipment is avail-
able, neither of these methods will present any problems to
the operative.

Other measures used to pratect a motorcycle for long
periods of time include such devious alterations as fitting
unserviceable but visibly complete spark plugs, draining
the float chambers and removing or blocking the fuel sup-
ply line, or putting the dike in first gear and then removing
the gear and clutch Jevers. Once again, should it really be
necessary to move the motorcycle, this is only a matter of
having the correct spares available.

SHOPLIFTER DETECTION SYSTEMS

Alarm systems designed to detect and scare away
shoplifters have been in widespread use for along time.
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Several types exist, and all of them are still very common.

These types of detection systems rely upon fastening
some kind of indicator or tag ta each object to be protect-
ed. In an electromagnetic system, the tag might be a mag-
netic tape, for instance, while in a radio frequency system,
it will be a special coil on a circuit card. In either case, the
alarm will sound if the tag is passed near a specially
designed detector.

The radio frequency system is easiest to use, as the elec-
tromagnetic detectors are very clumsy. However, the radio
tags are always active, which might cause complications.
The radio frequency system will also sometimes trigger a
false alarm if exposed to portable radios. Furthermore, the
tag can be rendered inoperative by teing hidden in a metal-
lic cover. This will nullify the signal and prevent the alarm
from sounding. For these reasons, reither of these systems
1s very popular.

The British company Securitag International is currently
the major manufacturer of shoplifter detection systems. Its
products are very popular, as thev rely on a completely dif-
ferent technique.

The Securitag system also consists of tags that are
affixed to the goods to be protected; however, the actual
functioning of the tag is different. The detector posts con-
tinuously send out a low-frequency signal that will trigger
any tag that is brought within
range. The activated tag
will then respond by
transmitting another
signal. This signal
will trigger the
alarm.

Whenever a

tag is brought out | [

through the door, ,

it will transmit a L/b’r,,-—,
‘\ ! 5///4/1

Figure 101. The Securitag \r\" = &

system. \\_ Q) //
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signal that is received by the detector posts positioned
either near or on either side of the door (fig. 101). Every
detector post has a range of about 90 centimeters.
Alternatively, a detector loop can be installed around the
door, in which case nc posts are required.

Because of the design of this system, there is no chance of a
false alarm being caused by portable radios or metal objects.

The tags are naturally extremely difficult to remove
without the special equipment available from Securitag.
However, as this equipment is the same in all Securitag
units, an intruder car generally acquire it easily should it
ever become necessary.

As a curiosity, it should be mentioned that this idea was
originally introduced by the KGB for use in electronic
surveillance operatiors.

FIRE ALARM SYSTENS

Fire alarm systems are sometimes combined with
intruder alarm systems, but the two are more often sepa-
rate. The warning sound used in fire alarm systems is usu-
allv distinctly different from that of intruder alarm systems.
This is generally true whether the systems are connected or
not, except in the simplest alarm systems.

Whether the fire alarm is incorporated in another alarm
system or completely self-contained, it will more often than
not rely upon either one or both of two radically different
types of sensors. These are the smoke detector and the thermal
detector, both of whichare very common. Yet another type of
sensor, the differential detector, is also used sometimes.

The smoke detector (fig. 102) is placed on the ceiling or

high up on a wall, as smoke always rises.

AT Several smoke detectors, either self-con-

tained or alternahively connected in paral-

]T rﬂ:\ lel, can often be seen in bedrooms or at

T leasi in a common hallway.
” There are two different kinds of

Figure 102. Smoke detector.
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smoke detectors, the ionization type and the photodiode
(or photoelectric) type. They differ in the way they detect
the smoke that will trigger the alar.. The 1onizabon type is
most popular.

An ionization smoke alarm has asmall internal chamber
containing a very small amount of radioactive material.
The air in the small chamber is ionized and therefore able to
conduct an electrical current. Since the radioactive matenal
is located between two electrically charged electrades, the
ionized air will eandurct the electrical current between
them. If smoke particles (excess carbon particles in the air)
enter the chamber, thev will increase the resistance of the
ionized air. This will naturally decrease the flow of current
between the two electrodes. The alarm will sound when the
resistance has increased to, and tae current flow drops
below, a certain preset point. This happens whenever there
are too many carbon particles in the air.

The photodiode smoke detector relies upon a beam of
light that is projected across a sensing chamber onto a pho-
toelectric cell. When smoke particles enler this sensing
area, the light beam is disturbed and the level of light
reaching the photoelectric cell is reduced. The alarm is tng-
gered when the level of light reaching the photoelectric cell
drops too much.

The reason ionization alarms are the most popular is
that they will respond slightly faste: to a rapidly spreading
fire. Such a fire always produces many smoke particles.
Both types are reliable, however. They will even respond to
the tiny smoke particles produced by a fire before actual
smoke can be seen.

Sometimes a high level of dust in the air will produce a
false alarm when it accumulates inside the sensor. Dust in
the sensing chamber might also reduce the sensitivity of the
alarm. Other sourcces of false alarms might include small
insects or high humidity.

Self-contained smoke detectors have integral batteries,
usually of the carbon-zinc or alkaline types. Alkaline batter-
ies are the mast reliable, as they last longer. Despite this, they
should be checked at least once a week for safety reasons.
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Although a reset button is included in the alarm, the
continued presence of smoke will simply result in the
sounding of the alarm again. Therefore, it cannot simply be
tumed off as long as the conditions that triggered it remain.

Smoke detectors can generally be used in any room
except the kitchen. Thermal. or heat-sensitive, detectors are
used there instead.

Thermal detectors (fig. 103) use
built-in pyroelectric sensors
able to sense when the tem-
perature in the room rises
above a dangerous Jevel.
' The exact temperature
! level that is deemed criti-
/ cal depends on the con-
struction of the sensor.
Typically, though, 50¢C
1s the most common in
Europe, while 135°F sensors
are used in the United States,
except in kitchens and fumace
areas where a higher tempera-
ture is normal. In these areas, §0°C or 190°F sensars are
used instead. The sensor contains a material that will melt
at the chosen threshcld temperature. This will produce
electric contact and trigger the alarm.

Thermal sensors can also be wired in parallel. Except in
kitchens, they are usec mainly in areas where fires that pro-
duce more heat than smoke—certain types of electrical and
chemical fires, for instance—are likely to occur. Yet another
type is the differential detector. This is an advanced ther-
mal detector for use in environments that are unsuitable for
ordinary detectors, such as certain kitchens and garages.
This detector works by adapting itself to the tempcerature in
the area. It will trigger the alarm when the temperature
rises more than 5 degrees per minute.

For a professional intruder, the main advantage of a fire
alarm system that is part of an intruder alarm system is the
fact that the fire alarm will override the actual intruder

Figure 103. Thermal detector.
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alarm. This is very useful, as the deliberate activation of the
fire alarm might provide an easy diversion. It is not really
necessarv to start a fire in order to activate this type of sys-
tem. Simply blowing smoke into a smoke detector will trig-
ger the alarm. Afterward, there will be no explanation as to
why the fire alarm sounded at tha: particular tune. The
operative might even go to the trouble of blowing some
dust into the detector in order to make it appear as if the
alarm malfunctiored.

The fire alarm is easy to find if present. As smoke will to
some extent be impeded by doors, most fire departments
recommend the installation of several sensors, optimally
one in every room. There will be at least one in each hall-
way, however, and probably one in :he kitchen or in other
areas where a fire is more likely ta break out, such as near
heating units and fuse boxes. They are almost invariably
maounted an the ceiling, generally at the center of the area
they are protecting.
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CHAPTER 9

Entry Tricks

his final chapter will be devoted to several of

those tricks of the trade that one day might be

useful ta the field operative who is involved in

entry operations. These tricks include ways of

finding plas of the target’s alarm system, as well
as recognizing traps and faked obstacles to the operation.
Common hiding places of keys and combination codes also
fall under this heading. All these methods help the operative
avoid capture when cn an entry mission. Every additional
advantage increases the secunty of the operation.

The easiest way toenter the residence of an unsuspect-
ing owner is to use the real keys. If the owner leaves the
keys outside his house when he goes away, this is quite
easy. The operative should therefore check the seven most
common hiding places for keys:

1. under the doormat

2. under a flowerpot

3.1n a tlowerpot

4. under a stone alongside the path or near the front
door

5. stuck or hanging under the window ledge

6. hanging inside the door on a piece of string that can
be pulled through the letter hox in the front door

7.just inside an unlocked garage or storage shed
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If the operative can gain entrance to the house for a tew
moments. he mignt be able to check whether the kev is left
in the lock on the inside or in an obvious cupboard or hook
near the front door. If so, he might get an unsupervised
moment in which to make a pattemn of the kev in a wax box.
Then he can make a copy at his leisure.

Sometimes supposedly locked doors are nevertheless
found unlocked or even opened. The reason is usually very
simple—there is work being done on the premises which is
facilitated in this way, for instance, or a visitor or delayed
emplovee is expected to arrive shortly. Some people regu-
larly leave the door unlocked, ecpecially in offices, so that
they do not need to use the key when they return. But the
human factor is not always the reason. The lock may be
installed incorrectly, so that the door will not lock even
when closed, or the door check does not work properly.

For this reason, many companies employ a guard or a
caretaker to regularly check that all doors are locked and
remain so. If the guard follows a fixed routine, however,
vou can plan the operation so that he is safely out of the
way. Otherwise it is a good precaution to position a col-
league to watch out for the guard so that you know when
he is making the rounds.

The points of entry include, but are not limited to, doors,
windows, and any other openings that provide access to the
interior of the target building. As was mentioned in Chapter
6, it is also sometimes desirable to enter through a roof or
ceiling. Most houses protected by an alarm system have a
sensor on each outside door or swvindow that is accessible
trom the ground and large encugh to crawl through.
Windows on the second floor are generally not protected,
however, unless they are easily accessible from a flat garage
roof or a tree. If they are accessible, but not easily so, and at
the same time cannot be seen from the street or from a neigh-
boring house, they might be protected by alarm sensors. Try
to pinpoint the sensors befare the actual entry attempt.
There might be an opening that has been overlooked.

As every burglar knows, whether he is a criminal or
employed by his government, there are certain indications
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of whether or not a house is empty. One of these, maybe the
most important, is the absence or presence of light.

Many houses today are equipped with outside lights
that are switched on at dusk every night by a light-sencitive
photoelectric cell controller. Such a device measures the
intensity of natural light. It will be triggered by the natural
light levels and switch on the light, when the light falls
below a certain, predetermined level. The lights will be
switched off automatically when daylight returns. Other
buildings rely on programmable automatic timer switches
that regularly turn on the light at a predetermined time.

Some of these timer switches are of the twenty-four-
hour variety that will turn the light on and off at the same
time every day. Others are the seven-day type that can be
set to tum the light on and off at different times each day of
the week. The switching pattern will be repeated only after
a week has passed. Sometimes the users of these devices
even realize that they must vary the setting of the timer
with the changing of the seasons. There are devices avail-
able for this very purpose. They can be programmed to
vary the times the light, or lights, will be turned on each
day, according to the seasonal changes in the day’s length.
These devices are called solar dial timer switches.

Such devices are often both powered by and transmit
their signals over the electrical wiring in the building,
although remotely controlled units utilizing radio waves
are also available. The lighting may even be connected to
the output from the alarm system, so that all or at least
most lamps in the building will turn on or start to flash
whenever the alarm sounds. Other appliances, such as
stereo systems, can also be activated in this way. Virtually
nothing is impossible, but the sobering fact remains that
this will not prevent a professional intruder.

Finally, passive infrared detectors might be used for
turning on the light as soon as somebody approaches. Such
a detector is easily wired to a light source, and the light will
remain on as long as there is somebody in the vicinity emit-
bng body heat or for a set period of time after the source of
warmth has gone. Such an infrared floodlight system
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includes a built-in photoelectric cell that prevents it from
triggering during daytime. Sound-triggered detectors are
also available for the same purpose.

Another security device 1s an electric curtain controller,
which will open and close corded curtain sets. This device
1s generally connected to a timer for automatic control.

A radio, preferably tuned to a “talk” station, is often left
on or tumed on with a timer switch as well. Finally, a tele-
phone answering machine programmed with the message
that the owner “cannot get to the phone right now” (not
“I'm out”) is also frequently used to leave some doubt as to
whether anybody is at home or not.

However, these means of scaring away ordinary bur-
glars are not very effective. It is generally easy to check
whether anybody is at home or not, 5y making a personal
call pretending to be a salesman for instance. Furthermore,
some people leave the light on only in the hallways rather
than in the living rooms. This is a definite indicatian that
the house is empty, as nobody actually lives in the hall.
Leaving the light on in a downstaits 1oom with the curtains
closed it is slightly more clever, but not enough so to deter a
professional intruder. Most individuals who use this ruse
to protect themselves are instead advised to leave the light
on in an upstairs bedroom, where ar. intruder cannot peer
in to check whether it is occupied or not.

It should also be mentioned that cutting the electrical
power and /or the telephone lines will effectively deter-
mine whether anybody is at home cr not, as the owner is
certain to reveal himself if he really is at home. Further-
more, it will render useless most of the previously men-
tioned protective light systems, etc.

Therefore, some people instead use a recording of a bark-
ing dog, which is activated whenever a doorbell is depressed.
There is even a self-contained alarm system available that
will imitate the sound of a dog whenever somebody is
approaching the protected area and is detected electronically
by a passive infrared detector. These various dog imitation
systems can always be identified by the fact that you will
only hear the actual barking and no other noise such as the
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dog running around or jumping at the door.

On the other hand, real dogs are a very serious problem,
especially if they bark at strangers and generally appear
unfriendly. Guard dogs are not always dangerous, as they
are mainly kept as a psychological deterrent to frighten
intruders away ratker than actually attacking them.
Terriers, for instance, make excellent guard dogs for this
reason. But whether the dog is really dangerous or not, its
bark will call unwanted attention to the scene, so dogs
should always be avoided, or at Jeast silenced in some way,
if at all possible.

Certain large dogs, such as the Great Dane, the mastiff,
the Alsatian or Germzn shepherd, the Doberman, and the
rottweiler, are sometimes trained not only to set off the
alarm, but also to defend the home against attack. Really
dangerous patrol dogs are not usually kept as domestic
watchdogs, however, as they are simply too dangerous
unless in the care of a professional dog handler. Here, too, it
is important to avoid the dog by all possible means.

As a curiosity, it might be noted that in rural areas, geese
present a very real obstacle. Geese are highly territorial, and
not only do they honk furiously, they also often chase and
peck any intruder who does not retreat quickly enough.

Many apartment complexes employ audio entry sys-
tems. This is a means of access control in which a speaker
panel is located outside the premises near the front door.
The speaker is linked to a telephone handset or microphone
device that permits two-way speech. The device is fre-
quently used in conjunction with a digital code lock entry
system. Each flat in the building is then equipped with a
telephone handset as well as a remote control that releases
the electrically operated door lock.

The audio entry system might also include an audio-
visual component. [t will then function as the standard
audio entry system but with the addition of closed circuit
television (CCTV).

It is, however, easy to circumvent an audio entry sys-
tem. Just call up anybady in the building and either say that
you have lost the code but a “friend” (who you know isa
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resident in the building and whose name you will mention)
asked you to go inside and take care of something in his
apartment. If this does not work, call up another one and
say that you will have to enter to deliver something (not the
mail, though, as the postman will have the correct code and
does not need to ask for it). If all else fails, you can always
say you want to comec inside to deliver tree samples of
something you believe is desirable to all of the tenants in
the complex. Of course, it might also suffice to wait for
somebody to arrive and then enter with him or her.

There are also certain popular ways to gain entrance to a
private home, during the preliminary reconnaissance of the
premises, for instance. Such methods are frequently used
bv con men. The operative dresses up as an official, a sales-
man, or in anv other suitable disguwize. Then he approaches
the target.

He might claim to be from the electricity, gas, or water
board, for instance. T"he “electricity board representative”
can ask the owner of the house to stand by the tuse box and
turn the power on and off while he goes around the house
to “check the circuit.” The “gas beard representative”
might ask the owner to watch the meter outside while he
“checks the apphances.” The “water board representative”
might ask the owner to turn the tapsin the kitchen while he
“checks the tlow” in the other parts of the house, such as
the bathrooms.

All of these disguises do carry the risk of the owner of
the apartment asking for an official identity card, first of all,
and then locking himself in his apartment while calling the
local office to ask them about you. You can sometimes
avoid this by having the telephone number of a colleague
printed on your (faked) identity card. However, this some-
times backfires, 100, as the real government oftice will be
listed in the telephone directory.

In the earlv 1980s, a foreign operative who was working
under embassy cover in the former Soviet Unian planned to
enter the dacha, or country villa, of a local party official. The
plan was to enter in order to plant electronic bugs in the
building. The partv offidal himself was not very important,
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but his brother was a high-ranking member of the KGB. [t
was assumed that one could pick up interesting gossip on the
occasions when the KGB brother visited the house.

Inorder to have afirst look around, the operative
dressed up as an official. He made a personal call to the
family in order to make inquiries about the rating of the
house. Such inspections were fairly common there,
although less so when it came to influential party officials.

The brother of the KGB officer was unexpectedly ccop-
erabive, however, and during their conversation, the opera
tive realized that the official had actually asked for a rating
to take place. The reason was that his dacha was not big
enough. Now he was averjoyed, as he expected the opera-
tive to help him lind a sigger one.

What was worse, itsoon turned out that the real rating
official was expected to arrive later the same day. At this
point, the fareign operative hurriedly excused himself and
left. The operation was abandoned, and the official’s house
remained free of electronic bugs.

Despite these and other obvious risks, it is amazing how
easi]y most individuals are taken in by such simch tricks. [t
is always worth a try, as lang as an escape route is prepared
in advance

The operative might also disguise himself as a sales-
man. Then he might offer a free estimate for carpets, fur-
niture, or anything else that will be so attractive in price
that it will enable him to enter the premises. A variant of
this theme, in rural aceas only, is the itinerant antiques
buyer who wants to browse around the house looking for
interesting pieces to buy.

In rural areas, where open solid fuel fires are common,
the feld operative can choose to disguise himself as a chim-
ney sweep. A common trick used to be left alonein the
house is to tell the owner to go out into the garden and
shout when he sees the brush coming vut of the chimney.

It is a great advantage to know in advance of the exis-
tence and type of any alarm or locking device in the build-
ing. In some countries, notably the United States, many
cities and counties require a permit for installing an alarm
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system. Therefore, the relevant archive might be a good
source of information regarding the possible existence of
any such means of pratection.

The plans for an alarm systemn will often be kept at the
security company that originally designed it. The installa-
tion ¢codes and operator codes will also be kept there. If you
can gain entrance to this company’s office, vou can take
advantage of this information.

Finally, it must be remembered that the local fire preven-
tion unit will have a say when a major alamm and lock sys-
tem is designed. This might mean that the fire station will
have a copy of the plans, including master keys in certain
cases. It might also mean that some exits will be left open,
or almost open, on purpose, regardless of the risk of an
intruder entering. The safety of the persannel working on
the premises is generally a higher priority than the ability
to kecp intruders out. This is especially important in a
building where burglars are not expected to be interested in
the merchandise or machinery

Vehicles are nowadays protected inmany different
ways. [n some cars, for instance, the standard locks will
have been replaced by new ones. Still, all too many people
frequently lose their car keys. For this reason, some cars
have a magnetic box containing a spare key that fits under
the car. If you find such a box, entry into the car is very easy,
of course. Just open the bax and retrieve the key.
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INTRODUCTION

The purpose of this book is to outline the basic principles of
fraud and specific techniques fraud artists use to milk the public.
The reader will learn to protect himself against many types of
fraud by understanding the ways in which con men work. He’ll
also learn to protect his interests in transactions which fall into a
gray area. These are transactions which, although not fraudulent
in the eyes of the law, are yet shady and filled with danger for the
innocent consumer.

We shall see that there is no clear dividing line between honest
deals and frauds, and that there is an element of deception in many
transactions.

The scope of this book will be limited, giving certain areas little
or no attention. Gambling, for example, 1s a lucrative field for
cheats, and most people should be aware that there is a risk of
being defrauded when they gamble. It seems unnecessary to pound
very hard upon this point.

Sophisticated white-collar crimes, such as embezzlement,
bribery and kickbacks, will get no attention because victims are
corporations, the officers of which are well-versed in the means of
protection and detection. Employee thefts of various sorts, from
physically stealing goods to faking expense account vouchers,
affect ordinary citizens in that they can result in higher prices, but
will not be covered because there is nothing the consumer can do
about them.

The focus of this book will be on frauds aimed at working
people and small businessmen, concentrating on the principles and
techniques involved. The reader will learn how to forestall fraud
by recognizing the methods and avoiding the traps. In this regard,
there will be much discussion of borderline areas, not legally
defined as fraud, and we shall see that there are many deceptive
practices used without infringing the law because the law seems to
be one step behind the clever fraud artist.

There will be outlines of methods by which the consumer can
protect himself, both passively and actively. Finally, unlike most



consumer-oriented publications, this one contains explanations of
the means of overt counter-attack against fraud artists, in an effort
to help the reader understand that he or she does not have to be a
passive and helpless victim because of the impotence of law-
enforcement agencies.



A SHORT GLOSSARY OF TERMS

CON, CON MAN, CON GAME. This comes from the word
“confidence,” and originally was used in the sense that the fraud
artist operated by gaining the victim’s confidence.

MAIL DROP. An accommodation address which permits the
fraud artist to receive mail at other than where he lives. While the
Postal Service offers patrons mail boxes, it requires that the renter
of a mail box provide his correct name and address. It is a crime to
rent a post office box under an assummed name. Postal inspectors

monitor closely the traffic to P.O. boxes and are alert to their use
for fraud. Private operators, on the other hand, need observe no
such restrictive regulations, and they rent their addresses to
anyone who puts up the money. Their customers often have furtive
purposes, but not necessarily criminal ones. Those seeking sexual
contacts, for example, who write to “swinger’s” clubs, often do not
give their home addresses, either because they lead secret lives and
do not want their families to know, or because they want to screen
their mail without letting the writers know where they can be
reached. Also known as “letter drop,” *“‘mail forwarding service,”
and “remailer.”

MARK, JOHN, PATSY, PIGEON, SUCKER, are all synonyms
for victims.

PENCIL. A front man in the operation of a dubious enterprise.
The Pencil 1s often a legitimate accountant or lawyer, who does
not know the real nature of the business. The Pencil 1s often used
in the more elaborate fraud schemes, such as taking over and
milking a legitimate business, not in what we call consumer fraud.

SHILL. A confederate or collaborator of the fraud artist. A shill
will often pose as a customer at an “auction,” bidding up the price
and leading the suckers on. He will also serve as a third party in a
gambling scheme, a *“pigeon drop,” or a “Murphy” game. Also
known as a “Steerer.”



WHAT IS FRAUD, ANYWAY?

In attempting to define “fraud,” we'll gain an insight into why
fraud artists are so hard to stop and prosecute. The same problems
we have in defining it trouble legislators and police, and make
arrest and prosecution very difficult.

Most of us know what we mean by fraud. We can say that fraud
is an act to take money or other valuables from another person, for
profit, and by means of deception. That’s a simple definition,
avoiding fancy words and legal terms.

Let’s break down that definition and examine each part:

Taking money from another is often legal, when there i1s an
honest transaction, such as working for it, or selling an honest
product.

There's nothing wrong with making a profit, as everyone who
works for a living faces the problem of selling his time or product
for a profit. However, the question of how much profit is legal or
legitimate 1s one that concerns lawmakers very much. Every
several years, for example, the media present stories of defense
contractors charging the Government extraordinarily high prices
for simple items available at a supermarket or hardware store for a
tiny fraction of the price. Selling a bolt or a pair of pliers for
hundreds of dollars certainly appears illegitimate, although a
prosecution for fraud is unlikely.

Deception is the key to fraud, and the hardest element to prove.
Except in the case of a well-known or well-established fraud
scheme, such as check kiting, it is very difficult to prove that there
1s intent to defraud.

Let's look at a few examples to see how hard it is to prove fraud
exists:

Many people look for “investment™ items they can buy in the
expectation of either returns on their money, such as dividends, or
being able to sell at a profit later on. When a seller offers a piece of
real estate, and suggests that it will go up in price in years to come,
it could be an honest transaction or it could be a fraud, depending



on whether the seller knows the real estate is worthless and has no
hope of appreciating. Proving what is in his mind is the hard part.

When a doctor advises a patient to have unneeded surgery or
other treatment, he could be secking to line his pockets, or he
could be making an honest mistake. This, too, is very hard to
prove, and very few doctors lose their licenses over this issue and
almost none are prosecuted, although the amount of unnecessary
surgery and treatment in this country is appallingly high.

In many cases, the seller 1s promoting something intangible,
such as happiness. “Lonely hearts clubs,” for example, are selling
the prospect of a romantic relationship, and the situation 1s such
that they cannot control whether or not two people so introduced
will be able to establish a long-term relationship. This, too, makes
prosecution very difficult.

When a seller offers goods or services and the buyer 1s
disappointed, it might be fraud, or it might be an honest
disagreement over the terms of the sale or the nature of the
product or service. In many instances, it 1s a matter for civil
litigation, not criminal prosecution.

For example, there are many fly-by-night home improvement
rackets. but a contractor who sells a home improvement or repair
that is defective is not necessarily a fraud artist. His firm may
simply do sloppy work. In deciding whether or not to prosecute for
fraud, the police must take into account the fact that the dividing
line between fraud and legitimate business is so thin as to be
invisible, and they will investigate to determine whether the
accused 1s a long-established businessman who warranties his
work and whether the majonty of his customers are satisfied.

This theme will recur throughout this book. There are many
businesses that operate on the thin edge of the law. Distinguishing
between a legitimate one and a fraud operation is often impossible,
partly because of inadequacies in the legal definition of fraud, and
partly because frauds and legitimate enterprises resemble each
other so closely, and often engage 1n the same tactics. In many
instances, we must conclude that a business 1s not an outright,
prosecutable fraud, but yet is “shady.” Prominent examples of



these are marriage counselors, sex clinics, weight loss and smoking
clinics, and various “alternative health care™ practitioners.

Unfortunately, the size and longevity of the business are not a
reliable guide. In the examples cited above. of defense contractors
overcharging the Government, the companies involved are among
the largest in the country, and in the well-known electrical
industries price-fixing case of the early 1960’s, the names included
such well-known companies as General Electric.



WHY FRAUDS?

To understand the problem. we have to look at what fraud is
and what it 1s not. Fraud is a type of non-violent crime for profit.
This simple-minded defimition seems hardly worth putting on
paper, but if we examine exactly what it means, we’ll get a better
understanding of what we’re fighting.

The basic motivation for fraud is to make money. There are all
sorts of ways of earning money, just as there are all sorts of crimes.
The two fit together quite well. However, in this country crimes of
violence carry severe penalties, and only the lowest, least-educated
classes of criminals commit them. It seems e¢asy to rob a bank, but
that carries with it a Federal rap, and the FBI inevitably comes
into the case. There is also the risk of a murder, which despite the
rarity of the death penalty, 1s still a very serious charge.

The fact is that crimes against property have lesser penalties
than crimes against the person. We value human life highly, and
crimes that injure people are, under our laws, the most serious,
whether they are for profit or not. Some crimes against the person
have great emotional charges, and we can expect a judge to “throw
the book™ at a child molester more than a bad-check artist.

Prisons are full of violent criminals. There are several reasons
for this;

BViolent cniminals tend to be stupid, and more easily caught.

BViolent crimes attract more attention, tend to be more
sensational, and get higher priority from the police.

B Generally, there are longer prison terms for violent crimes,
and those convicted spend more of their lives in prison.

BThere is more sympathy for the victim of a violent crime, and
judges tend to hand down stiffer sentences.

@With prison overcrowding, parole boards are often enacting
early release programs for convicts. They tend to release those who
in their view pose the least danger to society. Nonviolent criminals
tend to get earlier paroles.

MPerhaps most importantly, many frauds are not even in



violation of an enforcable statute, which makes conviction much
harder.



MYTHS ABOUT FRAUDS AND VICTIMS

There are several myths about frauds, and the characteristics of
victims, which have been floating around for years. These myths
came about from a superficial understanding of how fraud artists
work, and from ignorance of the varied methods they use. Let's
take these apart one by one:

You can't cheat an honest man. False. You can cheat an honest
man, if your scam 1s properly targeted. This myth is based on the
naive idea that the only people vulnerable to fraud are those who
are greedy, and who expect to get something for nothing, laying
themselves open to the false promises of the fraud arust.

In fact, even people with the highest morals and the most
modest ambitions are open to fraud. A good example is the “bank
examiner swindle,”'in which a person claiming to be a bank
examiner asks the victim, who has an account at the bank, to
withdraw a large sum of money to help the examiner check up on
the honesty of a teller who 1s under suspicion. The victim does not
expect personal gain, but is simply seeking to aid the examiner in
enforcing the law.

Another scheme which involves victimization of people who are
not seeking great riches is the “Social Security” or “Welfare”
investigator scheme, in which a person claiming to be an
investigator for one of these agencies arrives at the home of
someone who is retired, or on welfare, presents phoney credentials,
and claims to be collecting overpayments.2 The “investigator”
demands that the victim hand over to him or her the amount of the
overpayment.

Frauds all involve get rich quick schemes. This is a corollary to
the first myth, and it too, is false. While it is true that a person who
shows raw, naked greed lays himself open to this sort of deception,
there are also many victims defrauded because of need, not greed.

The fake employment-service swindle, in which a job seeker
pays the fraud operator a fee to cover the cost of a *background
investigation,”® s a clear example of defrauding the needy.
Another is the classic security-bond swindle, in which respondents
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