Security Manual for Nationalist Activists
PROTECT YOUR ACTIVITIES - IMPROVE YOUR SECURITY!
. FILE PROTECTION

Il. CLEAN ACTIVITY TRACES

We recommend installation and use of both software products “CCleaner” and
“Privazer”.

I11. PROTECT YOUR PASSWORDS FROM KEY-LOGGERS:

Download and install “Zemana AntiLogger Free” from here:
https://www.bleepingcomputer.com/download/zemana-antilogger-free/

Direct link:
https://download.bleepingcomputer.com/dl/6e8d4a058db298de6ed880ddbafb6bdb/5eal8dde/
windows/security/anti-keylogger/z/zemana-antilogger-free/AntiLoggerFree Setup.exe

IV. FIREWALL PROTECTION

COMODO Firewall Free:
https://www.comodo.com/home/internet-security/firewall.php

User manual:
https://help.comodo.com/topic-72-1-451-4730-Firewall-Tasks-%E2%80%93-
Introduction.html

V. ANTI-VIRUS PROTECTION:

Choose your Anti-Virus software from the “Best free Anti-virus for 2020”:
https://uk.pcmag.com/antivirus/120817/the-best-free-antivirus-protection-for-2020

VI. ANTI-SPYWARE PROTECTION:

Protect your computer against spyware with “Super Anti-Spyware Free”:
http://www.superantispyware.com/downloadfile.html?productid=SUPERANTISPYWAREFR
EE
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VII. COMMUNICATION PROTECTION

1. TOR Browser Proxy:
https://www.torproject.org/download/download-easy.html.en

FAQ page for TOR:
https://www.torproject.org/docs/fag.html.en

2. Encrypted e-mail services:
ProtonMail:

Registration:
https://protonmail.com/signup

Login page:
https://protonmail.ch/login

3. Encrypted chat services:

Unseen:
https://unseen.is/

4. Encrypted Text and Audio calls for Android and iOS:
Signal:

Download page for Android:
https://play.google.com/store/apps/details?id=org.thoughtcrime.securesms&hl=en us

Download page for iOS:
https://apps.apple.com/us/app/signal-private-messenger/id874139669

VIIl. PASSWORD PROTECTION!
Password Safe

Download link:
https://www.fosshub.com/Password-Safe.html

Quickstart Guide:
https://www.pwsafe.org/quickstart.shtml
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IX. REMOVAL OF METADATA FROM FILES

1. MS Word Files:
https://www.webucator.com/how-to/how-remove-metadata-from-microsoft-word-files.cfm

2. PDF Files:
Use application BeCyPDFMetaEdit:

Download link:
https://becypdfmetaedit.en.softonic.com/

Instructions:

1. Open the desired PDF file.
2. Click on Clear All Fields
3. Click on Save

g
[M 8eCyPDFMetaEdit =HEE

File Options Help
Source

PDF Document: Updating

IATEST pdf

Metadata | Metadata [XMP) l Viewer Preferences I Pages I Bookmarks | Slide Show I Security [ Estras |

Title: Keywords:
Subject:
Author: Created on: [ | Automatic
*
Created with: Modified on: || Automatic

| T ——
2 [ Save bs... ] [ Cancel ]

Produced by:

"

3. Image files:
Use application BatchPurifier

Download link:
http://digitalconfidence.com/downloads.html
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Instructions:
http://digitalconfidence.com/BatchPurifier-Using.html
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|. FILE PROTECTION

1. How to Encrypt Your Hard Drive with VeraCrypt

Watch this video tutorial to learn how to do a full disk encryption of your hard drive:
https://www.youtube.com/watch?v=0z1tS1JxSsg

An article about the same process:
https://www.howtogeek.com/howto/6169/use-truecrypt-to-secure-your-data/

2. How to Create an Encrypted USB with VeraCrypt

Watch this video tutorial to learn how to encrypt an USB flash drive:
https://www.youtube.com/watch?v=WR14C9ntu_s

An article about the same process:
https://www.maketecheasier.com/create-encrypted-usb-with-veracrypt/

3. How to Create and Use a VeraCrypt Container

Watch this video tutorial to learn how to create a VeraCrypt Container:
https://www.youtube.com/watch?v=0gm9QHQpFqU

An article about the same process:
https://www.veracrypt.fr/en/Beginner%27s%20Tutorial.html
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1. CLEAN ACTIVITY TRACES

1. CCleaner

CCleaner is a great utility tool to help you clean all the unwanted files lost in your
computer system. Though system cleaning is very helpful, there is also a risk of
important files getting deleted together with the junk files. To avoid this, CCleaner has a
file-deletion security feature to avoid important system files accidentally getting lost.

1) How to Enable Secure File Deletion in CCleaner?

Part 1 of 2: Installing the CCleaner App

1

Download CCleaner installer. Go to the Piriform website to download the installer:

‘_'CCIeaner For Home For Business Dpownload suppert

https://www.ccleaner.com/

Speed up & Optimize
your PC with CCleaner®

CCleaner has been downloaded over 2.5 billion ti

Give your PC a complete Health Check
Be the first to try Health Check

Get CCleaner Pro!

Simple cleaning when you need it, or fully automated PC maintenance?

See which version of CCleaner suits you:

& &

CCleaner Free CCleaner Professional

Our best-ever version combines all the
features of Free with the power of
automation, so your PC always stays
clean, safe and fast.

Our standard version frees up space,
clears your online tracks and helps you
manage your machine so it runs faster.

Standard privacy protection Standard privacy protecuon

Standard dleaning

h T R
app: e rity risks (1

Keegs you from
Instant product updates

Prioricy customer supgert

24.95€


https://www.ccleaner.com/

ccclsamr For Home - For Business Download -~ Support - AboutUs ®EN  Search Q

A3 CCleaner-

The world's most popular PC cleaner

t protects your privacy and makes your computer faster and more secure

FREE PROFESSIONAL PROFESSIONAL BUNDLE
UPTO32CS

Faster Computer

Corerol which apps use your compurer's v v v
..... e

Privacy Protection
Removes trackng fles and browsing data

v v v

MNew: PC Health Check.

Automatically analyzes. fixes and tunes your v v v
e performance

Scftware Updater

Quickly updates apps to raduce secrity x v v
wnersbices

Cleans Everywhere x
£ven places otner dleaners can'treach

Gaards Againstjunk Files
Aoniors junk in real-tme

Aatomatically Clears History
Clears your rowser when you dose it

Alveays Up-o date
Cleaner keaps up with your orcasers and Manual v v
operatirg system

Faster, Longer-dasting Hard Brives
Inciudes Defraggler, to keep hard disks v
neslchy and running effioeny

File Recovery
Includes Facuva, 50 you never have to worry v
about osing a fle again

See Inside year PC
Inchudes Speccy. $0 you car 00t ssues or v
finc compaciole upgrades

24.85£1995€ 29.85€2995€

2

Install the program. Go to the folder where you saved the downloaded installer. Double-
click on the file to start installation.

Ad

Part 2 of 2: Securing Your Files

Start CCleaner. Just click on the shortcut from the desktop.
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Piriform CCleaner - Professional Edition

CCleaner Professional

Windows Applcations

e internet Explorer ~

v Temporary intemet Fles

v FHistocy

v Cookes

¥ Recently Typed URLS

v Index.dat fies

v Last Download Location
4

Au

System
v Empty Recyde Bin

v Temporary Fies

v Cipboard

v Memory Dumps

v Chidek Fle Fragments
v Vindows Log Fies

Run Cleaner

2. Click ""Options.” This is the gear icon on the menu panel on the left part of the window.
This will open the "Options" menu.

CCleaner Professional

CCleaner - Professional Edition

3. Click "'Settings." In Settings, locate the “Secure Deletion” in the screen. The setting offers
two options:

Normal File Deletion—This option offers no security at all and will delete any file it detects
to be junk.

Secure File Deletion—Sets the number of times the system will read a file to determine
whether or not it needs to be deleted.
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CCleaner Professional

aner on a schedule
“Cleaner” option to Recyde Bin context menu
‘Cleaner....” option to Recyde Bin context menu

[ Smple Overwrite (1pas) |

Advanced Overurite (3 passes)
Complex Overarite (7 passes)
Very Complex Overvrite (35 passes)

= NEW VOLUME (G2)

4. Set the type of secure file deletion you want. There are four degrees of Secure File
Deletion:

Simple Overwrite (1 Pass)

Advance Overwrite (3 Passes)

Complex Overwrite (7 Passes)

Very Complex Overwrite (35 Passes)

CCleaner Professional

Cleaner

Run CCleaner when the computer starts
Run CCleaner on a schedule

Indlude
(1] Add Run CCleaner” option to Recydle Bin context menu
s s Add "Open CCleaner..." opton to Recyde Bin context menu
Moritoring v Automatically check for updates to CCleaner
Enable slent background updates
\ Secure Deletion Normal file deletion (Faster)

Tools ®  Seaxe fie deletion (Sower)

Tt

Options
drives v & LocalDisc (C)

ca widHow (F:)

- NEW VOLUME (G:)

v Wipe MFT Free Space

5. Set options for more complex file deletion. You can also set whether to include “Wipe
Alternate Data Streams” and “Wipe Cluster Tips.” It is unchecked by default since it involves
complex file deletions.
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2) How to work with CCleaner?

1. Click on button “Analyze”:

Piriform CCleaner

CCleaner Free

Windows Applications

(e Internet Explorer A
+ Temporary Internet Files

History

Cookies

Recently Typed URLs

Index.dat files

Last Download Location

Autocomplete Form History

Saved Passwords

Windows Explorer

+ Recent Documents

« Run {in Start Menu)

« Other Explorer MRUs
Thumbnail Cache

« Taskbar Jump Lists
Network Passwords

A NI NI NI Ui U NN

u System

Empty Recycle Bin
Temporary Files
Clipboard

Memory Dumps
Chkdsk File Fragments
Windows Log Files

A N NI N NN

Run Cleaner

2. After the scan is done click on button “Run Cleaner”:

Piriform CCleaner

CCleaner Free

Windows

Applications | 1 01/

e Internet Explorer A

v Temporary Internet Files (7 Analysis Complete - (3.190 secs)

v History MB to be ren d. (Approxima .

v Cookies Ml

v Recently Typed URLs

¢ Index.dat files Details of files to be deleted {(Note: No files have been deleted yet)
v Last Download Location

v Autocomplete Form History e Internet Explorer - Temporary Internet Files 4647 KB 35 files
v Saved Passwords e Internet Explorer - Cookies 1KB 3 files
Windows Explorer Windows Explorer - Recent Documents 6 KB 7 files

« Recent Documents . Firefox - Session 1KB 1 files
# Run (in Start Menu) @ Firefox - Site Preferences 288 KB 2 files
« Other Explorer MRUs @ Firefox - Saved Form Information 192 KB 1 files

Thumbnail Cache ity -
&) Windows - MS Search 3072KB 3files

Options v Taskbar Jump Lists

Network Passwords
2% System
Empty Recycle Bin

v

v Temporary Files
v Clipboard
v
v
v

Memory Dumps
Chkdsk File Fragments
Windows Log Files




3. The “Cleaning Complete” screen shows up — all activity traces are cleaned:

Pirifarm CCleaner

CCleaner Free

q

Windows

Applications 100%

e Internet Explorer A

v Temporary Internet Files @ Cleaning Complete - (25.128 secs)
3,01 MB remaved,

« History

Cookies

Recently Typed URLs
Index.dat files

Details of files deleted

Last Download Location
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Autocomplete Form History e Internet Explorer - Temporary Internet Files 4 647KB 35 files
Saved Passwords £ Internet Explorer - Cookies 1KB 3 files
Windows Explorer windows Explorer - Recent Documents 6 KB 7 files
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i Der Expurer MRl . Firefox - Saved Form Information 192 KB 1 files

Thumbnail Cache oo
a7 Windows - MS Search 3072KB 3 files

v Taskbar Jump Lists

Network Passwords
e
u. System
Empty Recycle Bin
Temporary Files
Clipboard

Memory Dumps

Chkdsk File Fragments £
Windows Log Files ° nalyze
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Run Cleaner




2. Privazer

1) YOU MUST ALSO SET SECURE-DELETION SETTINGS - IT IS VERY
IMPORTANT!

Click on “Advanced options”:

Pﬂ' Vager Advanced user

#> Scan in-depth

Which device ?
Computer

gt P4 Clean
& Advanced options ’ :
- my internet traces
ate in 1 click !

Scheduled : 0 Tasks in progress : 0

Then go to the menu “Cleanup” and choose the options shown on the screen-shot:

Advanced options

Generay/CIeanupr Memory, Incexing r Internet browsing

Free space

@ Smart cleanup (recommended}

Flash memaory, 55D, ...
6 PASSES —— USA-Army 380-19

Magnetic disk
[i] 3 PASSES

RAM
6 PASSES —— USA-Army 380-19

Apply cleanup settings to all drives

Restore default settings

0K
——




2) INSTALLATION AND WORK INSTRUCTIONS

After you visit PrivaZer’s web site and starting the install process, you will be asked what
type of install you want to perform.

[ PrivaZer
PrivaZer installation @ -
1 | GAO : @
Language Z
English - &b \
Select

Install
Run PrivaZer without installation
< r 7:"\ without InStalling anytr

Generate the portable version

You can just install PrivaZer on your computer, which is definitely recommended or you can
create a portable version to use multiple places. You can also simply run PrivaZer without
installing it on your computer as well. Once you select what type of install you want, click

“Install” to finish the installation.

a o
PrivaZer

V! Start PrivaZer immediately

¥ Desktop shortcut
¥l Quick Launch shortcut

Installation of I (Right-click menu)
¥] For recycle bin

¥ For drives, storages
@) For files
¥ For directorie

Close (»)

After the install is complete, you will be asked whether you want to create shortcuts and
contextual menus. Choose your settings, then click “Close.”


http://privazer.com/

Welcome

¥

g
s

@ Help me to choose appropriate cleanups (recommended)
Don't help me

(4]  Cancel Next O,

Once you open PrivaZer, you will go through a quick set up. You can choose to utilize it or
skip it. For the purpose of this guide, we will walkthrough it with you. Click “Help me to
choose” and then click “Next.”

T — 9
Cookies
o ©
S
3 e" snste

.

Do you want PrivaZer to do a smart selection of cookies ?

@ Yes, automatic (recommended)
Usetul cookies are presenied
Mo need to retype passwords at each visit :
GOOGLE, FACEBOOK, TWITTER, HOTMAIL, AMAZON, EBAY, MSN, YAHOOQ, etc.

No (manual mode)
Recommended tor advanced users
You select manually cookies to delete

No (remove all cookies)

The first settings deal with cookies. You can choose how the program deals with them when
found. This includes removing all cookies, saving more common cookies and manually
selecting cookies. For most users, the recommended setting will be easiest to use. Click

“Next.”



Invalid shortcuts

u Adobe Reader X
) 0

ég' Navicat for MySQL

'_!j Microsoft Office Word 2007

Remaove invalid shortcuts

& Yes (recommended)

It will remove shortcuts which point to apps that no longer exist
in Start Menu, on desktop, Quick Launch menu, ete.

The next set of settings deal with invalid shortcuts. This eliminates shortcuts that no longer
exists. Most users never clean up shortcuts, so the first time you use PrivaZer you should use
this setting to do so. It will help make your computer run faster, especially when opening
programs in general. Again, click “Next.”

PrivaBer

Office software histories

_J o | Micrc-sof.t'
o0 Office

—

D LibreOffice

The Document Foundation
Remove office software histories
Yes
It will clean recently used files histories, useless tmp files, etc.

Your personal documents will remain intact.

The third set of settings deal with Microsoft Office’s history. PrivaZer will delete your history
in the Microsoft Suite programs you use which can increase the speed of those programs.
Then, click “Next.”



Photo/image software histories

@ acdsee M

Remove photo/image software histories

Yes

It will elean recently used files histories, useless trp Hles, ate,
Your personal documents will remain intact.

& No

The next set of settings deal with photo and image histories. This will clean up temporary
files, shortcuts and other cached information in these programs. This is another way to speed
up these programs, too. Click “Next.”

Thumbnails cache
T —— —-"'.'
. i 1 e B N O
| -

|
|
|

. 1

Remove thumbnails cache

¢ Yes

Thumbnails caches may contain thumbnalls ot old photos that no longer exist.
Your personal images/photos remain Intact

No (recommended if you work a lot with images/photos)

The fifth set of settings handle your thumbnail cache in Windows. Whenever you simply look

at pictures in Windows through the Explorer, you may see thumbnails related to them. These

are cached so you can see them again quickly, but this can eat up memory. If you have never
cleaned up these thumbnails, we recommend using PrivaZer to do so. Now, click “Next.”



r

Autocomplete histories in Internet browsers

Email

I [~ ]
Joe@hotmail.com
Stacy@gemail.com
Juiop@yahoomail.com
J-family@homail.com

Remove autocomplete histories

Yes (recommended for privacy)

It will remove histories ot what you have typed in Internet browsers :
- websites you typed

- info you typed in forms (name, address, etc.)

¢ No (recommended for speed)
You don't have to retype everything :
websites, your name, address, etc.

The next set of settings handle auto complete history in browsers. When you enter
information in a browser, the browser will save that information for user later when you want
to go back to that web site. PrivaZer will delete this history from your browsers. Click
“Next.”

-

Microsoft Games histories

B e

Remove Microsoft Games histories

Yes (recommended at work)

¢ No (recommended for home users)

The seventh set of settings will deal with Microsoft gaming histories. Microsoft Games
actually saves a hefty amount of data to speed up loading time for games, histories and more.
This will eliminate those files. Then, click “Next.”



Previous version of ©Windows

Remove the previous installation of ©Windows

& Yes (recommended, you can save a lot of free space !)
It will remove unnecessary files and backups
of previous Installed version of @Windows

No

The next set of settings deal with previous installations of Microsoft Windows. If you have
upgraded, changed or installed multiple versions of Windows, this will clean that up for you
to free up space. Click “Next.”

Hibernation

Disable hibernation of my PC

& Yes (recommended, you can save a lot of free space !)
It needed, you will be able to enable it again
in the "Advanced options” of PrivaZer

No (I frequently use PC hibernation)

The final set of settings deal with hibernation mode. When Windows goes into hibernation, it
still runs programs until you wake it up. This can take up a lot of space and memory. This will
turn on or off hibernation mode. Click “Save” to end the setup.



YOU MUST ALSO SET SECURE-DELETION SETTINGS - IT IS VERY
IMPORTANT!

Click on “Advanced options”:

Pﬂ' Vager Advanced user

#> Scan in-depth

Which device ?
Computer

Clean

my internet traces
in 1 click !

Scheduled : 0 Tasks in progress : 0

Then go to the menu “Cleanup” and choose the options shown on the screen-shot:

Advanced options

Generay/CIeanupr Memory, Incexing r Internet browsing

Free space

@ Smart cleanup (recommended}

Flash memaory, 55D, ...
45| 6 PASSES —— USA-Army 380-19

Magnetic disk

7] 2 PASSES USA DoD 5220.22-M Dapartment of Defense

RAM
6 PASSES —— USA-Army 380-19

[¥] Apply cleanup settings to all drives

Restore default settings




How to securely clean traces of Internet activity

Step 1. Please run Privazer and click on the dropdown list which shows "Scan in-depth™ as
the first item.

Which device ?

Computaer (C:)

Scheduled : 0 Tasks in progress : 0

Step 2. Please click on the "Internet activities" option from the dropdown list.

Scan B
4. Scan
/G —._
/o
& |
s =
0
Scan every possible place
f Delete
Internet activities i Empty
02 Schedule
& Restore
R i—
] Scheduled : 0 ess:0

Step 3. Please check the boxes on which areas of the computer that you want to be scanned.
You can also check on the "Start cleaning™ option to start the clean up immediately after the
scan. Another option that you can choose is to check the "Shutdown the PC after cleaning
option" to turn off the PC after cleaning.

After choosing your preferred options, please click on the Scan button to start. The status of



the scan will be shown on the progress bar below.

& loaiDsk(C:)  ~

2] Internet browsing

Stant cleaning
Shutdown PC after cleaning

D G

Step 4. The results of the scan will be shown in the window. Please select which areas you
want to be cleaned up or not by checking or un-checking the specific areas. You can also
choose to check the "Shutdown the PC after cleaning option™ to turn off the PC after cleaning.
To start the cleanup, please click on the Clean button and proceed to Step 6.

For different and more secure options of cleanup, please click on the "See cleanup options™
link and proceed to Step 5.

& Local Dsk (C:) v
ns completed (12 s)
2l Intemet browsing

Select all

Shutdown PC after cleaning

Step 5. The new window will show the status of the cleanup via a progress bar and the results
when the cleanup has been completed. There is an option to check the "Shutdown the PC after



cleaning option™ to turn off the PC after cleaning. To make the cleanup faster, you can check
the "Boost" option. This is not recommended since it might make it harder to use the PC
during the cleanup period.

To return to the Privazer main screen, please click on the Close button.

ez =

Secure cleanup of C: COMPLETED
on 4/25/2012 3:38:48 PM

%! 1004 Files cleaned (12 MB freed ) See ‘ ~_—_—-]
X| 18 Bases modified See s‘c“““‘
/

Free space

161.978 GB
oy
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v 4
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